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THE CHANGING ROLE OF THE EU IN CYBERSECURITY

AZ EUROPAI UNIO VALTOZO KIBERBIZTONSAG KONCEPCIOJA
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ABSTRACT

Cyberspace poses a great challenge to the tragliiorernance, that is mainly
state-centric — it challenges the traditional cisdke security, borders, pri-
vacy and sovereignty. Legal discussions about syla@e governance often
focus on international cybercrime arrangementgrivational standards and
national sovereignty. Due to the globalisation trelinterconnected nature of
cyberspace and the cross-border impacts of attidias been made impossi-
ble for any organisation to manage cyberspace ghérchreats without an
adequate level of cooperation with various part@erd allies. This is espe-
cially relevant in certain areas of national saguas well as in the Common
Foreign and Security Policy (CFSP) of the Europgaion.

But what does cybersecurity mean for the Europeainrand how its view-
point changed through the past decades? This papérses the EU acquis to
provide an overview on EU cybersecurity policy aodinderstand the chal-
lenges EU currently facing as a cyber-actor.

Keywords: European Union, cybersecurity, Common Foreign aalifty
Policy (CFSP), governance

ABSZTRAKT

A kibertér megjelenése kihivast elé allitja a higtlg, hatarok, maganélet és
szuverenitas hagyomanyos értelmezésén alapul&idaskormanyzati mo-
dellt. A kibertér kormanyzéséaval kapcsolatos jatak/és értekezések kdzép-
pontjaban talnyomorészt a nemzetkdzi szamitogéjpeszés, nemzetkozi jogi
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normék és a nemzeti szuverenitas kérdései allrednidan a globalizacio, va-
lamint a kibertamadéasok hatarokon atnyulo jellegddszonheten egyes or-
szagok vagy szervezetek 6nalléan, mas szervezétadye nemzetekkel valo
egyuttnikodés nélkil képtelenek leklizdeni a kiberbizton§&gyegetéseket.
Az egyuttniikodés kérdése kiemelkéeh fontos a nemzetbiztonsag egyes te-
ruletein, valamint az Eurdpai Unio kozos kil- éstdansagpolitikajaban. De
mit jelent a kiberbiztonsag az Eurdpai Uni6é szanésrhogyan valtozott a né-
zépontja az elmult évtizedekben? Jelen tanulmaniattest nyujt az unios
jog fejlodéséél, valamint azonositja az Eurdpai Unio kibertértakado kihi-
vasait

Kulcsszavak: Eurdpai Unio, kiberbiztonsag, Kozos Kil- és Bidéagpoli-
tika, iranyitas

INTRODUCITION

Since the first appearance of personal computezsjevelopment of new technologies and
the global digitalization poses a difficult chaklignfor policymaking experts since the inno-
vative solutions not only appear at the individoial at the governmental level. This chal-
lenge requires both regulatory and defence (prigcisder security and cyber defence)
actions. International experiences show that edagirinformation systems, in particular,
governmental and public administration systemsaatenstant target of organized cyber-
attacks, therefore cybercrime, information warfarej cyber terrorism are a constant threat
to public systems.

In order for the European Union to provide the BigiHevel of security for its citizens, it is
essential to tackle down the regulatory and defamzdlenges. The network and infor-
mation systems play a crucial role in the crossfeomovement of goods, services, and
people. The disruption of these systems, regardfegkere they occur, can affect the Mem-
ber States individually, a region or the Union aghale, therefore, the protection of these
systems is vital for the EU.

Based on the Eldcquis communautairthis paper aims to examine what cybersecurity
mean for the EU, how its’ viewpoint changed on eytaated issues in the past decades,
and how the current institutional and legal framawsupport the Union’s vision to became
a leading actor in the cyber domain.

THE CHANGING ROLE OF THE EU IN THE CYBERSECURITY AR ENA

Due to the high level of global cybercrime and ithereasing number of threats from cy-
berspace, cybersecurity became a top-level patitie many states, regions, international
organisations and in the European Union. (Carrai@arrinha 2018) The policy and de-
bate focus on political measures and behaviouylieispace, they searching for an answer
how to govern and control the global cyberspaceth@theart of this discussion lie the
fundamental questions of power and contréBut how does this play out in the specific
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case of the European Union, who is claiming infleeas an actor in matters of European
and even global cyberspace?” (Cavelty 2018:304)lysnay the relationship between
power and governance of the cyberspace is an iatostep towards understanding that
EU’s emerging role in the in virtual realm also gags its aspiration to become a leading
international security actor. Existing texts ansk@rch including those specifically address-
ing European cyber-power (Klimburg & Tirmaa-Klaa@11; Dewar 2017; Christou 2017),
are of a primarily policy-oriented nature, thergoaiks a clear dominance of military or stra-
tegic voices (Carrapico & Barrinha 2017; Bendiell 2b).

In the past few years the idealmfilding a stronger and more resilient internal segty

by strengthening cyber security policy and instituis appeared within the EU. On 19-20
October 2017, the European Council asked for tlogtimh of a common approach to EU
cybersecurity following the proposeeform packagé, calling for ‘a common approach to
cybersecurity: the digital world requires trustddrust can only be achieved if we ensure
more proactive security by design in all digitalipies, provide adequate security certifica-
tion of products and services, and increase owagpto prevent, deter, detect and respond
to cyberattacks®.But what were the antecedent actions which letitoreform?

Based on previous the research conducted by Rewaid (2017) and Molnar (2017) to-
gether with the latest legislative reforms, thédiwing part of this paper will examine - in
chronological order - the turning points in the Bdkistence which led to the development
of the current institutional structure. It is nbetaim of this section to enter into a lengthy
analysis of the EU’s history. Such discussions haseen conducted in many academic
books. However, it is beneficial to briefly congidiee key landmarks in the path of cyber
policy development.

The beginnings 1988 2001

In this time-period four events established paléicinstitutional dynamics which affected
the later development of cyber security polit985 Single MarketICT and the Internet
itself, were viewed as a great opportunity for aband economic growth - thanks to the
free movement of goods, services and people-, Ead/iewpoint led to theommerciali-
sation of the cyber policyThe economic maximalisation climaxed in the pediion of the
Bangemann Reportn 1994. The document it contained the concepaals for all ele-
ments of the EU’s later discourse and “cyber” pofic

After the Union’s commercial interest in the ICTcs® were articulated, its competences
solidified in the Treaty-based codification. Thiagle European Acbf 1987 and thiaas-
tricht Treaty of 1992 formalised EU’s role in cybersecurity Igtricting its competences
to “political and economic aspectsThese decisions limited the Union’s competence on
the “soft” powers, leaving out the “hard” capalé@g (meaning a militarized and centralised

2 Joint Communication to The European ParliamentTtne Council Resilience, Deterrence and DefencédiBg strong
cybersecurity for the EU, JOIN/2017/0450 final

3 European Council Conclusions of 19 October 2017.

4 The Report makes clear that economic factors asaharket forces, and the creation of jobs undeharUnion’s interest
and strategic outlook in ICT. The protection ofdamental rights such as privacy, security and paifet core elements both
in the Bangemann Report and later in the EuropeaariCyber Security Strategy.

5 European Union, 1987. Single European Act., p. 1049
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security governancé)Thus, cyber security policy took a non-militarirasegic, socio-eco-
nomic approach.

Under the Treaty of Maastricht, and due to the igwe of the internal market info-com-
munication technologies, and so cyber issuestigdl ihe First Pillar. This, in one hand,
enabled the EU to initiate legislation and engageagtively in the decision-making pro-
cess, on the other hand, it strengthened the edoabmature of the cyber policy and in the
meantime separated it from the cybercriminal issues

This focus of cyber security initiated the Comnosss proposal for an information and
network security strategin 20017 this is the first document representing an ideiié
cyber security policy in the European Union. Theuwoent is a milestone in the cyberse-
curity policy, because it contained a detailed togy of cyber threats, recommended spe-
cific technical measures to improve security, dadithe network and information systems
(this definition was used until 2013), and hightiggh the need for reliable warning and in-
formation sharing system across Europe.

The facilitating role 20021 2006

The 2001 Proposal laid out the economic dominafcglmersecurity, and highlighted the
importance of criminal justice. As a result, twawnagencies were established to carry out
the policy operations. Within the Europalnew department was established in 2002, called
“high-tech crime” centre(HTCC). The dedicated aim of this centre was tacktiomputer
related criminal activities and online child expéion, and serve as an intelligence hub for
the EU. In this perioENISA began its operations in 2004 on Heraklion on stend of
Creté as a centre of network and information securityegtise for the EU, its Member
States, the private sector and Europe’s citizehs.Agency:
e assists the Member States in implementing relelzbhliegislation,
« works to improve the resilience of EU’s criticalarmation infrastructure and net-
works,
e supports the development of cross-border commasnitie
e collates information necessary for risk analysis,
« develops joint methods to prevent security problamist following the develop-
ment of security standards,
* creates its own recommendations, and
* acts as a counsellor for the European Commission.

® This viewpoint was also represented in the Petegsbasks of 1992, which specified, that any mijitaction under an EU
banner would be restricted to peace-making, peapékg and rescue. In that day this restriction seklogical and accepta-
ble, however, this attitude limited the EU from diping a holistic approach of cybersecurity inahgdoffensive cyber-
attack capabilities.

7 Communication from the Commission to the Courthié, European Parliament, the European EconomicSantl Com-
mittee and the Committee of the Regions - Netwaitk lmformation Security: Proposal for A EuropearidyoApproach /*
COM/2001/0298 final */

8 The organisation responsible for coordinating Menfiates’ police forces with the goal to combaéiinational crime,
terrorism, drug and human trafficking. It becameragional in 1999.

9 The European Network and Information Security Agewas established following a regulation passed®March 2004
by the European Parliament and the Council (46@¥ZB0). This was madified in 2008 and again in 20012013, the new
basic regulation of 526/2013 references the agersc¥uropean Union Agency for Network and Infornmat®ecurity
(ENISA).
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During this periodEU started to shape its rolm the cyber domaiby becoming a facili-
tator rather than a policy leader. It was visible frdm tanguage the EU documents used.
For example, the Member States instead of beisguctedto do something, in the new
documents they weencouragearinvitedto take certain actions. Above all, detailed tech-
nological measures and best practices disappeanmediieacquis With the publication of
the Strategy for a Secure Information Socfetthis new role was made official.

The awakening 2000 mid-2016

Due to the complexity, influence, and the high ledferisks these major cyber-attacks be-
ginning with those targeted at Estonia in 2007 eduthe Union interest in cybersecurity
significantly transformed. As the consequence betw2007 and 20133 of the total 143
legal documents accepted relates to cybersecunityame extentThe attacks against Es-
tonia were considered as a threat to the interiaaket, hence EU was able to initiate leg-
islation and undertake the fortification of digisgcurity measurés.

The European Union started cybersecurity regulatinrihe area ddritical infrastructure
protectionin March 20092 The CIIP action plan was based on five pillars:
preparedness and prevention,

detection and response,

mitigation and recovery,

international cooperation and

criteria for European Critical Infrastructures Inetfield of ICT.

aObhwNRE

The Commission decided to follow the CIIP plan, &strengthen its intention to build a
coherent approach to cybersecurjtglthough it put thenational interests and practices
into the first place In the same year, the Council of the Europearothighlighted the
need for the development of resilient and secufledgstems and the necessity to upgrade
Europe’stechnical competencesfwo Ministerial Conferences were held (Tallin902
and Balatonfiured, 2011) which led to the adoptibthe European Parliament Resolution
on Critical Information Infrastructure Protectiéithe establishment of the European Fo-
rum for Member States and of the European Publi@air Partnership for Resilience; two
pan-European exercise (Cyber Europe 2010 and 2pakyy recommendation by ENISA

10 Communication from the Commission to the Courtbié, European Parliament, the European EconomiSanil com-
mittee and the Committee of the Regions - A strafega Secure Information Society - “Dialogue, tparship and empo-
werment” {SEC(2006) 656} /* COM/2006/0251 final */

11 As Deward (2017:171) argues: “Economic threatsismees where the EU can act. Direct threats fomeatsecurity, by
contrast, are sectors where Union action is seyeestricted... It needed to address, or at least@eledge, the threat of
state-sponsored aggression against national corgatioms infrastructures and the potential impactush incidents on the
EU’s financial and economic viability.”

12 Communication from the Commission to the EuropRariiament, The Council, The European EconomicSodal Com-
mittee and the Committee of the Regions on Criticldrmation Infrastructure Protection "ProtectiBgrope From Large
Scale Cyber-Attacks and Disruptions: Enhancing &exiness, Security and Resilience" {Sec(2009) 336§(2009) 400}
13 European Commission, Brussels, 31.3.2011 COM(20&3final

14 European Parliament resolution of 12 June 201@ritical information infrastructure protection —héevements and next
steps: towards global cyber-security (2011/2284jINI
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on a minimum set of baseline capabilities and sesjiand recommendations on the func-
tioning of national CERTs (Computer Emergency Raspoleamsy

As Deward (2017:181) points out, as a respons2do8’s financial crisis “certain indus-
trial sectors were identified where stimuli woukldstablished to increase economic growth
and employment. In a move of striking similarityttat of 1985, the digital domain was
specifically earmarked for attention. As a resalDigital Agenda for Europe” was initi-
ated. This was a programme intended to increaskeioif digital technology in all sectors
of society — political, social and economic — arahsform the EU into a knowledge-based
economy.” TheTreaty of Lisbon which entered into force in 208%odified the effects of
the Estonian cyber-attacks and the financial crisie Treaty’s core was, to improve the
coherence and effectiveness of the policy-makind,@olicy implementing structure, with
the abolition of the pillar structure, and the dimdition of the exclusive, shared and sup-
porting competences of the Union. In the fielddavéign affairs and security, the role of
the High Representative of the Union for Foreigfa#é and Security Policy was extended.
The High Representative was to be assisted inulfisxfent of the Common Foreign and
Security Policy (CFSP) and the Common Security@efince Policy (CSDP), by the new
European External Action Service (EEAS) and theoRean Defence Agency (EDA).
The Lisbon Treaty shows the importance of cybensgciy specifically mentioning (Ar-
ticle 69 (b)) as aarea requiring cooperatiorio support the stability of the internal market.
Thanks to the abolition of the pillar structure armholistic approach to cybersecurity be-
came possible. Activities related to policies amdspliction of cyber-crime where joined
up, thus the Commission gained the ability to d¢dflg support theEuropol EC3 (previ-
ously established high-tech centre which laterdfiemmed to the European Cybercrime
Centre) and supervise the implementation of cybenecrelated regulations.
The policy-making and changing processes startéaeileginning of 2007, strengthened
by the Lisbon Treaty culminated in the developnudtiheEuropean Union Cyber Security
Strategy (EUCSS) -following a long controversial negotiatiprocess-, published in
20138 The vision of the EUCSS was, to build a resiliephersecurity to maintain the
global status quo, and in the same time being adajat new challenges. The strategy em-
phasises the unity of public authorities and thregpe sector, and the development of cyber
capacities, resources and efficiency (Kovacs 2018).
To achieve this goal EU level prevention, detecdaod management system was needed.
The following actions were taken:
« ENISA's task to fortify European cyber resilience b
0 establishing minimum requirements and
0 creation ofCERT network

15 For more information on CIIP policy, read: httpec/europa.eu/digital-single-market/en/news/potidsical-information-
infrastructure-protection-ciip

16 Treaty of Lisbon amending the Treaty on Europeaiok/and the Treaty establishing the European Camtyyisigned at
Lisbon, 13 December 2007, (2007/C 306/01)

1" The proposal for the strategy was published ingends from which the first part is the Communicatfrom the European
Commission and the High Representative for Foréiffairs and Security Policy on the EU Cyber SeguBtrategy. The
second part is the European Commission’s propasah fdirective on network and information securithich has later
become known as a package for the NIS Directive.

18 EU cybersecurity strategy: an open, safe and sexdrerspace - European Parliament resolution &efzember 2013 on
a Cybersecurity Strategy of the European UnionQfen, Safe and Secure Cyberspace (2013/2606(RSP))
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« the Member States adopted national cybersecuratesfies

e Launch of theeuropean Cyber Security Mont(ECSM) series in 2013
e Establishment of th8afer Internet Programmé&SIP),

< Initial cybersecurity training started for publiergants.

Finally, the EUCSS callls for @nternational policy,the 48" point reads “there is no need
at present for the creation of new legal instrumexttinternational level; welcomes, how-
ever, international cooperation to develop normbatfaviour for cyberspace, supporting
the rule of law in cyberspace; considers that ha@ating of existing legal instruments to
reflect advancements in technology should be censitland holds the view that jurisdic-
tional issues require a thorough discussion orstitgect of judicial cooperation and pros-
ecution in transnational criminal cases.” This obje includes the EUs intention to make
cyberspace issues the part of its CFSP.

Although the multitude of adopted regulation durihig period, the modus operandi of the
EU in cyberspace remained the same: high-levetnmition sharing and political cooper-

ation platform. As Swilinski (2014:13) reasons “behthis state of affairs is the lack of a
truly pan-European vision of the role of the EUbaasagent of cyber-security on the part of
particular member states as well as the wholetinigth. What limits the European Union

most in cyber-security is its inter-governmentahreltter and the corresponding lack of
collective vision on the part of member states.t #is role was about to change. How?

Repositioning EU in the cyber sector mid2018 nowadays

On the & of July 2016 the first piece of EU-wide cyber gtion was adopted by the
Parliament. The proposal on thé&ective on security of network and information stems
(NIS Directive¥® was introduced. Yet three more years were neeslfiddlise the docu-
ment, and further shape EU’s role in the cyberspalee NIS Directive set up a new legal
and institutional framework to boost the overalideof cybersecurity in the EU. It includes
the following criterions:
« The Member States are required to appoint a natii& authority and a CERT
(or Computer Security Incident Response Team -CHIRT
e Setting up an information exchange network betwherMember States, and the
network of national CSIRTS, to promote swift anfiéefive operational cooperation
» Building a culture of security across every seethich are vital for the economy
and society and moreover rely heavily on ICTs, sagkenergy, transport, water,
banking, financial market infrastructures, healteand digital infrastructure
0 Businesses in these sectors that are identifigdldoWember States as op-
erators of essential services (OES) will have ke tappropriate security
measures and to notify serious incidents to thevealt national authority.
o Key digital service providers (DSPs -search engioesid computing ser-
vices and online marketplaces) will have to comith the security and
notification requirements under the new Directive.

19 Directive (EU) 2016/1148 of The European Parliated of The Council of 6 July 2016 concerning roees for a high
common level of security of network and informatgystems across the Union
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The NIS Directive is a cornerstone of the EU’s oesge to the growing cyber threats and
challenges which accompany the digitalisation efébonomic and societal life. To support
the implementation of the NIS Directive, the Consioa released a Communicatibn
which urged the Member States to harmonise théiomel legislations and policy with the
NIS Directive as quickly as possiPle

During 2016 other significant communications werleased, like: launch of public-private
partnership on cybersecurity, strengthening cybsilience system and innovative cyber-
security industry? Furthermore, the Commission announced that it dvéwing forward
the evaluation and review of Regulation (EU) No/2R@3 of the European Parliament and
of the Council concerning ENISA and repealing Ratjah (EC) No 460/2004 ("ENISA
Regulation"). The goal of the evaluation is theref of the ENISA by enhancing its capa-
bilities and capacities to support Member Stated, sirengthening its central, operational
role in the cyber field.

According to the NIS Directive a cooperation grquillS Cooperation Group) has been
established, to promote cooperation and exchangdgarfmation. The Cooperation Group
is supported by the work of the network of Comp@8ecurity Incident Response Teams
(the CSIRT s Network Its’ members are the representatives of the Mgn3tates, the
Commission and the ENISA.

On 13 September 2017, Jean-Claude Juncker, Presifieghe European Commission,
stated in his regular annual report on the Uniam:the past three years, we have made
progress in keeping Europeans safe online. Buteui® still not well equipped when it
comes to cyber- attacks. This is why, today, then@gssion is proposing new tools, in-
cluding a European Cybersecurity Agency, to helfentk us against such attacks”. The
Commission and the EU High Representative propageform package, which envisions
EU’s new, leading position in the cybersp&téhereform packagencludes the following
six proposal as shown in Fig. 1.

» Establishing a strongeEuropean Union Cybersecurity Agenchuilt on the
Agency for Network and Information Security (ENISA) assist Member States
in dealing with cyber-attacks. (Proposal of @ybersecurity Agt

« Creating an EU-wideybersecurity certification schemtat will increase the cy-
bersecurity of products and services in the digitald.

* A Blueprint for how to respond quickly, operatidgadnd in unison when a large-
scale cyber-attack strikes.

* A network of competence centres in the Member Statel &European Cyberse-
curity Research and Competence Centtat will help develop and roll out the
tools and technology needed to keep up with anevanging threat and make sure
our defence is as strong as possible.

20 Communication from The Commission to The Europgeariament and the Council Making the most of NiSwards the
effective implementation of Directive (EU) 2016/Bldoncerning measures for a high common level airity of network
and information systems across the Union. COM/2A7® final

2L Although the NIS Directive should have been imptated by May 9th 2018 in every Member State, mb#tem failed
to succeed by the given deadline.

22 Commission Communication on Strengthening Europglser Resilience System and Fostering a Competitid Inno-
vative Cybersecurity Industry, COM/2016/0410 firdb November 2016.

2 Joint Communication to The European ParliamentthadCouncil Resilience, Deterrence and DefencddiBg strong
cybersecurity for the EU JOIN/2017/0450 final
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« A Framework for aloint EU Diplomatic Response to Malicious Cyber Adties
and measures to strengthen international cooparatiocybersecurity, including
deepening of the cooperation between the EU and®IAT

» Skills development for civilian and military profenals through providing solu-
tions for national efforts and the set-up afyder defence training and education
platform.

The Commission is already supporting the reinforcement of the EU’s deterrence of, and resilience and response to, cyber-attacks, including by:

Supporting effective implementation of the first EU cybersecurity law
(Directive on Security of Network and Information Systems), with:

The EU institutions agreed on:

GREATER CAPABILITIES COOPERATION RISKS PREVENTION
Member States have to improve their Increased EU-level cooperation Players in key sectors (such as energy,
cybersecurity capabilities transport, health) are obliged to put in place

measures to prevent risks and handle cyber
incidents

EU CYBERSECURITY AGENCY EU CERTIFICATION FRAMEWORK COORDINATED RESPONSE
Strengthening the European Union Agency for An EU-wide certification framework Ensuring fast and coordinated responses to
cybersecurity to better assist Member States to ensure that products large scale cyber-attacks

and services are cyber-secure

1. Figure The cybersecurity reform package recommendations (source EU Commission)

The European Economic and Social Committee staedallowing in its opinion on the
“Cybersecurity Act”: “So farno legal framework has been able to cope with tlee@ of
digital innovation,and a number of legal texts are contributing ilnitem to establishing
an appropriate framework: the revision of the Tetas Code, the GDPR, the NIS Directive,
the e-IDAS Regulation, the EU-US Privacy Shielde Directive on non-cash payment
frauds, and so on.” This means thta reform package is “...the recognition of the fact
that the European Union is not fully prepared to hdle cyber-attacks and cyber inci-
dents,such as the events of 2016 ransomware attacksvageo(2018)

Obviously, the Union’s previous vision on its radehe cyber field as an information shar-
ing platform, and the perception of cyber and I@Velopment in general as an economic
issue failed. In order to reach the full spectruintybersecurity the Union has to adopt
several new regulations, and it has to scrutiriegrhplementation in every Member State.
The EU took a major step towards stabilisatiortsohew role on the f0December 2018,
when the European Parliament, the Council of thefean Union, and the European Com-
mission have reached a political agreement on @ybérsecurity Act®. ENISA’s new
Regulation requires a formal approval by the Euaop@arliament and the Council of the
European Union. The approval is expected in tHeahg weeks, and after its publication
in the EU Official Journal, the “Cybersecurity Astlill immediately enter into force.

The Act will replace ENISA’s limited mandate to ermanent mandate and provides more
resources to the agency. It establishes an EU fvankefor cybersecurity certification,

24 Agreement on the ,Cybersecurity Act” — Europeanm@ussion Press release http://europa.eu/rapid/pedssse_IP-18-
6759_en.htm
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boosting the cybersecurity of online services amasamer devices. This new approach is
clearly a paradigm shift towards a more centralgacty-making and governance. (Bend-
iek 2017a)

Cooperation with the Member States

In the previous part of this paper we examined Biis viewpoint on cybersecurity policy
changed through the past few decades. In thisypamill examine the cooperation between
centralised EU level and the Member States.

The Treaty of Lisbon specifically mentions the aoéa&ybersecurity whereas cooperation
between EU and Member States is needed. ThoudgBUleexplicit goal is, to strengthen
its cyber-power, the perception on cybersecurityai®s economic and not security based
as it should be. It is generally accepted, thatcsdcurity is a multilateral field, therefore
the origin of the policy initiation is irrespectiventil it promotes resilience and high level
of preparedness. EU’s main focus in the coherdmersgcurity policy is directed to cyber-
crime, critical information infrastructure protemti and cyber defence. Regarding to the
security approach institutional cooperation andualtinderstanding of security are the
most important “pillars”. Institutional co-operatiags understood as being particularly im-
portant given thathe European governance of cybersecurity is ratliecentralizedwith
relevant bodies to be found in the public and pesectors and national and international
levels.

As Carrapico & Barrinha (2017:1264) highlight3:Here are co-ordination problembe-
tween, but also within institutions, which are tethto the historical evolution of the dif-
ferent cybersecurity areas, as well as the pexmetiat each area still experiences different
separate challenges. It is not unusual to findegatsjwhose objectives clash with those of
other institutions. Furthermore, states, via thar@d, seem to be more reluctant than other
institutions (such as the European Parliament)nttaece EU powers in this area...as a
consequencehe allocated resources aften extremely low when compared with other
security areas and other parts of the world

The following table summarize the EU institutionsrently appointed to certain particular
cybersecurity related tasks:
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1. Table: EU institutions dealing with cybersecuriy issues

Issues of cybersecurity, cybercrime, network arfiorimation secu-
rity

Development of policies, trainings and fosteringssrborder inves-
tigations in the area of organised cybercrime, @tan.

Central hub for criminal information and intelliges) supports op-
erations and investigations, provides highly sdesgd technical
and digital forensic capabilities, and offers stgat analysis and
training.

Focuses on: cyber-dependent crime; online childisesxploita-

tion; payment frau

The team is made up of IT security experts fromntiaén EU Insti-

tutions (European Commission, General SecretafiditeoCouncil,

European Parliament, Committee of the Regions, &wwon and

Social Committee). It cooperates closely with otB&RTs in the
Member States and beyond as well as with spedialiBesecurity

companie

Cybercrime, cyber defence - providing intelligercwlysis, early
warning and situational awareness to the High Regtative and
to the European External Action Sen

ENISA

DG HOME

Europol EC3

CERT-EU

EU INTCEN (Intelligence
and Situation Centre)

eu-LISA (European
Agency for the Opera-
tional Management of
large-scale IT Systems in
the Area of Freedom, Se-
curity and Justic)

The Agency is currently managing Eurodac, the sggmmeration
Schengen Information System (SIS 1) and the Vis@rimation
System (VIS). The agency’s core mission is to bdicdged to con-
tinuously add value to Member States, supportinguh technol-
ogy their efforts for a safer Europe.

Collaborate with the Commission to promote (R&l)ciybersecu-

ECSO " .
(the European Cyber Seci rity; foster mar_ket development and investments.
rity Organisation) Support the widest and best market uptake of iniv&yberse-

curity technologies and services

Promote and assist in the definition and implentéraof a Euro-

pean cybersecurity industrial policy and suppoet development

and the interests of the entire cybersecurity &0 $ecurity eco-

system

Supporting the development of defence capabilitresmilitary co-

EDA (the EU Defence | operation among the European Union Member Statiesulsting
Agency) defence R&T and strengthening the European defedcstry; act-

ing as a military interface to EU polici

A self-financed non-for-

profit organisation under

the Belgian law, estab-
lished in June 2016.

The adequate level of cooperation between national dfld level is hard to determine

Although mandatory institutional regulations haeei set up by the NIS Directive, cyber-
security in many countries still considered a demsissue, where sharing of information
does not come naturally. Meanwhile some MembeeStgike France, the Netherlands and
Germany) promote deeper cooperation throughouEtheothers foster cooperation on a
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more regional, sub-regional levé@lFurthermore, all EU Member States differ in their
stitutional systems, political preferences, cybeuséy governance models and ideologies
and cyber-defence capabilities.

The Member States must establish and provide iimar{€ial, technical, human resources)
the national institutions determined by the NISdbtive. These are the:

» Competent Authority (CA): Every Member State appoine at least, with the role
to monitor the application of the Directive at diomal level. The CA is to be noti-
fied in case of an incideft.

« Single Point of Contact (SPC): This institution exees a liaison function to ensure
cross-border cooperation. (in case of an incid8RC is responsible to notify the
other affected Member States)

* CSIRT: Institution which reside inside the CA, respible for monitoring inci-
dents, providing early threat warnings, respondimgncidents, and cooperating
with the private sector. Concrete tasks of CSIR@#ho be clearly defined and
supported by national policy.

Despite the centralisation efforts, and EU’s vistbiat cybersecurity is a complex and trans-
national issue, where cooperation is crucial, ghlcy remains mostly an exclusive na-
tional prerogative(Renard 2014:13). Carrapico & Barrinha (2017:126&@&hmarises the
EU and Member State level cooperation on cyberggcuwith the following remarks:
“Brussels often has difficulty convincing Membertgts of the importance of furthering
integration in this area, often resorting to prtgeé la carte’ where national participation
is voluntary as is the case of EDA projects. Thabjmm, however, does not stem only from
the national level. The NIS Directive is a speaifiample which could lead to co-ordination
problems and a lack of coherence, particularly ndigg the division between network in-
formation infrastructure bodies and law enforcenuergs, as EC3 plays a very limited role
in the directive.”

CONCLUSIONS

Cybersecurity is an activity, ability or capabilityprotect information and communications
systems and the data/information contained theBased on this paper, in contrary with
nation-states where cybersecurity is a crucial pathe national security policy, for the
European Union, cybersecurity has always had anagoim perception as the part of the
digital single market. Cyber-related questionseanisthe Common Foreign and Security
Policy as well in the Common Security and Defenoéicly — main areas of action are:
cybercrime, critical information infrastructure peotion and cyber defence

The cyber domain is a multilateral field where itgtonal cooperation and mutual under-
standing of security are the most important “p#ifainstitutional co-operation is under-
stood as being vital given that the European game of cybersecurity is rather decen-
tralized, with relevant bodies to be found in tlublc and private sectors and national and
international levels.

%5 As an example the Visegrad Group + Austria founitedCentral European Cyber Security Platform ih2@® promote
the cooperation and sharing of information betwtseir CERTS/CSIRTs
% Article 8, par. 6 NIS-Directive.
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There are several bodies and agencies in the Ehkatentral level, national bodies and
organisations at every Member State and transratioriernational organisations at the
global level.

The new “Europe of security” concept is clearlyoafticting idea with the vision of multi-
lateralism. The cybersecurity reform package prajsogrefer civilian police and military
defensive instruments to protect information tedbgypinfrastructures, it fosters the secure
development of digital market and supports theragterability of systems, procedures,
technologies. Though, the proposals package aretiedly the Cybersecurity Act was ac-
cepted by the main EU bodies, the effectivenesis®feform requires a deeper engagement
from the Member States. The Union as a whole, earobceptualised as an emerging soft
power in cybersecurity, underpinned with the ainseégure cyberspace through develop-
ment of resilience and preparedness for large-syaler-attacks. Hence, it is still a question
whether the Member States are willing to engage ifayes to what extent in the new cy-
bersecurity ecosystem. That is why the greatedtectye is the trusting relationship be-
tween all participants.
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