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Abstract

5G wireless networks' innovative design,
technologies, and use cases provide new
security features and needs. Through
unified 5G security standards, shared 5G
security principles, and an established 5G
security framework, the industry is colla-
borating to address new security threats
posed by 5G architectures, technologies,
and services, as well as future security con-
cerns. This article investigates four diffe-
rent forms of security services: authentica-
tion (entity authentication, message
authentication), confidentiality (data confi-
dentiality, privacy), availability, and integ-
rity. The author evaluated cutting-edge 5G
network technologies as well as the New
Architectures, Services, and Technologies
that will pose security challenges.
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Absztrakt

Az 5G vezeték nélkiili haldzatok innovativ
kialakitasa, technologidi és hasznalati ese-
tei uj biztonsagi funkciokat és igényeket ki-
nalnak. Az egységes 5G biztonsagi szabva-
nyok, a kozos 5G biztonsagi elvek és a ki-
alakitott 5G biztonsagi keretrendszer révén
az iparag egylittmiikodik az 5G architektu-
rak, technologiak és szolgaltatasok jelen-
tette j biztonsagi fenyegetések, valamint a
jOvobeni biztonsagi problémak megoldasa-
ban. Ez a cikk a biztonsagi szolgaltatasok
négy kiilonboz6 formajat vizsgalja: hitele-
sités (entitas-hitelesités, iizenet-hitelesi-
tés), bizalmas kezelés (adattitoktartas,
adatvédelem), elérhetOség és integritds. A
szerzo értékelte az élvonalbeli 5G haldzati
technologiakat, valamint az 4j architektara-
kat, szolgaltatdsokat és technologiakat,
amelyek biztonsagi kihivasokat jelentenek
majd.
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INTRODUCTION

Since the launch of the first generation of mobile technology, many changes have
occurred. The 1G period was characterized by briefcase-sized phones and quick interactions
between a relatively small number of entrepreneurs. However, the demand for mobile ser-
vices continued to expand in the years preceding 2G. Pocket-sized phones, SMS, and mobile
internet access typified the 3G era. Due to 4G, we have cell phones, app stores, and
YouTube. Now that 5G makes new use cases like linked cars, augmented reality, improved
video, and gaming, our personal and professional lives are being profoundly revolution-
ized[1].

According to Ericsson's live 5G networks, there are 125 live 5G Networks in 55
countries around the world, Central & Eastern Europe 19 in 11 countries, and Western Eu-
rope 46 in 19 countries[1]. Research trends according to the 4th stage document analysis In
2017, before the 5G network standard was announced, research on general attacks that can
occur in 5G networks was mainly conducted. Representatively, in 2017, D Fang et al. con-
ducted a study on wireless network system security among 5G network components. As a
result of the study, D Fang et al. conducted eavesdropping and traffic analysis attacks on
communication data existing in 5G network base stations, and DDoS (Distributed Denial of
Service) attacks, man-in-the-middle attacks and jamming attacks were analyzed and pro-
posed a 5G network wireless architecture that provides flexible authentication as a counter-
measure[2]. After that, the 3GPP standard was announced in 2018, and as a result, newly
added functions and management compared to the 4G network.

A study on related security requirements was carried out. 2018 As G Arfaoui and
others changed to 5G networks, The need for additional security requirements was men-
tioned[3]. 5G network to derive additional security requirements. Tools for security model-
ing of work, security design principles, and Security control items were analyzed. Also, |
Ahmad et al.Cloud, SDN, the core components of 5G networks, A security problem for
NFV was presented [4]. In 2019, possible occurrences on 5G networks linked to threat anal-
ysis, attack scenarios, and security solutions proceeded in 2019, RP Jover, etc. By compar-
ing and analyzing the used protocol with the new protocol, Potential attack scenarios in 5G
networks, O was analyzed. | Ahmad et al. 5G network Security arises as the environment
and new technologies are introduced, analyzed threats, and suggested mitigation techniques.

5G network service was launched in Korea for the first time in the world in April
2019, followed by 5G network service in various countries such as the United States, Eu-
rope, China, Japan, and Europe. The market size of the service is expected to increase by
approximately 9.4 times in 2023 to $356.5 billion in 2023 compared to 2020 and is expected
to increase to $1158.8 billion in 2026, an increase of about 3.3 times compared to 2023.
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5G WIRELESS ARCHITECTURE, SECURITY, AND PRIVACY
Cutting-edge technologies are used over 5G networks

Numerous cutting-edge technologies are used over 5G networks to provide new use
cases with higher performance needs. Among the most crucial 5G New Radio (NR) tech-
nologies created by the 3GPP. Millimeter waves (mm-waves), massive multiple-input, mul-
tiple-output (MMIMO), and beamforming are all included in 5G NR are backed [5].

Furthermore, cutting-edge technology such as network function visualiza-
tion(NFV), software-defined networks (SDNSs), device-to-device (D2D) communications,
heterogeneous networks (HetNets), and network slicing is also included in 5G. Each is
briefly introduced as follows

o 5G New Radio(NR): The NR access technology is constructed for the 5G air inter-
face. There are two frequency ranges, and 5G New Radio will support high data
rates and intensive frequency reuse.

e HetNets: In 5G, mm-wave technology is used to increase network performance con-
cerning the data rate as well as the delay. However, one disadvantage of mm-wave
transmission is that these signals are more susceptible to interference when passing
through physical objects than LTE and Wi-Fi transmissions. 5G makes extensive
use of small cells, which have substantially smaller base stations than 4G. HetNets
are a characteristic of 5G due to the fact that these tiny cells coexist with the pre-
vious robust base stations. With HetNets, 5G may leverage not just the already ins-
talled powerful base stations but also small base stations that are energy-efficient.

e D2D: device-to-device communications are described as two nodes communicating
directly without going through a base station or a core network they can exist on
both licensed and unlicensed spectrum.

e SDNs: This network management technique offers dynamic and programmatically
efficient network configuration to provide higher flexibility and easier troubles-
hooting than traditional decentralized and sophisticated networks.

e NFV: This is an innovative network architecture and software-based network app-
liances that operate as virtual machines on servers that can replace expensive spe-
cialized hardware devices such as firewalls and routers. In high-performance net-
works, NFVs can offer greater scalability, flexibility, and adaptability at a lower
cost than conventional networking solutions.

e Network slicing: Network slicing is a virtual network architecture based on the
same concepts as SDN and NFV in a fixed network. As seen in Figure 1, Network
slicing enables the construction of several virtual networks for various purposes on
top of shared physical infrastructure.
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Figure 1: A typical 5G wireless system architecture

Figure 1 describes a basic 5G wireless system design. Different 5G use cases are
known as URLLC, eMBB, and mMTC, respectively. By delivering new access technologies,
5G base stations allow 5G use cases with existing long-term evolution (LTE) base stations
and non-Third-Generation Partnership Project (3GPP) connection technologies. The fol-
lowing core network is constructed on the segmentation of the data and control planes to
achieve flexible deployment [6]. Moreover, The data plane is configurable, whereas the
domain controller is based on network functions. Network slicing could be used to more
efficiently manage hardware for a variety of use cases.

The development of new architectures, new technologies, and new applications has
brought new challenges to security. On the one hand, 5G has introduced many IT technol-
ogies, and asset forms have become more complex and diverse. The application of technol-
ogies such as network slicing, edge computing, and network capability opening has brought
new challenges. On the other hand, 5G is deeply integrated with vertical industries, and the
security requirements have changed from "general security" to "on-demand security."

In order to guarantee the security of 5G networks, the Global System for Mobile
Communications (GSMA) has formulated a network equipment security guarantee frame-
work Plan (NESAS) to improve security capabilities through the 5G equipment security
assessment. NESAS mainly focuses on large-scale 5G base stations and core network equip-
ment and lacks an assessment mechanism for network operation security, data asset secu-
rity, etc. The ARMIT model starts from 5G network assets.

Based on the composition and security threats, the security requirements, security
capability evaluation index system, and evaluation method applicable to 5G assets and net-
work operation are constructed. A practical reference is provided for equipment companies
and operators to conduct security capability evaluation of 5G products, networks, and ser-
vices[7].
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5G Security Architecture
The 5G wireless security architecture is depicted in the following Figure:

4
g

Cloud-based Next Generation Core Application Layer
Heterogeneous Radio
Access Network

Figure 2:5G security architecture.[2]

eMBB, uRLLC, and mMTC are the classifications for three distinct types of user
interface use cases. A cloud-based heterogeneous radio access network is implemented to
enable various use cases.

In order to enhance the flexibility and efficiency of next-generation networks, the
core network's control plane and data plane are separated, with the data plane being prog-
rammable and the control plane being application-specific. The essential network functio-
nalities of the next-generation core's control plane are outlined in TR 23.799.

5G New Architectures, Technologies, and Services Will Bring Security Challenges

Overall, the majority of risks and challenges confronting 5G security are the same
as those confronting 4G security. Nonetheless, the added security concerns brought to 5G
networks by new architectures, technology, and services must be considered.

Through unified 5G security standards, shared 5G security principles, and an estab-
lished 5G security framework, the industry is working together to address new security thre-
ats posed by 5G architectures, technologies, and services, as well as future security difficul-
ties. In 2020, 111 businesses worldwide (including their subsidiaries) submitted technical
specialists to six SA3 meetings to produce the most recent 5G security standards.

The 3GPP SA3 Working Group has formed 42 projects to investigate security vul-
nerabilities and risks in various 5G scenarios. These programs' findings are increasingly
being incorporated into security standards. To assess the security of mobile network equ-
ipment development and verification, the GSMA and 3GPP jointly define NESAS[9].
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New Architectures

In terms of new architectures, new 5G software and network deployment architectures
introduce new interfaces and boundaries. The new Service Based Architecture (SBA) and
slice architecture shall adapt to new security requirements, such as SBA-based identity
authentication, slice security protection, and multi-slice risk management, to prevent
attacks. In 5G network deployment, the User Plane Function on the core network is
moved from the central equipment room to the Mobile Edge Computing (MEC),
introducing new boundaries. The convergence of connection and computing also
creates new security challenges.

New Services

As for new services, 5G networks empower vertical industries and shall provide better
security capabilities for industry applications to meet these industries' security
requirernents.

New Technologies

In terms of new technologies, cloudification and virtualization technologies are widely
used on 5G core networks, which creates security risks in the sharing and virtualization
of infrastructure resources. In the future, the impact of quantum computing on
traditional cryptographic algorithms shall also be considered to ensure network security.

Figure 3: Security issues brought to 5G networks by new architectures, services, and technology must be

considered. [8].

Based on expected 5G network threats and critical security solutions, the GSMA
5G Cybersecurity Knowledge Base recommends the security paradigm of shared responsi-
bility and baseline security controls. The 5G security architecture's top-down design prin-
ciples enable a systematic, dynamic, and adaptive security framework. | believe that 5G
cyber security is manageable and provable with these solutions[8].

SECURITY SERVICES IN 5G WIRELESS NETWORKS

In 5G wireless networks, the new architecture, technology, and use cases present
encryption techniques and needs. Iwill cover four types of security services in this section:
Authentication (entity authentication, message authentication), Confidentiality (data confi-
dentiality, privacy), Integrity, and Availability are the four pillars of information security.
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Authentication

Entity authentication and message authentication are the two types of authentica-
tion. To combat attacks, 5G wireless networks require both entity authentication and mes-
sage authentication. Entity authentication ensures that the communicating entity is who it
claims to be. Before the two parties connect in legacy cellular networks, mutual authentica-
tion between user equipment (UE) and mobility management entity (MME) is implemented.
The essential security aspect in the classic cellular security architecture is mutual authenti-
cation between UE and MME.

In 4G LTE cellular networks, authentication, and key agreement (AKA) is based on
symmetric keys. 5G, on the other hand, necessitates authentication not just between UE and
MME, but also between other parties such as service providers. Because the trust paradigm
in 5G differs from that in previous cellular networks, hybrid and flexible authentication
management is required.

The hybrid and adaptable authentication for UE may be accomplished in three
forms: authentication by the network alone, authentication by a service provider alone, or
authentication by both the network and the provider together. Due to the exceptionally high
data transmission and pretty low latency required by 5G wifi networks, authenticating in
5G is anticipated to be considerably faster than ever before. In addition, 5G's multi-tier
design may need a regular handover process and verification between layers.

In [10], “To overcome the challenges of key management in HetNets and to reduce
the unnecessary latency caused by frequent handovers and authentications between different
tiers. An SDN-enabled fast authentication scheme based on weighted secure-context-infor-
mation transfer is proposed to improve the efficiency of authentication during handovers
and to meet the 5G latency requirement”.

To deliver additional security customer services in 5G wireless networks, Message
authentication is becoming increasingly critical in 5G wireless networks due to the variety
of new applications. Furthermore, with 5G's stricter latency, spectrum efficiency (SE), and
energy efficiency (EE) standards, message authentication is facing additional hurdles.
[11]proposes an effective Cyclic Redundancy Check (CRC)-based message authentication
for 5G to identify both random and malicious errors without increasing bandwidth.

Confidentiality

Privacy and data confidentiality are two features of confidentiality. Data confiden-
tiality secures data transfer against passive attacks by limiting data access to authorized
users and banning entry or disclosure to unauthorized entities. Privacy prohibits an attacker
from managing and altering information about authorized users, for example, privacy
shields traffic flows from any examination.

The traffic patterns can be applied to diagnose sensitive information, such as the
location of senders and recipients. Massive data linked to user privacy exists in numerous
5G applications, such as car navigation data, health monitoring data, etc.

Commonly, data encryption is used to safeguard data privacy by prohibiting unau-
thorized users from obtaining relevant information from broadcasted data. Using a single
encryption key owned by the sender and receiver, the symmetric encryption mechanism
may be used to encrypt or decrypt data. To convey a password between the sender and
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recipient, a reliable key distribution method is necessary. Traditional encryption methods
are built on the idea that attackers have limited computational power.

As a result, combating attackers with high computer capabilities is difficult. PLS
may offer confidentiality services rather than relying on conventional higher-layer crypto-
graphic techniques [12] against eavesdropping and jammer assaults Aside from 5G internet
services, people are beginning to recognize the need for privacy protection services. Be-
cause of the massive data connections, privacy service in 5G demands substantially more
care than in legacy cellular networks.[13]

Availability

Availability is the extent to which a service is straightforward and used by author-
ized operators whenever and whenever they request it. 5G's fundamental performance sta-
tistic, availability, measures the system's resilience against multiple threats. Availability as-
sault is a common form of active attack.

DosS attacks, which can deny genuine users access to a service, are one of the most
significant attacks lying on availability. In addition, by interfering with radio signals, jam-
ming or interference can interrupt the communication links between authorized users. To
assure service availability, 5G wireless networks confront a significant problem in prevent-
ing jamming and DDoS attacks in the presence of vast numbers of unprotected 10T nodes.

DSSS and FHSS are two conventional PLS methods for availability at PHY. In the
1940s, DSSS was initially applied to the military. In DSSS, a pseudo-noise spreading code
is multiplied by the original data signal's spectrum. Without knowledge of the code for
spreading pseudo noise, a jammer requires a far greater amount of power to disrupt a valid
transmission. For FHSS, a signal is conveyed by rapidly switching between numerous fre-
guency channels via a pseudorandom sequence generated by a shared key between the trans-
mitter and receiver.

To improve 5G SE, dynamic spectrum is employed in D2D communications and
the cognitive radio paradigm. Adem et al. [14] noted that the jamming attack could nega-
tively impact the performance of FHSS. A pseudorandom time-hopping spread spectrum is
presented to enhance the performance of the probability of interference, the likelihood of
switching, and the possibility of error. In addition, adopting resource allocation improves
the identification of availability violations [15].

Integrity

Notwithstanding the fact that message authentication certifies the origin of the
transmission, there is no protection against message duplication or tampering. 5G wants to
enable connectivity at any anytime, anywhere, and in any method, as well as to closely
support apps. tied to everyday human life, such as water quality monitoring and transit
schedules. Therefore, data integrity is one of the most essential security criteria for specific
applications.

Integrity prohibits active assaults from unauthorized organizations from modifying
or altering information. Insider malicious attacks, such as message injection or data altera-
tion, can compromise data integrity. Since insider attackers possess legitimate identities, it
is challenging in order to identify these attacks.
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In use scenarios such as smart meters in a smart grid[16], data integrity service
against tampering must be supplied. Associated with voice interactions, the database may
be attacked and altered more readily. Mutual authentication can be used to offer integrity
services by generating an integrity key.

CONCLUSION

Numerous cutting-edge technologies are used over 5G networks to provide new use
cases with higher performance needs. which required Security Services in 5G Wireless Net-
works and introduce new security features and requirements The application of technologies
such as network slicing, edge computing, and network capability opening has brought new
challenges. On the other hand, 5G is deeply integrated with vertical industries, and the se-
curity requirements have changed from "general security” to "on-demand security." To
guarantee the security of 5G networks, the Global System for Mobile Communications
(GSMA) has formulated a network equipment security guarantee framework Plan (NESAS)
to improve security capabilities through the 5G equipment security assessment. NESAS
mainly focuses on large-scale 5G base stations and core network equipment and lacks an
assessment mechanism for network operation security, data asset security, etc.
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