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Abstract

Biometrics is defined as the science that
measures human features for identification
purposes. Biometric technology in the
workplace uses biometric characteristics
such as fingerprint, iris, and face recogni-
tion systems to access company facilities
and monitor employees' tardiness and at-
tendance. The acquisition of other biomet-
ric characteristics such as height, weight,
blood, and urine has become predominant
in the workplace by introducing biometric
screening events.

Employers recognize the importance of oc-
cupational safety and health initiatives
within a business.

Our paper offers an overview of biomet-
rics, its usage in the workplace, and the bio-
metric screening process, including tests
and measures. Additionally, it reviews in-
dustrial safety concepts and biometric scre-
ening's implication in safety as an incentive
tool and performance influencing factors.
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Absztrakt

A biometria olyan tudomany, amely azono-
sitas céljabol méri az emberi jellemzoket.
A biometrikus technolégia a munkahelyen
biometrikus jellemzdket, példaul ujjlenyo-
matot, irisz, arcfelismer0 rendszereket
hasznal a vallalati 1étesitmények fizikai el-
éréséhez, valamint az alkalmazottak késés-
ének ¢és részvételének figyeléséhez. Az
egyéb biometrikus jellemzok, mint a ma-
gassag, suly, vér és vizelet elsajatitisa a
biometrikus szlirési események bevezeté-
sével valt uralkoddéva a munkahelyeken. A
munkaadok felismerik a munkahelyi biz-
tonsagi és egészségvédelmi kezdeménye-
zések fontossagat egy vallalkozason beliil.
A cikkiink attekintést nyujt a biometrikus
adatokrol, munkahelyi hasznalatarol, a bio-
metrikus sziirési folyamatrdl, beleértve a
teszteket és méréseket. Ezenkiviil attekinti
az ipari biztonsagi koncepciokat és a bio-
metrikus szliréseket, amelyek a bizton-
sagra, mint 0sztonzd eszkozre €s a teljesit-
ményt befolyasold tényezOkre vonatkoz-
nak.
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INTRODUCTION

Biometric science is based on the measurement of the body. The collection of bio-
metric traits has been used for identification purposes in different areas, including the work-
place. Workers' biometric characteristics can serve as an element in recognition systems and
as a tool for improving occupational safety and health. Hence, biometric screenings use
body measures to characterize employees' health but can also affect safety.

The following paper provides a broad review of biometrics, its usage in work
spaces, biometric screening tests, and processes. Moreover, it overviews industrial safety
concepts and analyzes the linkage between biometric screenings and occupational safety as
an incentive tool and via performance influencing factors.

BIOMETRICS

The word "biometric" comprises two Greek words: bio, which means life, and met-
rics related to measuring [1]. Biometrics is the science that measures and analyzes physical
or behavioral traits in humans. Its objective is to determine the identity of a specific indi-
vidual[2]. Biometric characteristics are defined as the metrics associated with human fea-
tures or traits. Some examples include fingerprints, face, iris, retina, hand geometry, vein,
gait, DNA, and odor. [3][4].

Biometric technology takes advantage of the fact that physical or behavioral fea-
tures in humans are unique. Thus, identifying a specific person is easier and more effective
by analyzing these characteristics[5]. Biometrics identification robustness resides in the
concept of who the person is instead of what he or she has. Therefore, biometric systems
offer higher security levels than traditional identification methods such as passwords, pins,
or identification cards[6]. Additionally, these systems provide accurate verification so that
authorized personnel can access secured information or places. The utilization of this tech-
nology also provides accountability. Hence, a particular action or event can be easily linked
to a person. Duplication, information sharing, and fraud are successfully prevented to en-
hance safety in an organizational environment[7].

A biometric trait should possess the following characteristics to be suitable for ac-
quisition and analysis[8], [9]:

e Universality, all individuals should have the biometric feature

e Uniqueness, the biometric trait is exclusive to every individual

e Permanence, the biometric identifier cannot vary throughout time

e Collectability, the biometric identifier should be able to be obtained and digitalized
using the suitable equipment

e Acceptability, the participants in a biometric system should accept the characteristic
for authentication and identification purposes.

Biometric systems use pattern recognition. They comprise of two parts[2][3][10]:
1. Enrollment

Biometric traits are collected from the individual; only distinctive features are ac-
quired and stored in the database.

Vol 4, No 2 (Sl), 2022. Safety and Security Sciences Review | Biztonsagtudomanyi Szemle  2022. IV. évf. 2. kiilonszam



BIOMETRICS, BIOMETRIC SCREENINGS, AND OCCUPATIONAL SAFETY AND HEALTH — AN OVERVIEW 125

2. Recognition
Biometric data is collected from the individual and compared with the information
previously stored at the enrollment to recognize and authenticate its identity.

Biometric technology is widely used in different fields, such as forensics, banking,
airport control, electronic commerce, and social services [11]. Some examples of where this
technology is applied are[2]:

Commercial uses such as user authentication in online banking, services or in

ATMs, credit card usage, mobile phone, distance learning, and access to healthcare

systems

- For government identification purposes, including identification card issuance,
driver licenses, access to social benefits, and border control.

- In forensics, for body identification, criminal purposes, parenting determination,
and in case of missing people.

Biometric Uses in the Workplace

Biometric systems are employed in organizations for numerous purposes, as de-
scribed below:
e Background Check
At the beginning of the hiring process, employers use biometric technology to ac-
cess candidates' criminal records. In the United States (US), companies screen potential
employees seeking a job. In other countries, presenting a criminal record is a requirement
at any point in the recruiting process.

Law enforcement agencies such as the FBI in the US retrieve applicants' criminal
histories. This information guides the recruiter regarding a hiring decision. FBI uses two
fingerprints and two names to run the background check[12].

e  Staff Monitoring
Fingerprint recognition equipment is predominantly used in companies for register-
ing workers' time and attendance. The software present in these devices can accurately cal-
culate working hours, punctuality, time breaks, sick days, absence, overtime, and payroll
elements. Additionally, other devices can deny access to company technology and networks
upon completion of the workday.

Biometric-based equipment is faster regarding clocking in and out than other meth-
ods, such as tokens or magnetic cards. Fraud and buddy punching are reduced while effi-
ciency and productivity are boosted thanks to this technology[13].

e Access Control
Authorized personnel recognition and access granting are performed by authenti-
cating identity using biometric technology such as fingerprint, face recognition, and eye
scanning. In terms of safety, biometric identification equipment restricts access to specific
areas, such as places containing dangerous, valuable materials and sensitive information.
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Moreover, it offers increased security against trespassers by protecting buildings, comput-
ers, and networks. Devices that use fingerprint and facial recognition, such as keyless locks,
laptops, USBs, and mobile phones, grant access and track workers' activities during equip-
ment usage to improve organizational safety [14][15].

e Tracking company assets
Biometric identification equipment is used to track corporate property, such as ve-
hicles, machinery, and smartphones. Real-time data on speed, location, and delivery time
can be easily retrieved. These devices also provide traceability reports during the work-
day, which can be favorable in the event of accidents and responsibility claims. Addition-
ally, biometric technology can monitor staff in the workplace at any time and promotes
safe conduct and safety procedures usage [7].

As explained above, biometric characteristics such as fingerprints, hand geometry,
face, iris scanning, and palm recognition are usually used in the workplace for identification
purposes. Nowadays, via biometric screening events, organizations acquire other biometric
traits such as height, weight, waist, hip circumference, and more to assess the workforce's
health conditions and monitor the changes throughout time[16]. These features provide
health-based benefits to workers and employers and can contribute to workplace safety.

BIOMETRIC SCREENINGS
Measures and Tests

Below are listed and described several of the measures and tests performed on em-
ployees during a biometric screening event[17]:

¢ Height and Weight
Height and weight measures detect if an individual is healthy, overweight, or un-
derweight by using weight and height ratios and calculating the body mass index (BMI) and
the basal metabolic rate (BMR). BMI value is utilized to identify people at risk of hyper-
tension and diabetes, while BMR helps develop personalized dietary regimes.
e Body Fat Percentage
This measure can indicate obesity, which is a risk factor for several chronic diseases
such as stroke, diabetes, and heart problems
e Body Measures
Waist circumference, hip, or neck measures are acquired at screening events to de-
tect overweight, obesity, and sleep apnea.
e Blood
A blood sample can deliver different results such as glucose level, triglycerides
level, cholesterol, high-density lipoprotein (HDL), and low-density lipoprotein (LDL) cho-
lesterol ratio. Cholesterol and triglyceride levels can detect the development of coronary
and heart diseases such as heart attacks. Glucose levels can indicate if a person suffers from
hypoglycemia or hyperglycemia. It is a condition that can lead to diabetes if not prevented
via health coaching and lifestyle changes.
e Blood Pressure
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Systolic and diastolic blood pressures reveal if the heart is working correctly and
the risk of heart disease or a stroke.
e Cotinine Test
Cotinine is the major metabolite of nicotine. This test establishes whether nicotine
is present in the blood, urine, saliva, or hair. It gives a picture of the workforce's smoking
habits and can help develop smoking cessation programs and policies within the organiza-
tion[18].
e Bone Density Test
This test is used to identify individuals at risk of developing osteoporosis and pro-
vide education and timely treatment to diagnosed workers[19].
¢ Vision and Hearing Tests
These tests can be used for pre and post-occupational screenings. They serve as a
baseline tool for detecting the development of a work-related illness throughout the time
spent at a company[20].
e Fitness Tests
These tests evaluate a worker's endurance and physical capabilities. It is crucial for
job positions that require manual work and physical stress[21].

The Biometric Screening Process

The biometric screening process involves different actors, resources, and logistics
deployed before, during, and after collecting biometric traits. It is essential to take into con-
sideration some procedures described below to obtain the expected safety and health out-
comes:

e Before the Process

The preparation of a biometric screening event entails different activities. Logistics
and supplies can be easily coordinated by a third-party provider, which can also accommo-
date the test screenings based on the organization's goals[22]. On the other hand, as imple-
menters, it is necessary to focus on the two elements described below to ensure high partic-
ipation rates:

Communication

Before starting a biometric process, it is essential to set up goals, describe the dif-
ferent tests that will be administered to the employees, and state the purpose and benefits of
these procedures.

Additionally, the biometric screening planning process should follow the principles
of purpose and proportionality. These principles imply an analysis of whether biometric
data acquisition is necessary or if other less intrusive methods can deliver the same purpose
or outcome[23].

The workforce privacy right to protection should be considered starting at the plan-
ning phase, given the nature of the data that is going to be collected. Moreover, knowing
and complying with the laws concerning biometric data acquisition and usage established
in the country or region where the screenings will be held is critical.

In the European Union (EU), the General Data Protection Regulation (GDPR) is
the legal framework used to regulate data protection and privacy. It is considered the most
stringent data security framework in the world. Companies can face up to €20 million or
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4% of the global fee turnover for non-compliance. Biometric data is treated as personal data,
which is any physical or behavioral characteristic of a person that proves that individual's
unique identification. It consists of seven requirements[24]:
- Consent for data collection and usage should be obtained utilizing simple terms.
Likewise, consent withdrawal must be easy to get.
- Data breach notification should be done within 72 hours.
- Right to access: Subjects have the right to be informed about personal data pro-
cessing, and they can obtain a free electronic copy of the collected data.
- Right to be forgotten: Data must be deleted when it is no longer pertinent to the
original purpose.
- Portability: Subjects can get and use their collected personal data within different
IT environments.
- Data protection should be instated from the initial state of the process, applying the
appropriate measures.
- Public authorities or large organizations should select data protection officers with
more than 250 employees to monitor personal data processing.

Consequently, the whole biometric screening process should be carried out, consid-
ering privacy by design concept. It means focusing on data security from the beginning of
the process and not including this aspect when the event is in progress[25]. Hence, creating
and disseminating a data protection plan is vital to avoid privacy breaches and employees'
concerns, such as misuse of the collected data, sharing, stealing, and connecting these traits
with private information in other databases [26]. Additionally, the plan should specify that
the acquired biometric information and results cannot be shared without a written consent
that includes who will receive the information and how it will be used[27]. Every employee
must sign a consent stating their willingness to participate in the screening event.

The screening program presented as a priority by management is necessary for en-
gaging employee participation. Additionally, it is crucial to seek involvement on every level
of the organization to join efforts toward a successful event.

The dissemination of essential information regarding the biometric screening pro-
cess via flyers, emails, bulletin boards, social networks in the company, and frequently
asked questions concerning the procedures should be transmitted regularly [28]. Moreover,
these means of communication create awareness about the screening event and clear any
doubts the workers may have.

Incentives

Incentives are a fundamental part of the biometric process. They serve as engaging
tools for increasing participation, which is a way of measuring wellness program success.
Some examples of incentives include: lowering the contribution for insurance or medical
plans, cash, gift cards, and prizes in raffles[29]. A biometric screening without any incentive
can reach 30% of participation. In comparison, the usage of cash-related incentives can rise
to 50%, and a health-designed incentive plan can increase participation rates to 80%][30].

e During the Process

The success in the execution of the screenings depends on different factors such as
correct staffing, materials for the tests conducted, equipment, and accurate scheduling. The
effective combination of these factors will guarantee a smooth process flow.
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Apart from these critical elements, collecting and effectively protecting the infor-
mation acquired during this process is fundamental. Considering that the organization de-
voted economic resources and efforts, the workers dedicated their time and provided sensi-
tive data that needed to be securely stored[31]. Hence, data processing, reporting, and safety
are central issues to track during this stage. A unique identifier for each employee should
be assigned at the moment of the data collection to protect the participant's privacy and
report the results. Furthermore, privacy guidelines and laws should be strictly followed, and
data security plans regarding clerical, physical, and technical risks should be implemented
to prevent breaches[32][23].

e After the Process

Biometric screening results alone cannot accomplish an organization's safety and
health outcome. It is vital as screening promoters to go beyond the results and consider the
following actions for the employees and the company:

Personnel

Review and communication of the test results

It is necessary to appoint meetings with each participant to review and communicate
the test results to provide a complete screening solution [33].

Evaluation of the results

The employees must understand the numbers beyond the tests administered to them.
This evaluation is the first step for detecting, preventing, treating chronic illnesses, and get-
ting motivated to change behavior towards healthier habits via informed decisions. The re-
sults can be evaluated by a physician or a health coach, depending on the severity of the
effects [33].

Resource provision

The employees will receive information about their condition, treatment, and med-
icine management options depending on the results. For prevention purposes, it is suggested
to provide education, motivate lifestyle changes, and set personal goals for the participants.
Additionally, suggesting and engaging workers in other company wellness initiatives is crit-
ical for accomplishing safety and health objectives[34].

Follow up

This last step is critical for the success of the process and workforce welfare. Keep-
ing track of the disease and medical management programs regarding chronic conditions
and reviewing the participants' progress year by year will determine the effectiveness of the
biometric screening process[35].

Company

It is highly recommended to obtain an aggregate report detailing the information
collected and the results of the screenings. This report shows trends regarding the work-
force's health status and how the workplace environment affects the employees. It provides
feedback on how safety and health initiatives are developing each year. Moreover, the report
can serve as an audit of the wellness programs implemented at the company. It is an excep-
tional opportunity for creating new safety and health policies, stating health priorities, elim-
inating the ones that are not effective, and integrating other wellness programs[36]

Figure 1 gives a graphic description of the various procedures to be considered be-
fore, during, and after a biometric screening process. It highlights the afterward steps which
are crucial for getting the expected health and safety outcomes.
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Biometric Screening Process

After

During
EMPLOYEES
- Logistics - Communication of
- Biometric data Results _
Before processing, reporting - Results Evalua.nfm
and safety - Resource Provision
-Communication
- Incentives COMPANY
- Aggregate Report
Analysis

Figure 1: Biometric Screening Process Stages and Procedures

INDUSTRIAL SAFETY CONCEPTS AND BIOMETRIC SCREENINGS

Occupational Safety and Health generally directs attention to preventing and find-
ing the root cause of work-related accidents and injuries. Consequently, different theories
have been developed to serve this purpose. Some of them are depicted below:

e Axioms of Industrial Safety

In the late 1920s, Herbert W. Heinrich formulated the 10 Axioms of industrial safety
and the theory of accident causation known as the domino theory. The principles and theory
were developed to explain the origin of accidents. Even though his research is outdated and
poses various criticisms [37], it is relevant to understand the industrial safety basics.

The ten axioms of industrial safety are [38], [39]:

1. Injuries are the result of a series of factors.

2. Accidents can only occur due to an unsafe act (person) or a physical hazard.

3. Most accidents are the consequence of unsafe behavior.

4. Unsafe acts or hazards do not always result in an accident or injury.

5. Understanding why people commit unsafe actions can help develop guidelines and
corrective procedures.

6. The severity of an injury is fortuitous, and the accident that caused it is preventable.

7. The best accident prevention techniques are analogous to the best quality and pro-
duction techniques.

Management should assume responsibility regarding safety to get the best results.
The key person for the prevention of industrial accidents is the supervisor

10. Accidents include direct and indirect costs.

© ©

Additionally, Heinrich's domino theory is summarized in two statements:
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=

The action of the preceding factors causes accidents.
2. The elimination of the main factor (unsafe act/ hazards) nullifies the action of the
other factors; thus, accidents and injuries are prevented [39], [40]

e Human Factors Theory and Accident/ Incident theory
This theory explains the occurrence of an accident as a chain of events caused by a
human error. Human error consists of three factors:
1. Overload, such as noise, distractions, personal problems, stress, and level of risk.
2. Inappropriate response
3. Inappropriate activities
The Accident/ Incident theory expands the human factors theory by adding new
factors contributing to human error, such as ergonomic traps, the decision to err, and system
failures [39], [41].
e Epidemiological Theory
This theory states that the principles used to establish relationships between envi-
ronmental factors and diseases can also analyze the causes of environmental factors and
accidents[39].
e Systems Theory
This theory describes an accident as a system consisting of three main elements: a
person, a machine, and the environment[42].
e Combination Theory
This theory relies on the fact that sometimes, the cause of an accident cannot be
adequately explained by using a sole approach. Hence, it is necessary to work with different
models to find an accident's origin and prevent it [39].

Biometric Screenings as an Incentive tool

An incentive is defined as a valuable object, action, or desired event that incites an
employee to accomplish more of what he/she is asked to do by the employer[43]. Incentive
programs can help promote workplace safety[39].

Biometric screenings were usually just a path for obtaining financial incentives,
prizes, and discounts in health plan packages or used as incentives to increase participation
in these events [44][45]. However, these screenings by themselves can be used as a non-
monetary incentive. This type of recognition is often more efficient than monetary prizes
because it acknowledges what others have done [46].

Employees recognize the commitment the company is making toward workforce
health. As a result, workers get motivated; productivity, loyalty, and safety behaviors are
stimulated while reducing risks and health costs[47].

Biometric screening events can be effectively used as incentives given the follow-
ing guidelines[39]:

1. Objectives and outcomes should be well established

2. Criteria on the quantity and how the reward will be granted should be well defined

3. Establish clear communication between the employees regarding how valuable bi-
ometric screenings are, the benefits, and long-term rewards.
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4. Employees should be involved in all screening events stages, from planning to eval-
uation.

Biometric Screenings and Performance Influencing Factors

Performance Influencing Factors (PIF) are different aspects that affect human per-
formance in the workplace. These aspects should be monitored and optimized to enhance
safety at work[48]. They can be divided into two groups:

e Internal factors

These factors are related to the employees' inner well-being. Some examples are

emotional state, motivation, stress level, physical conditions, morale, and fatigue[49].
e External factors

These factors consider the environment and organization where the employee is
working. External factors include communication, inadequate procedures, routine tasks, un-
clear policies, poor supervision, peer pressure, and poor work conditions [50].

Biometric screenings promote PIFs engagement among employees. Biometric test
results combined with health education and interventions after the testing influence internal
PIFs, by promoting healthy behaviors, early disease intervention, treatment, reduction of
sick leave, absenteeism, and presentism [30].

CONCLUSIONS

This study aimed to explain biometric screenings and analyze the benefits of these
tests in occupational safety. Health and safety at the workplace are directly connected since
healthy employees are motivated to safety behaviors, which decreases work-related ac-
cidents. Furthermore, biometric screening results provide critical health information to pre-
vent and execute timely interventions regarding diseases and unhealthy habits within the
workforce. Additionally, the processes that come after the tests, such as education, health
providers' appointments, follow-ups, and medical resources, are essential for the success of
the screenings. It is necessary to consider that the results obtained through biometric scre-
enings must be interpreted by a medical practitioner and understood by the worker to achi-
eve health and safety outcomes in the workplace.
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