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Abstract Absztrakt 

The number of IoT devices is increasing 

and more and more people are buying dif-

ferent smart devices, but they do not know 

how to use them safely. That is why we 

thought it important to conduct a survey 

among smart device users, which examines 

what smart device users use in relation to 

password use. For example, do they use the 

same password in several places, how long 

are the symbols used, how often do they 

change their password, whether the pass-

word they use contains meaningful words 

or personal information and whether the 

password contains uppercase and lower-

case letters, numbers and special charac-

ters. In addition, the survey also deals with 

showing how popular smart devices are 

among the participants in the survey in 

Hungary and Slovakia. The purpose of this 

study is to present the results of the survey 

conducted in Hungary and Slovakia among 

smart device users regarding the use of 

passwords. 

 

Egyre jobban nő az IoT eszközök száma, és 

egyre többen vásárolnak úgy okoseszközö-

ket, hogy nem tudják hogyan kellene az 

okoseszközöket biztonságos használni. 

Ezért fontosnak gondoltunk elvégezni egy 

felmérést az okoseszköz használók köré-

ben, mely azt vizsgálja, hogy az okosesz-

köz használók a jelszóhasználatra vonatko-

zóan milyen jelszavakat használnak, pél-

dául ugyan azt a jelszót használják-e több 

helyen, milyen hosszú a jelszavakat hasz-

nálnak, milyen gyakran változtatják meg a 

jelszót, a  jelszó amit használnak tartalmaz-

e értelmes szót vagy személyes informá-

ciót, valamint, hogy a jelszó tartalmaz-e kis 

és nagybetűket számokat, speciális karak-

tereket. Ezen kívül a felmérés azzal is fog-

lalkozik, hogy bemutatja, hogy Magyaror-

szágon és Szlovákiában a felmérésben 

résztvevők válaszai alapján mennyire nép-

szerűek az okoseszközök. Jelen tanulmány 

Magyarországon és Szlovákiában végzett 

felmérés eredményeit szeretné bemutatni a 

jelszóhasználatra vonatkozóan az okosesz-

köz használók körében.  
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INTRODUCTION 

The use of smart devices has already become a part of our daily life and more and 

more people are using various smart devices in their everyday life [1]. Due to the rapid 

spread of IoT devices it is important to deal with the security of the devices [2], [3], [4]. 

Among the users there are smart device users who do not take measures to use smart devices 

more safely. For example ,,many people use a password that is weak and easy to guess.” 

Since more complicated passwords would be much more difficult to remember so they often 

prefer a password that is easy to guess and that they do not forget [5], [6]. IoT devices often 

do not have strong passwords so they are vulnerable to attacks and even if users change the 

password, they often choose a password that is easy to guess [7]. 

 According to Statista's report the five most used passwords for IoT devices in 2021 

were ,,admin", ,,root", ,,nc11", ,,user" and ,,enable"[8]. Unfortunately, users often use their 

smart devices in their everyday life without having sufficient knowledge to be able to use 

their smart devices safely [9], [10], [11]. There are also smart device users who don't even 

change the default password, such as ,,123456" or use a password that contains meaningful 

words or personal information as their date of birth or the name of their favorite pet [12]. 

According to the NordPass report the most common password in 2019 was ,,12345", fol-

lowed by ,,123456" in 2020-2021 and ,,password" in 2022 [13]. However, it may also hap-

pen that the same password is used in several places. Since this way they do not have to 

remember several passwords and it is enough to remember the given password. The use of 

simple passwords is not safe as they can be easily guessed, which attackers can easily take 

advantage of [14].  

On the Security.org page we can see how long it takes to crack a password when 

passwords of different lengths and content are used [15]. According to Security.org, it takes 

2 seconds to crack a 7-character password if it only contains ,,uppercase and lowercase 

letters” and numbers and if the password does not contain numbers, it takes even less time 

as 1 second is enough to crack the password. If the password contains both ,,uppercase and 

lowercase letters”, numbers and symbols, 4 seconds are enough to crack the password. If 

the password contains 8 characters, as well as lower and uppercase letters, in this case 28 

seconds are enough to crack the password. If the password contains ,,uppercase and lower-

case letters” and numbers, 2 minutes are required. If the password also contains symbols, it 

takes 5 minutes to crack the password. However, according to Security.org's report, if the 

password we use contains at least 12 characters and the password contains upper and lower 

case letters, in this case, according to the report, 6 years may be necessary [16].  
According to the Cybernews 2024 report passwords such as ,,123456", 

,,123456789", ,,qwerty", ,,password" and ,,12345" were among the top five most used pass-

words worldwide. Despite the fact that we can find different suggestions on how and why 

it is important to use strong and unique passwords, as well as why it is recommended to use 

a password manager. Many people still use weak and easy-to-guess passwords, which even 

a novice cybercriminal can easily hack [17].  

In this survey, we investigated the lengths of passwords that users use among smart 

device users in Hungary and Slovakia for example whether the password they use contains 

meaningful words and personal information and whether the password contains small and 

capital letters, numbers, and special characters and whether the same password is used in 
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several places. In the research, we looked for the answer to whether there is a difference 

between the two countries regarding the use of passwords among smart device users, espe-

cially when a meaningful word is used as a password. 

RESEARH METHODOLOGY 

In the research, we looked for the answer to whether there is a difference in the use of 
passwords between the two countries among smart device users especially if a meaningful 
word is used as a password. The study examines the password usage habits of smart device 
users in Hungary and Slovakia, whether smart device users use lower- and upper-case let-
ters, numbers, special characters, personal data, meaningful words and whether they use the 
same password in several places, the length of the passwords and how often they change 
the password they use. This survey examines the password usage of smart device users. A 
total of 194 people in Hungary and Slovakia took part in the survey. The survey was con-
ducted online in both countries and the data was analyzed using the SPSS statistical pro-
gram. We used the Mann-Whitney U test, and we compared the differences in password 
usage according to gender in Hungarian and Slovakia. 

THE RESULT OF THE SURVEY 

A total of 194 people in Hungary and Slovakia took part in the survey. The survey 

was conducted online in Hungary and Slovakia. A total of 135 people participated in Hun-

gary of which 107 were men (79.3%) and 28 were women (20.7%). A total of 59 people 

took part in the survey in Slovakia of which 25 were men (42.4%) and 34 were women 

(57.6%). 

 
Figure 1: Shows the survey participants in Hungary and Slovakia by gender represented in a diagram. 

(Source:Created by the author) 
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On the (Fig.1) diagram, we can see that in Hungary more men took part in the sur-

vey than women and in Slovakia more women took part in the survey than men. 

 

 

Age 

 

 

Hungary 

 

Slovakia 

 

Freq. Perc. Freq. Perc. 

18-24 years old 100 74.1% 43 72.9% 

25-34 years old 24 17.8% 9 15.3% 

35-50 years old 11 8.1% 7 11.9% 

Table 1: Age of survey participants in Hungary and Slovakia. (Source:Created by the author) 

In (Table 1), we can see that among the participants in the survey in Hungary 

(74.1%) of the 18-24 year olds took part in the survey, (17.8%) of the 25-34 year olds and 

(8.1%) of the 35-50 year olds. In Slovakia (72.9%) of 18–24-year-olds participated in the 

survey (15.3%) of 25–34-year-olds and (11.9%) of 35–50-year-olds. We can see that the 

18–24-year-old age group took part in the survey in both Hungary and Slovakia. 

 

 

Education attainment 

 

 

Hungary 

 

 

Slovakia 

 

 

Freq. Perc. Freq. Perc. 

Elementary school 10 7.4% 0 0% 

High School 82 60.7% 42 71.2% 

College 28 20.7% 16 21.7% 

University 10 7.4% 1 1.7% 

Others 5 3.7% 0 0% 

Table 2: Educational level of the participants in the survey in Hungary and Slovakia. (Source:Created by the 

author) 

In Table 2, we can see that 10 (7.4%) of the participants in the survey answered that 

they had a primary school education 82 (60.7%) had a secondary school education and 28 

(20.7%) answered that they had a college degree and 10 (3.7%) answered that they had a 

university degree and 5 (3.7%) answered that they had other degrees. In Slovakia 42 

(71.2%) of the survey participants answered that they had high school education and 16 

(21.7%) answered that they had college education and only 1 of the respondents (1.7%) 

answered that they have a university degree. In the survey, we also examined how many of 

the respondents who use smart devices have an IT degree in Hungary and Slovakia. Based 
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on the survey in Hungary (33.4%) answered that they had an IT degree and (66%) answered 

that they did not. In Slovakia (41.4%) of survey participants answered that they had an IT 

degree and (58.6%) answered that they did not. When asked whether the participants in the 

survey use smart devices, we can see in (Figure 2) that in Hungary (98.5%) answered that 

they use smart devices and only (1.5%) answered that they do not. In Slovakia (98.3%) of 

the participants in the survey answered that they use a smart device and (1.7%) answered 

no. We can see that based on the responses of the participants in the survey in Hungary and 

Slovakia more than 98% of the respondents answered that they use at least one smart device. 

Figure 2. shows how many of the survey participants answered that they use smart devices. 

 

 
Figure 2: Based on the answers of the participants in the survey, whether they use smart devices in Hungary 

and Slovakia. (Source:Created by the author) 

 

Smart devices use by gender 

 

Hungary 

 

Slovakia 

 

Freq. Perc. Freq. Perc. 

Man 

Women 

106 

27 

79.7% 

20.3% 

24 

33 

42.1% 

57.9% 

Table 3: Smart device users by gender in Hungary and Slovakia. (Source:Created by the author) 
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If we look at the number of people who answered that they use smart devices by 

gender, then based on the survey in (Table 3), we can see that in Hungary 106 of the men 

(79.7%) answered that they use smart devices and 27 of the women (20.3%) answered that 

they use reasoning tools based on the survey. In Slovakia based on the survey 24 (42.1%) 

of the men and women 33 (57.9%) answered that they use smart devices. 

 

 

How long is the password that you 

use? 

 

 

Hungary 

 

Slovakia 

 

Freq. Perc. Freq. Perc. 

Less than 8 characters. 4 3% 27 45.8% 

8-10 characters. 71 53.4% 0 0% 

12 or more characters. 58 43.6% 31 52.5% 

Table 4: The answers of the participants in the survey about what long passwords are used in Hungary and 

Slovakia. (Source:Created by the author) 

In (Table 4.), we can see that in Hungary 4 (3%) of the participants in the survey 

answered that they use less than 8 characters as a password, 71 respondents (53.4%) an-

swered that the password they use uses 8-10 characters and 58 (43.6%) answered that they 

use 12 or more characters as a password. Median=2 U=1452 z= -0.114 p=0.910 r=0.010 In 

Slovakia 27 (45.8%) respondents answered that they use a password that contains less than 

8 characters and 31 (52.5%) answered that the password they use contains 12 or more char-

acters. Based on the survey, we can see that more people in Slovakia answered that they use 

12 or more characters as passwords than in Hungary. Most of the participants in the survey 

in Hungary answered that they use 8-10 characters as passwords. Median= 3 U=336 z=-

1.390 p=0.165 r= 0.198 

 
Figure 3: Frequency of password changes by participants in the survey in Hungary and Slovakia. 

(Source:Created by the author) 
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Figure 3. shows that (0.8%) of the participants in the survey in Hungary answered 

that they change their password on a weekly basis, (5.3%) change it every month, (19.5%) 

every semester and (42.9%) every year, (31.6%) answered that they never change their pass-

word. Median=5 U=1435 z= -0.206 p=0.837 r=0.018 In Slovakia, (11.9%) of survey par-

ticipants answered that they change their password every month, and (16.4%) answered that 

they change their password every six months, (14.6%) answered that they change the pass-

word they use every year and (39%) answered that they never change the password they 

use. Median= U=331 z=-1.346 p=0.178 r=0.192 

 

 

Password usage habits 

 

Hungary 

 

Slovakia 

 

Freq. Perc. Freq. Perc. 

 

Password contains upper- and lower-case 

letters, numbers, and special characters. 

 

Yes 

No 

125 

8 

94% 

6% 

35 

23 

59.3% 

39% 

 

The password contains personal data. 

Yes 
No 

30 

101 

 

22.9% 

74.8% 

20 

38 

33.9% 

64.4% 

The password contains a meaningful word. 

 

Yes 

No 

 69 

64 

51.9% 

48.1% 

 

38 

20 

 

 

64.4% 

33.9% 

Use the same password in several places. 

 

Yes 

No 

 

86 

47 

64.7% 

35.3% 

40 

18 

67.8% 

30.5% 

Table 5: Password usage habits based on the responses of survey participants in Hungary and Slovakia. 

(Source:Created by the author) 

We can see that 125 (94%) of the participants in the survey in Hungary answered 

that they use a password that contains upper- and lower-case letters, numbers and special 

characters. Only 8 answered (6%) that the password they use does not contain ,,uppercase 

and lowercase letters”, numbers and special characters. Median=1 U= 1249 z= -2.955 

p=0.003 r= 0.268 30 (22.9%) of the survey participants answered that the password they 

use contains personal information and 101 (74.8%) answered that the password they use 

does not contain personal information. Median=2 U=1326 z= - 0.606 p=0.545 r=0.055 

When asked if the password contains meaningful words 69 (51.9%) answered that the pass-
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word they use contains meaningful words and 64 answered (48.1%) that it does not. Me-

dian= 2 U= 973 z= -3.169 p=0.002 r=0.288 When asked whether they use the same pass-

word in several places 86 (64.7%) answered that they use the same password in several 

places and (35.3% )of 47 answered no. Median=1 U=1463 z= -0.047 p=0.963 r=0.004 In 

Slovakia 35 respondents (59.3%) answered that they use a password that contains ,,upper-

case and lowercase letters”, numbers and special characters and 23 respondents (39%) an-

swered no. Median=1 U=270 z= -2.640 p=0.008 r=0.377 When asked whether the password 

they use contains personal information 20 (33.9%) answered yes and 38 (64.4 %) answered 

that the password they use does not contain personal information. Median=2 U=249.5 Z=-

3.108 p=0.002 r=0.444 When asked whether the password contains a meaningful word 40 

(67.8%) answered that the password also contains a meaningful word (33.9%) answered no. 

Median=1 U=343.5 z=-1.316 p= 0.188 r= 0.188 In the survey 86 people (64.7%) answered 

yes to the question of whether they use the same password in several places and 47 (35.3%) 

answered that they do not use the same password in several places. Median=1 U=405.5 z=-

0.137 p=0.891 r=0.019 

 

Mann-Whitney U test 

,,The Mann-Whitney U Test is a statistical test used to determine if 2 groups are signifi-

cantly different from each other on your variable of interest.” [18] ,, A significant level of 

0.05 indicates a 5% risk of concluding that a difference exists when there is no actual dif-

ference.”[19]  

 

 

 

MANN-Whitney U test 

 

Hungary 

 

Slovakia 

 

P p 

The password contains upper- and lower-case let-

ters, numbers and special characters. 

0.003 

 

0.008 

 

The password contains personal data. 

 

0.545 

 

0.002 

 

The password contains a meaningful word. 

 

0.002 

 

0.188 

 

The same password used in several places. 

 

0.963 

 

0.891 

 

The password changes. 0.834 

 

0.178 

The password length. 

 

0.837 0.165 

Table 6: A Mann Whitney U test result for password usage in Hungary and Slovakia. (Source:Created by the 

author) 
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We can see in (Table 6.) the Mann-Whitney U test in the case of password use when 

a meaningful word is used as a password, the p value in Slovakia is much higher than in 

Hungary. 

CONCLUSIONS 

We can say that based on the survey, the use of smart devices is popular in both 

Hungary and Slovakia as more than 98% of the participants answered that they use at least 

one smart device in both countries. As for password length, according to the survey, more 

people in Slovakia use passwords with 12 or more characters than in Hungary. When asked 

whether they use ,,upper and lower-case letters”, numbers and special characters in the pass-

word, according to the survey in Hungary, more people use upper- and lower-case letters, 

numbers and special characters than in Slovakia. In the case of passwords fewer people use 

personal information in Hungary than in Slovakia. The Mann-Whitney U test shows that 

the p value in Slovakia is higher than in Hungary in the case of password use when a mean-

ingful word is used as a password. On the basis of this we can say that people living in 

Slovakia are exposed to a greater risk of attacks than people living in Hungary. According 

to Kaspersky's report as to, how to create a strong password, it is important to pay attention 

to the following. For example the password should be at least 10-12 characters long, but the 

longer the password the better. It is important to avoid easily guessed passwords such 

as,,12345" password, since the password can be cracked in seconds by a ,,brute force" at-

tack. It is important that the password contains lowercase and uppercase letters, numbers, 

special characters, as this makes it more difficult to crack the password[20]. According to 

Keeper's 2023 report a strong password consists of 16 characters and contains uppercase 

letters, numbers and special characters and does not contain personal information and the 

same password should not be used in multiple places [21]. The Americas Cyber Defense 

Agency (CISA) reports that using simple passwords is not secure, so you should never 

choose a password that can be easily guessed along with your date of birth as easy-to-guess 

passwords can be easily cracked [22]. One way for IoT devices to be protected is to use 

these hard-to-guess passwords [23]. In addition, it is very important to always change the 

default passwords on our IoT devices [24]. 
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