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Abstract

The integration of artificial intelligence and
facial recognition technologies into mo-
dern security frameworks significantly en-
hance our ability to identify threats, to take
preventive measures, and to improve pub-
lic safety and security. As threats posed by
criminals and suspected terrorists continue
to evolve, increasingly sophisticated coun-
termeasures are required to combat the
risks posed by such threats. By analysing
vast amounts of data in real-time, artificial
intelligence can detect patterns that suggest
illegal activities, while face recognition can
identify individuals of interest without
them suspecting surveillance. Furthermore,
with rapid evolution and broad applicabi-
lity within both physical and cybersecurity,
these technologies enable continuous imp-
rovement, ensuring that security measures
follow the recent technological advance-
ment. Artificial intelligence and face re-
cognition play crucial roles in mitigating
security risks and in countering terrorism,
making them an important component of
the global effort to maintain safety in our
complex and digital world.
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Absztrakt

A mesterséges intelligencia és az arcfelis-
merd technol6gidk integrdldsa a biztonsagi
rendszerekbe jelentds elOrelépést jelent a
fenyegetések azonositdsara, a megel6z0 in-
tézkedések megtételére és a biztonsdg fo-
kozéasdra. Ahogy a blindzok és a feltétele-
zett terroristak altal jelentett fenyegetések
egyre fejlddnek, egyre kifinomultabb ellen-
intézkedések sziikségesek ezek lekiizdé-
sére. A valds idejli adatelemzés révén a
mesterséges intelligencia képes felismerni
az illegalis tevékenységekre utalé mintdza-
tokat, mig az arcfelismerd rendszerek ké-
pesek azonositani a célszemélyeket termé-
szetes kozegiikben. Gyors fejlddésiik és
széleskorli alkalmazhatésaguk révén, biz-
tositjdk, hogy a fizikai és kiberbiztonsagi
intézkedések 1épést tudjanak tartani a leg-
Ujabb technoldgiai fejlesztésekkel. A mes-
terséges intelligencia és az arcfelismerés
kulcsszerepet jatszanak a biztonsagi kocka-
zatok mérséklésében és hatékony eszkozt
nyujtanak a terrorizmus elleni globdlis kiiz-
delemben az Osszetett és digitalis vildgunk-
ban.
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ARTIFICIAL INTELLIGENCE

Artificial intelligence is one of the most critical technologies today, playing a sig-
nificant role in our daily lives. In the past decade, it has undergone significant evolution —
the rapid growth of the internet has led to an exponential increase in the volume of data
produced, which is a key component in artificial intelligence development. Artificial intel-
ligence is a complex interdisciplinary field, which integrates elements — apart from compu-
ter science, mathematics and statistics, engineering — from biology and medicine, psycho-
logy, sociology, communication and linguistics, amongst others. With the increase in com-
puting power and the improvement of algorithms that enable the addressing of more comp-
lex problems, processing this ever-growing amount of data has become faster and more
efficient in response. Moreover, increased financial investment in artificial intelligence has
resulted in its rapid spread across various sectors. This widespread adoption is transforming
industries. In healthcare, artificial intelligence assists in diagnosing diseases and persona-
lizing treatment plans. In the automotive industry, it advances the development of autono-
mous vehicles. In national defence it helps analyse the allied and enemy forces’ strategy
and provides support in military operations. In the financial sector artificial intelligence is
used for fraud detection and investment analysis. In education it tailors the learning path
based on the individual’s learning experience. Smart cities also utilize artificial intelligence
to develop a more liveable space by improving traffic management, energy, water and waste
management, and infrastructure management. With the help of artificial intelligence, far-
mers can optimize field usage for better food production, manage natural resources and
minimize environmental impact. Furthermore, artificial intelligence-driven chatbots are en-
hancing customer service. As a result, artificial intelligence is not only changing technology,
but also impacting society, leading to new innovations, and making life more efficient, le-
ading to innovation and efficiency: starting a new era where technology and daily life work
better together. [1] [2]

Artificial intelligence has become an integral part of our everyday life, aiming to
make it easier and more convenient. Despite its undeniable presence and effects, oftentimes
we are not truly aware of the way it works, or the potentials it has. The evolution and spread
of artificial intelligence have outpaced the public awareness, which can lead to either un-
derestimating the possibilities that artificial intelligence holds or overestimating its capabi-
lities — either way we may fail to explore the potential benefits. As we continue to integrate
artificial intelligence into our lives, we must focus on understanding its benefits while si-
multaneously paying attention to its misuse.

Artificial intelligence has multiple subfields, each representing different technolo-
gies, and often they are referred to collectively as artificial intelligence, which, although not
necessarily inaccurate, understanding the characteristics of these subfields and their poten-
tial applications improves our ability to utilise their strengths effectively across the different
sectors and functions. The primary subfield of artificial intelligence is machine learning,
which enables machines to learn autonomously and to improve from experience without
being specifically programmed to do so. By analysing vast amounts of data, it can identify
patterns and trends with more precision and higher effectiveness than a human. This capa-
bility allows machine learning to be applied across various industries, leading to significant
improvements in efficiency, accuracy, and decision-making processes. Another subfield is
deep learning, which employs neural networks inspired by the human brain's structure and
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function to process high-dimensional, unstructured data, effectively mimicking human in-
tuition but at a scale and speed that exceeds human capability. Deep learning is able to
understand data hierarchy, allowing machines to understand texts, pictures or even sounds,
which is a significant progress in areas such as autonomous vehicles, speech recognition,
and predictive analytics, revolutionising how machines understand and interact with the
world. [1] [3]

This paper focuses on the technical and operational aspects of facial recognition
technology and counter-terrorism. While facial recognition technology raises significant
concerns regarding privacy, data protection, human rights, and ethics, these are beyond the
scope of this study, and therefore, not discussed.

ARTIFICIAL INTELLIGENCE IN SAFETY AND SECURITY

Artificial intelligence has also gained ground in the safety and security sector, where
it is applied across various fields, such as in physical security, including access control, fire
protection, hazard detection, disaster response and management, as well as in information
security, data protection and cybersecurity. These artificial intelligence-driven solutions are
used not only by consumers seeking to make everyday life safer and more comfortable, but
also by government bodies to enhance national security, and to efficiently identify and as-
sess threats and to mitigate the risks posed criminal activities. These advanced technologies
enable a more proactive approach in identifying threats, protecting infrastructure, managing
emergencies, facilitating better coordination and response strategies at local, national, and
international levels, allowing for a much more effective and efficient allocation of both hu-
man and material resources. [4]

In physical safety and security, artificial intelligence can be applied to Closed-Cir-
cuit Television Systems (CCTV) where it can enhance their functions and enable proactive
monitoring and response, rather than merely reactive actions. Traditional CCTV requires
constant human oversight to detect and respond to anomalies. By integrating artificial intel-
ligence into CCTV systems, it can reduce the need for human resources that would perform
the same function, decrease overall response time, and increase the efficiency of these
systems, overall leading to enhanced safety and security for both people and infrastructure.
(5]

Artificial intelligence enhanced CCTV can improve security measures by perform-
ing object recognition, which can identify unattended bags in public areas; crucial in rest-
ricted areas such as airports, stadiums, or densely populated streets, preventing possible
terrorist attack. Object recognition can also be used to identify weapons or other specific
items, allowing security personnel for fast reaction. By monitoring the crowd, it is also pos-
sible to determine the number of attendees, assess density, and to determine if the headcount
reaches a potentially dangerous level. When evacuation is required, artificial intelligence
can advise through dynamic exit signs about the optimal evacuation route as the conditions
change. [6]

Artificial intelligence is also used in plate number recognition, which is widely app-
lied, especially to manage access to parking lots, ensuring only authorised vehicles can ac-
cess restricted areas. It is also utilised by law enforcement agencies to monitor traffic for
potential violations and to identify and locate stolen or suspicious vehicles.
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Another method of utilising artificial intelligence is in motion detection, which can
enhance intrusion detection and perimeter security by differentiating between the
movements of humans and animals. Traditional motion sensors often react to any kind of
movement, disregarding the size of the body detected. By applying artificial intelligence,
the system can differentiate whether the motion comes from a human — and therefore a
potential intruder — or an animal, and therefore reduce false alarms.

Fire safety can also benefit from the use of artificial intelligence. One known app-
lication is in CCTV systems with flame and smoke detection function where visual changes
indicating fire can be identified. During firefighting, real-time visual monitoring can inform
firefighters of potential flashover, enabling them to leave the building, before it is too late.
Artificial intelligence can also be trained to identify the type of burning material or fluid
without personnel being exposed to potential harm. Furthermore, artificial intelligence can
also be applied to simulations of the spread of smoke and fire in buildings, and with that,
evacuation and firefighting plans can be updated, and the ideal location of sprinklers and
other fire protection and firefighting devices can be identified for optimal performance. [7]

During a disaster, the primary focus is on minimising the impact of such events as
much as possible. Disasters can arise from health crises, natural causes, human negligence,
or even acts of terror. Effective disaster management includes prediction, prevention, pre-
paration, mitigation, response and recovery. Of these, prediction plays a crucial role, for
which artificial intelligence serves as a powerful tool. By analysing historical data and cur-
rent measurements, artificial intelligence can predict natural disasters such as floods, vol-
canic eruptions, or hurricanes, and can advise on effective rebuilding strategies for resource
allocation.

Disasters occurring due to human negligence, such as industrial accidents or nuclear
disasters, can also be mitigated using artificial intelligence by predicting equipment failure,
recognising signs of human negligence and advising on the safety distance for evacuation
in case of nuclear disaster based on level of radiation to minimize exposure. Ultimately,
artificial intelligence can be applied to all elements of disaster management. [8] [9]

ARTIFICIAL INTELLIGENCE AND CYBERSECURITY

Cybercrime and cyberterrorism pose a great threat nowadays, affecting everyone
and every sector from individuals to governmental, private, and public sectors. These acti-
vities range from stealing personal data to causing financial fraud or attacking critical inf-
rastructure to a level where cyber criminals or cyberterrorists are capable of shutting down
communication and navigation systems, disrupting businesses or government operations.

On one hand, artificial intelligence can be used by malicious actors to identify vul-
nerable targets or refine their methods to seem more authentic. However, artificial intelli-
gence can also detect threats and offer response solutions to mitigate risk, therefore enhance
cybersecurity and reduce potential damage. Machine learning models can analyse and learn
the pattern of the users’ normal behaviour, and can detect when irregular activities occur,
that indicate cyberattack.

Ransomware is also often employed by cybercriminals and cyberterrorists, who
block access to systems of individuals or organizations within the private or public sector
to demand ransom. Machine learning models can be applied to make ransomwares more
sophisticated by learning how the security measures developed against them work, and
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adapting accordingly, making them more difficult to detect, therefore posing greater threat
to its victims. However, artificial intelligence can also predict potential ransomware attacks
based on historical data, foresee future threats and suggest preventive measures based on
the profile of the organization. During an attack, artificial intelligence can initiate immediate
incident response, such as isolating elements of the system, or shutting down the whole
system and therefore minimizing the impact, while informing respective individuals and
authorities about the attack. Furthermore, artificial intelligence can be utilized to reconstruct
the elements of the attack for further investigations, helping to understand the utilized
methods for the attack, and to develop an adequate cyber-defence strategy. [1] [10]

The spread of crypto assets — including crypto currency — has been convenient in
the financing of terrorism due to their anonymity and quick transferability across borders.
Terrorist groups can receive fundings in crypto currency — ransoms are also often demanded
in the form of crypto currency — which then can be used to purchase firearms and explosives,
launder money, and to commit further crime or acts of (cyber)terrorism.

The internet and social media serve as a tool for radicalisation of individuals, rec-
ruiting potential terrorists, and financing terrorist operations including transactions of wea-
pons.

The adoption of end-to-end encryption in popular messaging platforms enables sus-
pected terrorists to communicate in such way that is almost impossible for law enforcement
agencies to detect. Additionally, they often use the dark web to conduct their illegal activi-
ties while remaining anonymous and protected by the encryption and anonymity features of
the dark web.

ARTIFICIAL INTELLIGENCE AND COUNTER-TERRORISM

Terrorism does not have a universally accepted definition, and the same applies to
cyberterrorism, however, the key distinction between “traditional” terrorism and cyberter-
rorism is that cyberterrorism often does not involve physical harm or direct casualties. Ins-
tead, cyberterrorism focuses on disrupting services and causing serious consequences for
critical infrastructure, resulting in chaos and significant economic damage.

With the widespread availability of the internet and modern technology, access to
the internet has become more available for the many. As such, suspected terrorists as well
are adopting new technologies and are shifting their theatre into cyberspace, allowing crimi-
nals and suspected terrorists to operate across borders with minimum risk of exposure,
spreading terrorist content — including propaganda —, recruiting individuals, and learning
about the latest technology for malicious purposes. While the two concepts are similar, they
are not the same. [11]

To prevent cyberterrorist attacks, it is crucial to protect online infrastructure adequ-
ately by implementing security controls; predictive measures must be in place. Artificial
intelligence can quickly and accurately process and analyse vast amounts of data — such as
communications metadata, financial transactions, travel patterns, and web browsing activi-
ties. artificial intelligence in the context of counter-terrorism could serve multiple purposes,
including identifying patterns of terrorist threat, including their intent, capabilities, and op-
portunity. In turn, a better understanding of the threat would allow counter-terrorism
authorities to deploy measures to mitigate the associated risks.
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The total data production in 2024 is estimated to reach 147 zettabytes per day, inc-
reasing to 181 zettabytes per day in 2025. This includes the creation and collection of digital
information across the internet, including, but not limited to social media content, commu-
nication, scientific research, and data from Internet of Things (IoT), among others. From a
technology and research perspective such growth of available data is welcomed, as it en-
hances various aspects of human life, however, managing such quantity of data is impos-
sible to be controlled by humans alone, and therefore calls for advanced data management.
(12]

To effectively manage this data, employing artificial intelligence to monitor online
content in real-time is essential. This approach ensures the timely detection and flagging of
terrorist content for removal, thereby preventing its spread and promoting a safer internet
environment. However, this method requires a balanced application of technology and hu-
man judgment, as utilising this approach for monitoring individuals requires such a large
amount of data per person to be effective, which is almost impossible to collect, and also
raises significant human rights concerns regarding privacy, discrimination, and the potential
for mass surveillance. [1]

It is undeniably easier to analyse written content, however, videos are more com-
monly used to share information. Advanced algorithms are required to monitor the content
of videos, which can be utilised not only for analysing the content — such as speech, sound,
images, surroundings.

Numerous tools are available to identify online terrorist content, which can be
districted into two main groups: matching and classification. Matching compares new
content to existing content that has been previously classified as terrorist content. In this
case the content is converted into a fixed-length string of data, or so-called hash value, al-
lowing comparison of whether the newly generated hash value matches any of the existing
hash values generated from confirmed terrorist content. When using cryptographic hashing,
the same content will always generate the same hash value, which is both a strength and a
weakness of this technique. Any alteration of the original content results in a different hash
value. Alternatively, perceptual hashing can also be utilized, as this technique can identify
visually similar content and patterns despite minor modification. However, matching does
not always classify as artificial intelligence, only when machine learning is applied to learn,
adapt, and improve over time. [13]

To adequately monitor content on the internet, artificial intelligence tools based on
computer vision, speech recognition and audio analysis and Natural Language Processing
(NLP) techniques must be applied to sift through texts, images, videos, audios available
online, identifying potential terrorist material or connections that can indicate the presence
of terrorist groups. NLP is a subfield of artificial intelligence that applies machine learning,
and often deep learning as well to analyse texts, and to understand their content and seman-
tics. However, content moderation and classification also heavily rely on computer vision
for image and video analysis, as well as speech recognition and audio analysis for proces-
sing audio content. matching technique, classification-based content moderation offers a
more sophisticated approach.

A sophisticated NLP technology can differentiate between an article about terro-
rism, and potential terrorist content, preventing the misleading of officials. While these
technologies can identify possible terrorist content, they require human assessment and final
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decision. No matter how advanced artificial intelligence is, it may identify harmless content
as terrorist content, and vice versa. Automated content moderation is used by many well-
known social media platforms to identify and filter content that meets pre-defined criteria,
helping to prevent spread of terrorist propaganda and radicalisation, however, due to the
stylistic nuances of a language, it may fail to adequately recognise the intended message
and, therefore, should not be fully automated without human supervision. [3]

One significant limitation of applying artificial intelligence to detect and remove
online terrorist content is the lack of available relevant data needed to adequately train the
algorithms. While different online platforms provide a large amount of data that has already
been identified and removed, this data might not be sufficient to train the algorithms to
identify all types of terrorist content, or it might be biased, due to specific event, termino-
logy appearing in the training data, as well as the lack of accepted definition of terrorism.
To overcome this limitation, generative artificial intelligence can be used to generate
content for training purposes that is similar to already existing, real-world example. This
new content is then similar in style, terminology, and characteristics of previous examples,
with the aim of filling the gap of lack of sufficient training data. [13]

ARTIFICIAL INTELLIGENCE AND FACE RECOGNITION

Of all the possible applications of artificial intelligence in the field of counter-ter-
rorism, artificial intelligence enhanced face recognition is particularly crucial.

Face recognition in crime prevention was utilised long before the digital era. Histo-
rically, until the mid-1900s, identification relied on manual comparison of photographs in
documents such as identification cards or early passport versions where photos could be
easily falsified, or replaced, and the comparison relied significantly on human intuition.
Relying solely on the expertise of law enforcement personnel, it has been, and still is, a
liability, as errors may occur due to potential misjudgement and lack of experience of the
personnel in charge of the verification of these documents.

When digital pictures replaced analogue, face recognition underwent a significant
evaluation. Firstly, as falsification of photographs within identification documents became
much more challenging and secondly as sophisticated facial recognition technologies be-
came available.

The origins of face recognition dates back to the 1960s, when a semi-automatic face
recognition system was developed by Woody Bledsoe, along with Helen Chan Wolf and
Charles Bisson, where the characteristic reference points on the image of a human face were
manually marked on a graphic tablet, and then the computer would use these points to re-
cognise faces. In the 1970s, a semi-automated facial recognition system was created by A.
Jay Goldstein, Leon D. Harmon and Ann B. Lesk, by establishing 21 marker points on the
face, which were then systematically compared by computers. In the late 1980s, face recog-
nition underwent significant development, when Michael Kirby and Lawrence Sirovich,
began to apply a method based on linear algebra, which later served as the foundation of
the Eigenface technique. The concept is that the positions of reference points on the face
relative to each other can be described by vectors, and less than one hundred values are
necessary to numerically describe a face for identification purposes. In the early 1990’s this
method was adopted and further developed by Matthew Turk and Alex Pentland, who cre-
ated an average face from all the faces in their database. By subtracting this average face
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from each individual face and describing the difference with vectors, the characteristic
eigenvector, or personal vector, for each face is obtained. [14] [15]

In the mid 1990s, Peter N. Belhumeur, Jodo P. Hespanha, and David J. Kriegman
developed a method called Fisherface to address some of the limitations of the Eigenface
technique. This method enhances the accuracy of recognition by better distinguishing fea-
tures of different individuals and reducing unnecessary variations, such as changes in exp-
ression or lighting within the same person's images. [16]

From the 1990s onwards, the civilian sector has played a significant role in develo-
ping face detection and recognition systems, mostly encouraged by governmental bodies.
Among these initiatives are the Facial Recognition Technology Database (FERET) initiated
by the Defense Advanced Research Projects Agency (DARPA), or the Face Recognition
Vendor Tests (FRVT) launched by the National Institute of Standards and Technology
(NIST) in the 2000s. In 2001 Paul Viola and Michael Jones developed a face and object
detection system using Haar-like features. This method was capable of analysing a large
number of images in real-time to determine whether they contained an image of a face. The
Haar-like features scan images, searching for patterns characteristic of faces based on the
intensity of contrasts and edges due to facial features. [14] [17]

The methods listed so far worked primarily on basic algorithms, without the use of
artificial intelligence.

In the 2010s, as artificial intelligence became more widespread, so did artificial
intelligence enhanced face recognition, integrating deep learning to improve its accuracy.
These systems began to incorporate deep learning techniques, which use neural networks
with multiple layers to analyse various forms of data. This integration marked a pivotal shift
in how facial recognition technologies functioned, enabling these systems to achieve unpre-
cedented levels of accuracy and efficiency.

Deep learning models, especially Convolutional Neural Networks (CNNs), learn to
detect and differentiate between facial features automatically and accurately. As these
systems are fed more data, their ability to recognise faces under varied conditions and from
different angles improves. Sophisticated models are also able to differentiate and recognize
various facial expressions, coming from different emotions, and categorise people based on
that, which allows among others personalised targeting in marketing, other purposes like
enhanced security measures, where facial emotions can indicate intent or state of mind.

FACE RECOGNITION AND COUNTER-TERRORISM

The events of 9/11 brought a significant change in safety and security, especially
within the aspect of travel and border management. This incident catalysed significant ad-
vancements in security measures — countries became more protective, strengthened their
borders as well as their entry policies, and travel regulations became unprecedentedly strict.
This event also accelerated the integration of biometric data into Machine Readable Travel
Documents (MRTDs), and therefore facial recognition technology became a significant tool
in countering terrorism. As a result of that, nowadays more than 140 countries issue
MRTDs, with integrated biometric data. Integrating facial recognition technology into tra-
vel security has revolutionised border control and screening procedures at both land
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crossings and airports. This helps prevent suspected terrorists from crossing borders or boar-
ding flights, resulting in enhanced security measures and a significant improvement in
safety protocols. [18]

When leaving or entering a country, travellers must present their travel documents
to passport control officer, who then verifies the identity of the traveller, checks the validity
of the document, and that the individual is not on any watchlist, including known or sus-
pected criminals and terrorists among other entities. Automated Border Control Gates (ABC
Gate) operate in a similar way as traditional passport control but replace the passport control
official with facial recognition software. Travellers present their travel document — only
those with integrated biometrics data — to the ABC gate, which scans and verifies the docu-
ment, ensures that person is the rightful owner, and checks that they are not wanted by
authorities. [19]

Facial recognition technology enhances safety and security in both physical and
cyberspace. By integrating it into CCTV systems in public spaces, authorities can improve
their situational awareness, enabling them to monitor these areas more effectively, and de-
tect and respond to suspicious activities. These systems can be deployed in crowded places,
such as airports, stadiums, train stations and streets. Facial recognition systems are capable
of monitoring crowds in real time, searching for potential matches against watchlists. Du-
ring investigations for criminal cases including terrorist attempts or attacks, reviewing
CCTYV footage, extracting facial images of the potential perpetrators and using artificial
intelligence enhanced facial recognition systems to search for and possibly identify crimi-
nals and suspected terrorists are crucial for the success of investigation.

In cyberspace, facial recognition systems can be employed to monitor online
content, identifying individuals in terrorist propaganda, or extracting their facial images,
similarly to how they operate in physical space. By analysing the content together with the
metadata, such as geolocation, time stamp and other technical information, law enforcement
agencies have better chance to capture known or suspected criminals and terrorists. [1]

SUMMARY

Artificial intelligence undeniably plays an increasingly significant role in our every-
day life — unless we specifically attempt to avoid it — there is hardly a day when we do not
meet it in our daily routines. Applying artificial intelligence to safety and security, and es-
pecially to crime prevention and counter-terrorism, could immensely enhance global safety
and security.

Applying artificial intelligence in these areas is complex; from real-time CCTV
with enhanced capabilities to complex data analysis that predicts potential threats before
they materialise. These systems are capable of identifying individuals on watchlists in real-
time, providing law enforcement agencies with essential information that can prevent terro-
rist actions. Facial recognition technology, when integrated with extensive surveillance net-
works, enables continuous monitoring of public spaces, therefore enhancing the detection
and response to potential threats.

Artificial intelligence is capable of analysing vast amounts of data, allowing it to
identify patterns and connections that human analysts may miss. This includes forecasting
potential terrorist attacks by analysing communication, financial transactions, and travel
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data. Law enforcement agencies can extract actionable information from this data, preven-
ting possible crime and terrorist acts.

Integrating artificial intelligence into counter-terrorism strategies becomes impera-
tive, this not only ensures a higher level of public safety but also supports a more proactive
approach to global security challenges. In a world where threats are becoming more comp-
lex and harder to detect, artificial intelligence offers a powerful tool in the arsenal of natio-
nal security, enhancing international cooperation and coordination for safety and security.

Facial recognition technology supports various aspects of counter-terrorism efforts,
including prevention, investigation, surveillance, and monitoring of online environments.
As threats continue to evolve, the strategic application of facial recognition technology
remains crucial in safeguarding the public and enhancing global security measures.
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