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Abstract

In this article, we would like to draw th
attention for the importance of the comp
hensive approach of security. The ongo
coronavirus epidemic has already pro
that there is an equal need for the milit
and the non-military security sectors f{
coping with a complex crisis. From a n
tional point of view, we consider inevitab
the elaboration of a National Civil Securi
Strategy and its inclusion into the systen
the national security strategies. We &
suggest systematic and forward-looki
planning of the civilian capabilities (critic
infrastructure) in close coordination wi
the military capabilities. Finally, we prg
pose a structural framework for the coor
nated strategic planning.
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Absztrakt

eA cikkben szeretnénk felhivni a figyelmet
rex biztonsag komplex értelmezésének fon-
infgssagara. A koronavirus jarvany bebizo-
aryitotta, hogy a katonai és a nem-katonai
atyiztonsagi szektorokra egyarant szikség
ovan egy komplex valsaghelyzet elharitasa-
ahoz. Nemzeti tekintetben elengedhetetlen
leegy Polgari Biztonsagi Stratégia kidolgo-
tgdsa és beemelése a nemzeti biztonsagi
stratégiak rendszerébe. Javasoljuk a polgari
Ide@pességek (kritikus infrastruktara) fej-
ngsztésének szisztematikus éseito ter-
alvezését a katonai biztonsagi szektorral
tiosszhangban végrehajtani és erre egy struk-
-turdlis keretet ajanlunk.
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INTRODUCTION

The world is at war, from China and to the Unitadt&s, every nation is fighting
in this particular war, in which not a single sheas been fired yet, but it has caused so much
losses in human life, economic and social valuasittcan rightfully be measured against
a devastating war conflict. The number of peopfedted with the new coronavirus is ap-
proaching to three million; death tall has excee2{g@l 000, according to the daily report of
the Johns Hopkins University (Index-1, 2020). Thégares are just for information, since
they significantly change from day to day. Howeweg,should also be aware that the num-
ber of reported cases does not accurately reféadity, since the protocol for testing and
the criteria for accounting and reporting are défe in each country.

In addition to human losses, the epidemic is akseerely hit the economies
throughout the world. Setback is already feltratte temporary shutdown of companies,
and the negative trend may increase in the fufunany production and service companies
are unable to restart and contribute to the ecomgmuwth, which is essential for the re-
covery of economies in every country. Another aggiconsequence of the pandemic is that
great number of masses lose their jobs and thispjun the rate of unemployment may
generate social tensions and finally ending up $o@al explosion. The new coronavirus
pandemic could lead to the loss of nearly 25 mmiljiobs worldwide, according to a report
published by the International Labor Organizatibhe Geneva-based organization esti-
mated that in the worst-case scenario, 24.7 mijldas could be lost. By comparison, ac-
cording to the organization, this number is highan the number of registered unemployed
(22 million) in the economic crisis began in 20(8ataratkeb, 2020)

The global epidemic was very ruthless with Europevall; almost half of the in-
fected people and 60-65% of death cases are cdnaimghere, according to current data.
In addition to the loss of human lives, life in Bpe has completely changed, almost all the
usual activities stopped, on individual and solgegéls too. The current situation is deteri-
orated by the fact that we do not know the “enerthg,development of an efficient vaccine
or antibody is now in an experimental stage, culyehere is no generally proven medicine
or professionally agreed protocol for treatmentthis way, of course, it is impossible to
predict the end of the struggle, which may resudingng public uncertainty and impatience,
greatly reducing the tolerance against the resteiatules. However, it is clear that the
longer it takes to overcome the epidemic, the grdasses we can expect.

Among other sectors, Europe's leading economiosgavhich greatly contributed
to the economic growth of Europe and the prospefitpdividual nations, tourism and car
manufacturing have also got to crisis. Internati@ma national traffic of passengers and
together with it the tourism have also come tolaroat complete halt, and as a result of it,
the revenue coming from these sectors has almlibsh f zero. However, not only the
tourism has collapsed, but its related serviceh siscthe hotel industry, restaurants, cafes
and the entertainment industry are also strugdlimgsurvival. For example in Italy, the
European center of the virus, nearly 128 milliopswere registered each year, half of them
made by foreign tourists. Foreigners spent nealpifion EUR in the country in 2018,
according to the estimation of the Bank of Italypwi\ with the absence of tourists, perhaps
the weakest financial year ever will come in tladidin tourism. This is a great damage since
the added value of the tourism is about six peegmdf the Italian GDP. Therefore, this
sector is more important for Italy than for examjgd-rance or Germany.
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The European Automobile Manufacturers Associat®@EA) has made an esti-
mate in its latest paper on how many workers coeldffected by a forced break in each
country, and how much redaction in the car productian be expected due to the corona-
virus. They estimated that 1,087,293 workers waecffected by the outbreak of the epi-
demic in the EU, which were about 40% of the 2.Biom people directly employed in the
car industry. The shutdown could be the most pafofuGermany: affecting more than 568
thousand workers and decreasing the production mvithe than 359 thousand vehicles.
(Portfolio, 2020) It is understandable that a leaxfe¢he Volkswagen’s Board of Directors
stated that the current situation could not lasgér than this summer because neither soci-
ety nor economy would be able to tolerate it. Gaynshe strongest economy of the EU is
already facing with serious problems, more than,@0® German companies requested
wage subsidies from the federal government dulegattisis. (Index-2, 2020) Volkswagen,
Daimler, Puma, Deutsche Bank and several highdrabmpanies also applied for support
as well as other mid-, and small companies. Then@ergovernment is trying to mitigate
the impact of the crisis with a 750 billion EURdimcial package, which means that more
than 21% of the German GDP in 2019 will be spentrigis measures. Nations follow the
same way in order to overcome the crisis and racibvar economy as soon as possible,
almost all European governments try to keep themnemies alive and prevent national
tragedy with economic rescue packages. It is dlegtr the epidemic is not just a current
threat affecting our present life, but it will cairtly have a serious impact on our future,
determining long-term safety and security of oia. i

ROLE OF INTERNATIONAL ORGANISATIONS

Taking into consideration all of this, the roleiatfernational organizations can be
considered, as they have a decisive role in fotimcathe epidemic and in coordinating or
leading the preparations against the crisis in tisndeveloping unified responses, measures
and proposals. On 22 January 2020, the Chineser#igh announced the closure of Wu-
han, which was considered the center of epidemihima; meanwhile, the World Health
Organization (WHO) in Geneva announced that theaspng of the coronavirus could not
be considered as an international health emergédieye is no doubt that the accuracy and
the timeliness of information provided by some oradi were questionable and these facts
significantly hampered the recognition of the epidteand the introduction of the necessary
preventive measures. On 11 March 2020, after lgrajdtussion, the WHO took a decision
and declared “pandemic situation”, at that timedhief of the WHO, Tedros Adamon Ge-
breesus was optimistic on the possibilities to rthe epidemic. However, a few days
later, on 25 March 2020, he already expressedamdtic sentences how serious the situa-
tion is. “This virus is the public enemy number oAemonth, two months ago, it would
have been time for action ...” (Index-3, 2020)

At the time of the first Chinese reports, the epidewas still considered in Brussels
and most part of Europe as a distant risk factois €onfidence was because previous health
threats such as SARS, Ebola or MERS had not smeddctaused epidemic in Europe or
worldwide. On 27 January 2020, the President of@haman Centre of Epidemiology as-
sessed that, single cases may occur in each cobutryhey were not expected to spread
(Politico, 2020). Thus, EU leaders still spent feloy 2020 with global diplomacy. Even
on 26 February 2020, the threat posed by the viasassessed as “low to moderate” and
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the focus remained on diplomatic relations witha@ag and countries outside the EU. The
President of the EU Commission, von der Leyen m#t l@aders of the African Union in
Ethiopia, the Commissioner for Health went to Rand the Commissioner for Crisis Re-
sponses had a meeting in Burkina Faso. This wksarmwith the priority of the President,
to lead an EU Commission which is more focused @opglitics. Meanwhile, there has
been a serious incident, a bomb attack killed ntiwaia thirty Turkish soldiers in Syria. As
a consequence of it and referring to the increaseden on his country the Turkish presi-
dent announced that he could not keep the refummssfrom migrating into the EU and he
would open the borders to Greece and Bulgaria. dhiouncement previewed the emer-
gence of a refugee crisis that caused more headacie EU leaders than the coronavirus.
Thus, negotiations have been launched with staleh®lto address the potential refugee
crisis, which diverted again the attention from #pdemic, while it silently spread and
infected up and down in the EU.

NATO, as the guarantor of security in the Euro-Ati@area, is a politico-military
organization with the primary goal to protect agaimilitary threats. Therefore, it cannot
be expected from this organisation to monitor aspond to a health epidemic situation.
The Alliance primarily focuses on developing itditary forces and capabilities, rather than
building civilian/civil defense capabilities. Eventhe framework of civilian preparedness,
it expects nations to maintain and develop theitian capabilities and may be required to
support joint allied operations. NATQO's reliance @vilian assets and services is a prereq-
uisite for the success of Allied operations. Inecaklarge-scale operations, almost 90% of
military deliveries are made using civilian meansvded by the civilian sector. More than
50% of military communications are carried out gigilian satellites and networks. The
Host Nation Support (HNS) approx. 75% is providgddral commercial infrastructures
and services. (Lasconjarias, 2017) After all, itlsar that NATO counts on the civilian
capabilities of nations and not the other way adpuhe Alliance will not provide these
capabilities to its members. In line with it, NATd®es not even provide its members with
prognosis on epidemics and preventive measuresgadhnized the health protection of per-
sonnel in close cooperation with the national ragiohs of the local authorities and the
Allies.

INTERPRETATION OF SECURITY

This crisis caused by the emergence and spreadrohavirus should draw our
attention to a systemic security problem. Theresar@us shortfalls in forecasting and pre-
venting of crises. There was not any internatiamghnizations that could warn the Euro-
pean nations in time and could lead preventiveastin a coordinated way. The epidemic
has ruined the security of countries, individuasvell as the security of societies and econ-
omies across Europe and all over the world. Atgmeghe caused damage cannot be esti-
mated, but we must be prepared for the extendetbageasting impact of the crisis in the
economic, social and political spheres worldwidewtould it happened that the attention
of the developed Western-world has slipped oveongeizing and preventing or slowing
down a security threat of this magnitude? Howether question can continue, is it possible
that the developed West is not prepared to dehltvis type of non-military security threat?
It seems that we have returned to the old approBsécurity (or not moved away from this
point) which was defined after the World War lindaremained the base of the security
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theories until the end of the Cold War equaling gbeurity challenges only with military
threats. In the following decades of the Cold Waalbyoader understanding of security has
been developed, and the military security was cemphted by non-military sector includ-
ing political, economic, social, and environmergaturity dimensions. (Dr. Vida, 2009)
Now it seems that the expanded approach of seduaiynot taken root in security policy
thinking and therefore, it has not been put intacpice. It is clear that, the current interna-
tional organizations involved in the European siégg@are not able (perhaps unwilling) to
consider and manage the non-military security dsiers with the same weight than the
military dimension and to extend their role to them

A generally returning statement in the securityigyobapers is that current security
challenges are extremely complex and they changdlyaso we can only meet the chal-
lenges through the development of common cap&siland joint actions. However, if we
leave the challenge of such magnitude and complasithe epidemic and its aftermath to
individual nations, then the nice and continuousfyeated principles of cooperation, unity,
joint actions etc. will not prevail. In our opinipafter the 2015 migration crisis, the current
epidemic is the next challenge that affects thelevbbEurope, while there is no common
response led by any organizations, the solutiortlaadrisis management left for individual
nations to deal with. This inevitably raises thed¢o review the role of international or-
ganizations involved in the security business afoga. Jaume Duch, a spokesman for the
European Parliament, also echoes this idea irtdtisrsent: “I think this crisis clearly shows
that we are stronger together. The virus crossefeb®and unfortunately affects all coun-
tries. If we face to such common challenges ortgpg of crisis, it is clear that the answer
must also be common. After the crisis, if we wdmg EU to respond more strongly, we
must also discuss the possibility of giving the & necessary means and powers to do so.
" (Index-4, 2020) At present, both the EU and NA&@ focusing on maintaining military
security, encouraging member states to increagentiiigary forces and capabilities, in this
way the military dimension of security can onlydmdressed adequately, the management
of other dimensions (and there are more from them®gains for nations. Nations cannot
consider suitable the value for their money that/thpent for military capabilities, since
they only receive a “small slice” of security folaage financial investment. Meanwhile,
the expensive military forces and capabilities capor just partially, be used to cope with
non-military crises.

It is not a surprise that the non-military secudtynension has not gained ground
and deep-rooted in the policy and practice of sgcuBesides traditional and historic rea-
sons, even the recent changes in the military ggaimension (the occupation of the Cri-
mea and the emergence of hybrid warfare) have givieard push to bring collective de-
fense and related strategies back to the fronh@fsecurity thinking. In response to the
challenges, it was necessary to develop a deféregegy that includes not only military
forces but also civilian capabilities, governmeruadlies and key players from the private
sector, this strategy used a holistic approachlung the entire society.

| would like to draw the attention to critical iaStructures and resilience, because
in addition to the above-mentioned NATO approakbsé areas ensure the minimum level
of socially required security for each society. 3dénfrastructures provide survivability,
operability for economy, services for public healtid protection of environment in all type
of crisis regardless its origin or link to any bétsecurity dimensions. We have seen several
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examples for this practice during the crisis managy@ caused by the epidemic; some na-
tions (ltalian, Spanish and Hungarian) decidedhtat slown all factories, plants and ser-
vices, which are considered "non-primary" for therent situation. They defined those vital
sectors that are crucial for daily life, these weseally the same or very similar in each
country. In general, health services, agricultioed production, transportation, electricity,
gas, water, pharmaceutical industry and servidecagenmunications, and the press were
designated as crucial, which are in line with th&TI®’s Baseline Requirements. In Hun-
gary, a special action group has been establisheddist and ensure the operation of the
defined critical infrastructures under the leadgrsii the Minister of Defense.

DOMESTIC APPROACH AND REGULATION OF THE MAIN QUESTI ONS OF
CRITICAL INFRASTRUCTURE

The Hungarian regulations are closely related ¢d&b regulations on the identifi-
cation of critical infrastructures and the posdilei for their protection. Following the ter-
rorist attacks in Madrid in 2004 and in London 008, the European Council called on the
Commission to develop a comprehensive strategyh®iprotection of critical infrastruc-
tures. In this context, the Commission first addpteCommunication on "Critical Infra-
structure Protection in the Fight against Terrofismd then set out the general objectives
of the European Program for Critical InfrastructBretection in a Green Paper (EU Com-
mission, 2005).

The Community Directive served the purpose of cemgnting the nations’ exist-
ing programs for the protection of critical infragttures. However, at that time, the regu-
lation of activities related to critical infrastituces was still lacking in the Hungarian legal
system, as in most member states of the Europe@nUim order to ensure a common
understanding of critical infrastructures and tadlfeate national legislation, a Recommen-
dation on sectors, products and services of thiearinfrastructures has been issued as an
annex to the Green Paper. In Hungary, the Act erldantification, Designation and Pro-
tection of Vital Systems and Facilities was adopte@d012. (CLXVI.tv., 2012) This law
has been prepared in accordance with the recomriensizgssued in the EU Green Paper,
but differs from it in some respects due to différeational legal and structural environ-
ment. The regulation includes the 2008 (EU 2008sKElifective on identification and des-
ignation of the European Critical Infrastructuresl a0 enhance their protection, and the
2016 (EU 2016) directive published later on the sneas to ensure the equally high level
security for network and information systems thioaugt the Union.

SECTOR SUB-SECTOR SECTOR ACCOR- EQUIVA-
DING TO THE GU- LENCY
IDELINE OF THE
EUROPEAN PAR-
LIAMENT Nr.
2016/1148

1 Energy Facilities of Electric System (eElectricity Yes
ept those elements that fall under
the regulation of the nuclear
power plant’s security, phisical
defence, radiation protectio
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SECTOR SUB-SECTOR SECTOR ACCOR- EQUIVA-
DING TO THE GU- LENCY
IDELINE OF THE
EUROPEAN PAR-
LIAMENT Nr.
2016/1148
2 Oil industry Oil Yes
3 Gasindustn Gas Yes
4 |Transpot Roadtranspot Road ranspot Yes
5 Rail transpor Rail transpor Yes
6 Air transpor Air transpor Yes
7 Watertranspot Watertranspot Yes
8 Logistic center:
9 | Agriculture Agriculture
1C Foodindustn
11 Distribution networks
12 | Health Active inpatient-care Facilities of hbatfre Yes
(including hospitals, pri-
vateclinics)
13 Control ofrescur Yes
14 Reserves of health and blood Yes
products
15 High-level security bio-laborato-
ries
1€
16¢ Medicine-distributior
16b | Social Insurance Information systems and net-
works related to the service of
Social Insurance
17 | Finance Infrastructures and systems oflffifrastructures of financié Yes
nancial means, commercial andmarket
citizen paymen
18 Security of Banks and Credit InBank services Yes
stitution:
1¢ Provision of cas
26 | Technologies of Info- | Infrastructures and services of Digital infrastructures Yes
communication interne
27 Fixed and mobile networks of
electronic and telecommunica-
tion service
28 Radio telecommunicati
2¢ Space telecommunicati
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SECTOR SUB-SECTOR SECTOR ACCOR- EQUIVA-
DING TO THE GU- LENCY
IDELINE OF THE
EUROPEAN PAR-

LIAMENT Nr.
2016/1148
30 Broadcastin
31 Postal service
32 Governmental info-communica-
tion and electronic networ
33  Water Provision of drinking water Provision afistribution Yes

of drinking wate

34 Quality control of surface and
unde- surface wate

35 Waste-water disposal and clean-
ing

36 Defence of watebase

37 Dams and floo-protectior

38- |Annulment from 01.01

4c- 2019

41 | Public order — Law eninfrastructures of public services
forcemen

42 | National defence Infrastructures of national de-

fence

Table 1: Correspondence between sectors and subrsemder Directive (EU) 2016/1148 of the European
Parliament and of the Council of 6 July 2016 on suas to ensure the equally high level securitynfetr
works, information systems, critical systems amsthitations defined by law (CLXVI tv, 4th ed., 2D12

There is a relevant difference between NATO’s dmel EU's concepts, NATO
seeks to gain support to allied military operatiagainst complex and large-scale military
security challenges by building resilience, white €U focuses on the critical infrastruc-
tures and its safeguarding at national level ireotd ensure the provision of national and
EU-wide sustainability based on those civilian dalitees. At the same time, the EU's ap-
proach and consequently our domestic legislatisa fidcus on defense, including the pro-
tection against terrorism and the consequence reamag of a potential terrorist attack,
rather than to focus on the continuous provisiothefcritical infrastructures’ products and
services in case of crisis. Despite all these uffees, the current Hungarian regulations
are able to provide the appropriate bases for gopith crises.

At the same time with the declaration of panderii@asion by the WHO, the Hun-
garian government decided on promulgating the lawtate of emergency, which allowed
Imposing strict restrictions on assembly (more th&0 persons indoor and more than 500
persons outdoor events), border crossing and tisen@ of various institutions. Most prob-
ably due to early measures that Hungary has takene are relatively low numbers of
infected cases and death toll in the country soHawever, we cannot say that everything
is perfect and there is no room for further improeats in our health system, which is one
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element of the critical infrastructures, was n@pgared to deal with the epidemic. They had
not enough protective and test equipment (masts, fgrotective clothing, etc.), respiratory
equipment, ventilators, fans, hospital beds farisive care. These shortfalls had to be mit-
igated by the government’s urgent actions to pmtoins of protective and sanitary equip-
ment from China, the origin of the virus. Even lmmstway, the acquisition and the use of
equipment was not risk-free, not just because@ptitential further import of the virus, but
also because of the sudden change of profile inyrnampanies and the quick ramp-up of
production often led to qualitative problems andltiaproducts. The urgent and ad-hoc
procurement only reinforces the importance of thdyepreparations for crises. If we are
not prepared to deal with crises situations (oflkingl) using advanced plans in a systematic
forward—looking way, we will be wasting time, dellay decision taking and hampering
effective response that could result in higher nends losses of human life and material
resources. In case of a sudden emergency, it maynatter of luck to be able to procure
the necessary quantity and quality of materials espdipment in a short period of time,
taking into consideration the increased demanthi®same articles and the usually limited
production capacity. We have not mentioned yeettenomic consequences of these pro-
curements, there is no exact data for it, but @eitain that high demands and urgency are
always rigging up prices, so it is pretty sure thatrent procurement of these assets are
much more expensive than it would have been yeprsThe unexpected liberation of nu-
merous hospital beds has provoked great debatdislilee among the medical profession-
als and the population as well, this fact also shtivat this operation was not coordinated
with the hospitals and the professionals in advatiee hospitals were not pre-designated
for this task. So far, there was no mention orhilmaan factor related to the crises, doctors,
nurses and other supporting staff of a hospitag wdmtinuously provide extraordinary ef-
forts to save life in this very hard situation. Hoxer, it is well-known that there are serious
shortages of medical personnel at almost all levelsm the data published by the OECD,
it can be calculated that between 2009 and 201ighig 12,000 doctors and three times
more nurses were trained in Hungary, however rtbease in the Hungarian health system
was only two thousand doctors and 1,500 nurse®by.Zg7, 2019) Where are the others?

The situation with regard to the designation oficai facilities and services is
somewhat similar. Based on the declared state efgancy, the Armed Forces was tasked
to introduce military control over vital institunis and services, which mainly related to a
certain range of service and production capaditi¢ise field of transport, energy and phar-
maceutical sectors. As we can see, these areralbpthe critical infrastructures and are
listed in the table abov&@he companies were designated in a relatively gieviod of time,
but the names of the designhated companies werepoiblished when the military control-
lers arrived to the companies. It was consideredantive measures to inhibit the desig-
nated companies from hampering the process or @xguhemselves from the procedure.
All this shows that significant elements of thetical infrastructures were not pre-desig-
nated and prepared for its tasks, for those legahagement related and cooperative obli-
gations they have to fulfill in a crisis. We thitikat a lessons identified exercise must be
conducted after the end of this crisis summarizalghe essential experiences and incor-
porate them into the current regulations to makg ito date.

Based on several nations’ experiences gained byilsis we believe that ensuring
the continued operation of the critical infrastuures is the root of security, both in everyday
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life and in time of crisis as well. Therefore, #hestematic, strategic-level planning for the
development of critical infrastructures must bduded into the national security strategies
and planned together or parallel with the militpayt of it. Hungary has no long tradition
in the strategic planning since the legal framewarkit have only been set in 2012. The
first two products were the National Security Stggt and the National Military Strategy
issued in 2012. Therefore, it is no wonder thatel&no tradition or practice in elaboration
of a civil security strategy. The situation on thditary side is significantly better due to
our NATO membership. From 1999 Hungary participatethe NATO Defense Planning
Process that requires a mid-term, strategic-lelaglning to develop our military forces and
capabilities. This planning process currently fietsso-called capability targets for the de-
velopment of our military forces and capabilitigs2936. These goals are integrated into
our national defence (strategic) planning prodessaking them down into a ten-year time
horizon, and allocating resources for its impleragah. In this way, according to the Hun-
garian regulations, plans and ideas for the devedop of the armed forces are available
for ten years in advance. After implementing thgsals and objectives, the planned mili-
tary forces and capabilities will be available toyide responses against the expected se-
curity challenges of the given period. This forwéwdking strategic planning procedure is
missing on the civilian side to plan and develojliein capabilities (critical infrastructures)
in a structured and systematic way.

The objectives and requirements of the NationauBggcStrategy (NSS) issued in
2012 (Government Decree-l, 2012) were only brokanrdby the military side in the Na-
tional Military Strategy (NMS) (Government Decrded012), and further detailed in the
10 Year National Force Development Plan and instiet term National Force Develop-
ment Program. With regard to civilian capabilitidgere is no an integrated strategic plan-
ning system, which would include all elements & dnitical infrastructures representing
the other side of the “security coin”. The militagigle cannot exist without civilian capabil-
ities, and vice versa, they together form the "siges of the security coin." In order to
answer the complex challenges of our current wairhtly complex responses could be con-
sidered appropriate with the combination of cap@sl from both, military and non-mili-
tary dimensions. Therefore, we propose the follgygttucture to develop an integrated and
balanced national security planning system:

National Security Strategy

e T

National M|||tary Strategy National Civil Securitv Strate(

1 v

- 10 Year National Critical Infra-
10 Year National Defence De- structure Development Plan
velopment Plan i
v 2020-2026 VZ National Critical
2020-2026 XY National De- Infrastructure Development Prg-
fence Development Progran gram

2. Figure: Proposed structure for the national $égic planning of security (Own edition)
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The purpose of the NSS is, based on the analyslsedecurity environment and
the expected security challenges, to determinendienal goals and objectives including
the way to achieve them together with a comprekersistem of the governmental instru-
ments by which Hungary can enforce its nationaliggcinterests in the international po-
litical arena.

Based on the goals and guidelines set out in the, ki NMS and the National
Civil Security Strategy (NCSS) break down the expeduture threats and challenges fac-
ing the country and the possibilities to addressrtlin their strategic tasks and objectives
at the level of sectors. Based on the securityaterand challenges identified by the NSS,
scenarios and course of actions will be developedddel the potential responses with the
use of combined (military and non-military) capdlas defining the order of employment
for both sides. Based on the results of modeliragnrdirections and priorities for the force
development and the sector-specific developmerthiocritical infrastructures will be de-
termined, as well as the necessary tools and ressur

The 10-year development strategies/plans conta&rytialitative, quantitative or-
ganizational and other requirements, as well asdbgh schedule and resource allocation
of the developments specifying the involved sewvioe the military side in line with the
guidance and the priorities defined in the NMS. $ame procedure applies on the civilian
side as well to prepare a 10 year developmentfpliowing the requirements above with
the involvement of those sectors, which are inéiddor prioritized development in the
NCSS. In case of critical infrastructures, the @lon of developments and resources to
certain sectors is of course a more complex teesk i the military side, since critical in-
frastructures involve several sectors and inclumeonly state-owned companies but also a
large number of private and multinational companidserefore, wider variety of tools is
needed to achieve the desired developments andtineats. In addition to legal regula-
tions, it is possible to achieve strategic goalsntyoducing financial, economic and other
incentives, or through state security investments.

In both cases, the development programs are corsid@plementation program
plans, which include all details of the acquisitaond the development processes including
the defined quantitative and qualitative requireteeresources, terms of payment, dead-
lines, training, education, operational and logsprocedures, and so on. We think that the
well-tried NATO approach for development of miligazapabilities by using DOTMLPEI
system was successful for long time, thereforeputid also be applicable for the develop-
ment of civilian capabilities.

The comprehensive interpretation of security asdnitroduction into the national
strategic planning system is currently a rough eptidoased on a flexible adaptation of the
long-standing military security planning systentite elements of the non-military security
dimension, taking into account the specificationgioating from the differences of the
dimensions. The structure and procedures outlibegieaare in line with the 38/2012. (lll.
12.) Government Decree on the Governmental Sti@t€gintrol (Government Decree,
2012), which provides an opportunity to establishzontal co-operation among the sectors
in parallel with the implementation of strategiemhing in each individual sectors. A de-
tailed planning procedure should be developed thighinvolvement of all participants and

3 DOTMLPFI - Doctrine, Organisation, Training, Material, Leadership, Personnel, Facilities and Interoperability
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a proper regulation of the planning activities dddee ensured. The comprehensive plan-
ning of national security should be carried outoordinated by an organization/authority
above all sectors, as the emergence of inter-sedisputes and conflicts of interests are
almost inevitable, since several sectors wouldpnés this activity as a reduction of their
power or a possibility to access to additional veses. However, it should be noted that in
general, crisis management is a governmental taskhich a significant and substantial
part of the sector’s power will be removed from $ketors to the central management (gov-
ernment), therefore it is evident that the centrahagement should be empowered to con-
duct strategic planning and control all the prefiana for crisis situation. At the same time,
the individual sector-specific development stragegieed to be complemented by the plan-
ning and controlling of the implementation of stgit security tasks and developments
defined by the security strategic documents.

FINAL THOUGHTS

We believe that, due to the changed security cistantes, a significant change is
needed in the approach of security, with puttingad@mphasis on the military and non-
military dimensions of it, as they constitute tdgetthe security as a whole.

In line with it, the mandates and tasks of inteore! organizations involved in the
European security need also to be reviewed, simeedronavirus epidemic is the second
crisis (first was mass migration) in short time whwtions had to face all problems alone
without international assistance in anticipatinggventing or dealing with it in a coordi-
nated way. The result of review, of course, alspedes on the willingness of nations, if
they insist on maintaining the status quo demotistraheir sovereignty, they will only
achieve a “slice of security” with the military démsion. However, the military dimension
itself will not be enough to overcome complex abiadjes, without developing non-military
dimensions, nations will lose the complexity ofithgtential responses for complex chal-
lenges.

From a national perspective, we also propose tovich broader approach of secu-
rity and a comprehensive interpretation of secutitgensions. As a part of this, it is rec-
ommended to introduce the non-military dimensiothia strategic planning system of se-
curity and to extend the well-tried military plangisystem to the non-military sectors, tak-
ing into account the necessary flexibility andsipecific features.

The longer-term development plans (10 years) basezbordinated priorities and
systematic use of budgetary resources could etfseidevelopment of the targeted military
and non-military capabilities and assets, whichmvire likely address complex challenges
in case of a potential crisis.

Detailed procedures for the strategic planningeausity should be developed with
the involvement of all participants and the appiatprregulation should be ensured in ac-
cordance with the 38/2012. (lll. 12.) Governmenti2e on the Governmental Strategic
Control.
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