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Abstract

Absztrakt

Closing the technology gap is a very diffiA technologiai rés megszintetése nagyon

cult and fragile process for many regions
the world, in particular in Africa and su
Saharan Africa, which will be explaing
below. There is growing evidence of st
cessful technological development in {
region. It especially affects informatig
and communication technology, but al
agriculture and other sectors. Both univ
sity research and co-funded technology
velopment projects are important sour
of technology development in the ecd
omy. This paper on certain questions re
ing to biometric technologies focuses
the analysis of key sectors and actorg
these processes, and in addition to detai
the difficulties posed by development ga
suggests the possibility for faster techi
logical development ‘leaps’.
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olehéz és torékeny folyamat a vildg szamos
brégidjaban, Afrikaban és kiléndsen Afrika
2d5zaharatol délre fekv részén, amely e
Icsikkben kerul kifejtésre. Egyre tobb a bizo-
heyiték a térségben a sikeres technologiai
rfejlédésre, amely leginkdbb az informécids
sés kommunikacios technolégidk terén fi-
egyelhett meg, de érinti a mégazdasagot,
dés mas szektorokat is. Mind az egyetemi
césitatas, mind a tarsfinanszirozasu techno-
négiai fejlesztési projektek fontos fejlesz-
aési forrasok a gazdasagban. Ez a biometri-
okus technoldgiakhoz kapcsol6éd6é egyes
kérdéseket vizsgéld cikk az e folyamatok
lidtal érintett kulcsfontossadgu agazatok és
zerepbik elemzésére Osszpontosit, és a
ndejlesztési hianyossagok altal okozott ne-
hézségek részletezése mellett felveti a
gyorsabb, fepjdési ,ugrasok” lehéségét
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INTRODUCTION

Technological development as well as technologysfiexr from abroad depend on
a number of socio-economic factors and requiresaiip environment. These include fac-
tors such as existing infrastructure, human capiéalelopment and education, the legal
framework, in particular intellectual property righinformal institutions, research and de-
velopment opportunities, and access to education.

This process can be of utmost importance agaiteckta the process of knowledge
transfer of technology and resulting applicatiomdvation and development in the field of
biometric technologies. Technologies based on hinmidentification have been evolving
and spreading at a very quick pace in a wide rafg@plications in recent years. And this
process, combined with proper attention and daigeption regulations, may create a pos-
itive impact.

The European Commission has drawn up a propos#&iogrg minimum require-
ments in the field of security policy, includingetimequirements for a passport with bio-
metric identifier. In Brussels, two years before thnited States, a visa-free travel with
biometric passport conditional had been made, asdgorts with two biometric identifiers
were agreed on. The Commission mentioned the fongeras an option that was at the
discretion of the Member States. At the same tilnproposed the creation of a central
database containing the fingerprints of all Europeitizens, i.e. no less than 450 million
EU citizens [1].

Consequently, many African governments are devetppcience and technology
policies, establishing ministries of science anitensities of engineering, devoting more
resources to targeted science development progeardsstepping up international cooper-
ation with organizations such as the World Bank,BAIDB, DFID, CIDA, UNCTAD,
UNESCO that develops science and technology cagagiding programs [2]. At the same
time, a number of local-level projects are undenivaeifrica and consist of a bottom-up
position on the technology development agendas toteworthy that there are areas of
research and technological development in somerseof African economies, most of
which are not related to the markets of the ref@nMoreover, these markets have great
potential and will become increasingly importanttia global economy.

And while biometric technologies can be considesestire in general, and are more
difficult to compromise as well, we must not igndhat these systems have also weak-
nesses. This paper cannot cover the technologpaicés and full spectrum of the dangers
of biometric identification technologies, but willention some of the fundamental concerns
especially in connection with African applicaticspecifically.

BIOMETRICS AND BIOMETRIC TECHNOLOGY

Biometrics uses some characteristics and marketsegderson that are unique and
easy to digitize. These biometric features areef@ample the fingerprint, the voice, the
vascular network of the cornea, or the shape ofabe [4]. In addition to the immediate
advantages of biometrics, it also has a numbeisafldantages. Simpler solutions are easy
to deceive, but more sophisticated products arg egpensive. In many cases, there may
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be hygiene or data protection issues (due to tiseilpiity of covert surveillance). Never-
theless, biometric methods combined with biometaies considered the most reliable so-
lutions for user identification.

Although many methods can now be used for the bioenieentification of users,
methods based on fingerprint identification carcbesidered almost dominant. The adop-
tion and widespread use of alternative method®itainly yet to be seen. The primary
explanation for this is (despite its relative ina@xy) the fact that due to its low feasibility
and user-friendliness, fingerprint-based identtf@a is currently the most popular bio-
metric technology. However, for the sake of a nam@plete picture, it is advisable to look
in other directions as well.

There are many sources about biometrics as arifidatibn procedure, but almost
no systematic material has yet appeared on itsamitle.

» Biometrics [Greek] can be defined as biostatistigahntitative analysis and statis-
tical comparison and scientific processing of lgzmrganisms, their body parts and
their life processes [5].

» Biometrics is the identification of a person witleasurable physical and biological
characteristics [6].

» Biometrics (ancient Greek: bios = "life", metrorimeasure"”) is the identification
of a person based on the measurement of one oruniapge physical or behavioral
characteristics. The use of biometric data throagiomated methods to establish
identity based on measurable physiological (physarad behavioral (behavioral)
traits such as fingerprint or voice [7].

» Biometric identification is a type of personal itiination, an identification proce-
dure based on different, measurable biologicatsirahysiological or behavioral
characteristics of a person (biometrics) [8].

Advantages of biometric identification:

* The method actually identifies the person himsetiblf, and does not check for
indirect characteristics such as a password othaycan be stolen or decrypted.

» Using the right tool or technology, it is possilbbemake sure that the sampling
comes from a real living person; consequenthgitgicantly reduces the possibility
of deception.

* A silent alarm may be possible if, for example, tago finger is used to read a
fingerprint or another password is used for vogeognition.

Disadvantages of biometric identification:

» Most methods require special hardware that iscpiiie expensive.

» For people with disabilities, the method may noapplicable.

» From a hygienic point of view, solutions that requphysical contact may cause
problems.

» The examined characteristics can vary in time @salt of illness or injury.

» The results of the readings are never exactlydheesso the sensitive point of these
systems is the degree of fault tolerance, as #msdegrade the reliability of identi-
fication in terms of both false acceptance andefadgection.
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» Repetitive deception is possible in several cased) as voice-based authentica-
tion, whose attack mode may not be defensiblelicasdes and its prevention is
quite expensive.

* The computer may not be able to verify the autleggtof the scanner hardware,
so it may be the target of attacks.

Legal or privacy issues may be raised in caseeo$dlan that is performed remotely
without the person's consent (such as facial ifieation). These and wider problematic
areas lead directly towards the questions of Hutbretical and practical application.

THEORETICAL AND PRACTICAL DILEMMAS OF APPLICATION A ND
APPLICABILITY

From the point of view of this paper, three arleapplication deserve special attention.
Travel control.

For a variety of reasons, there is an increasiggirement to let people travel via
planes, ferries, and even trains to be individuabjistered, with interim checks at multiple
locations. Today these requirements are mostlygbdtiiven by security concerns, visa reg-
ulations and other such reasons. And, becausentberd of people traveling is already
large and is predicted to increase at significatés, all organizations involved in the man-
agement and control of mass transportation indissare very interested in the rationaliza-
tion and automation of necessary procedures. Shispecially the case in the activity of
the International Civil Aviation Organization. Theessure caused by the growing number
of passengers is surely one of the most significaagons for the introduction of biometric
passports, visas and other controls/documents.ofganization recommends very clearly,
that “Contracting States should incorporate biometricadiattheir machine readable pass-
ports, visas and other official travel documentsing one or more optional data storage
technologies to supplement the machine readable, zznspecified in Doc 930[®].

Financial and other transactions requiring authorization.

It is already apparent in finance-utility applicats, that money in physical form
(bank notes and coins) is being replaced more aoré oy the virtual forms of financial
transactions — digital transactions via data baseyeToday this happens in the form of
credit or bank cards, pocket electronic money, ldtwvever, it is clear that, in most cases,
the physical card is not important, because mosejirectly connected to a person. The
spread of biometric authentication in the econaseictor (i.e. banking and trade) will de-
crease the need of physical objects, such as easitsce virtual money can be directly
connected to a person (or to the legal personk Wil result in a significant change both
in the behavior of people, but also in the abgitieat governmental organizations will have
in their surveillance of money movements (finantiahsactions).

Remote voting (authorization).

Perhaps the most important change in society wibhtought about by the creation
of an entirely new market for biometric devicest thdenominate asemote authorization
The merge of existing and future networking develepts with biometric solutions will
allow people to have the opportunity to authorizeide range of transactions (e.g. voting,
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purchasing, accessing, decision-making authorizateic.) via the network, from remote
locations.

It is interesting and characteristic that biometiétso played a role in the identifi-
cation of soldiers in African peacekeeping opersifi0].

In many ways, the following two examples of refugaenps or elections are at least
as relevant:

A) The Yidai refugee camp: 80,000-100,000 refuge&\NHCR pilot project for the
biometric registration of the entire populationtbé camp, if successful, will be
introduced amongst most refugee camps around thd.wo

* benefits:

0 cost efficient,

0 equal redistribution,

0 combined with digital maps, a wealth of informatmmdiseases and logis-
tics

e risks and unintended negative consequences:

o0 data management and protection practices compliance

o0 complete lack of a complex legal background,

o long-term consequences for individuals, reinforttes 'refugee is not a
full-fledged person’ mentality,

0 ’cheap image campaign opportunity’ for technologynpanies while also
providing testing ground for uncontrolled testirfgiew, less reliable tech-
nologies

B) Voter Registration in Kenya [11], 2013.

* An exponentially rising cost of the African elect®o(Congo $ 360 million, of
which $ 58 million for biometric systems, Ghana /&4 Kenya 293 / ~ 100),

* The Kenyan election cost $ 20 per vote (averageaan cost $ 1-3 / vote),

« Contracts, citing business interests are completetinon-transparently confiden-
tial.

On the basis of all this, we can draw a conclusibthis stage. The triple benefits
of technology companies, which are separate fraptiblic good, are as per below:

» Africa can be a source and field of innovationaéfitom, demand and opportunities,

» This could be a part of an image campaign and s, $is many costs can be ac-
counted for, as aid or social contributions,

» Huge profits due to universal data entry practiggsntity cards, refugee camps)
and unclear legal situation, in most cases witly \@ng-term and unilateral con-
tracts

A RESEARCH DIMENSION - DO DEVELOPMENT GAPS DYNAMIZE OR
PARALYZE?

More efficient use of existing resources through development of science and
technology is crucial for economic development.aAgorthy component of the concept of
wider sustainability, it has become an importaatreint of policy strategies at national and
regional level in most countries [12].
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However, in terms of science and technology, the lggtween economically less
developed regions around the world persists. D@egl@ountries seek to finance innova-
tion and new technologies to gain competitive athga in global markets, while develop-
ing and emerging economies seek to catch up weHetel of technological innovation
achieved by the former group. African countrieséhakiown interest in enhancing the re-
gion’s technological potential since the 1980s, thettechnology gap persists. It is often
related to the lack of a specific policy that wodlefine and guide their actions and the
ineffectiveness of existing policies to guide pielec The proliferation of biometric technol-
ogy examined in the following chapters could berefunner of African telecommunica-
tions. It is also a question of how this relatiapstan be operationalized and justified.

According to a survey by the Internet World Statsstthe proportion of Internet
users in Africa was 28.6% in 2015, and has beewigghdynamically year by year ever
since [13]. It is important to note that the rdi@eceptive for sub-Saharan Africa. That is
caused by the fact that people in countries likgpEgViauritius or Morocco often do not
use internet at home leading to a significant défifee between individual access and the
overall level of access and usage.

Very Few Africans Have Landlines
Do you have a working landline in your household?

Noe Yes
Senegal 94% 1 6%
South Africa 94 K
Kerya 97 ] 3
Tanzania 98 | 2
Ghana 96 | &
Nigeria 97 | 1
Uganda 98 | 1
mepian o7 [ 2
us. 40 [ s
Note: Percentages based on total sample. Median percentage
excludesthe U.S.
Source: Spring 2014 Global Attitudes survey. Q160 & LL

PEW RESEARCH CENTER

Figure 1 — Fixed line phone saturation in Africa

Mobile phone penetrations have grown at a muclefastmarkable rate. Taking
the continent as a whole, the proportion of adwits a mobile phone increased from 1%
to 54% between 2000 and 2013 (see Figure 2).

The digital revolution began in 1999 with the irgian of telecommunications com-
panies KenCell and Safaricom into the market. Anthe years since, mobile communica-
tion devices have begun to play a very significate in the African economy. In Kenya,
for example, a banking service called M-Pesa magedsible to transfer money even to
those who did not have a bank account. It was a bbgnge because before that, only 15%
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of the population had had a bank account, but n@myghing from buying gasoline to pay-
iIng wages or even tuitions can be arranged.

Cell Phone Ownership Surges in Africa

Adults whoown a cell phone

100%

Kenya 82
Tanzania 73

Uganda 65

Source: Spring 2014 Global Attitudes survey. Q68

PEW RESEARCH CENTER

Figure 2 — Mobile phone ownership dynamics in Asfric

Tens of millions of dollars move through M-Pesaergwday, saving you time and
money on travel, eliminating the dangers of transpg money, and boosting your cash
flow. Similar systems have been developed in otbentries.

And although the number of Internet users is grgwapidly, more than half of the
world's population still does not have access ¢oliternet [14].

However, some phone operators are making increa$iods to connect wider lay-
ers to the World Wide Web in the African marketiwdimartphones tailored to local, rural
needs.

The continent’s two largest mobile operators, MThG in South Africa and Or-
ange SA in France, have cut into the sale of sfirmglsmartphones in recent years, which
are being offered to the African population livimgmodest conditions for just $ 20. The
devices have a smartphone “brain”, while their @paece evokes the heroic age of
handheld phones.

About 100 million units of phones with special sadte are planned to be sold this
year, a 50 percent increase, making KaiOS oneeofrtbst dynamically growing mobile
operating systems in the world.

Google also saw the potential in the company, thightechie investing $ 22 million
in the software development company last year, whéceived another $ 50 million in
support from investors in May this year. The ragrowth of the company exemplifies that
even a mobile phone that can be purchased for dhewsand Forints can become an im-
portant innovation.
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EXPERIENCES OF EARLIER TECHNOLOGICAL SHIFTS AND 4G
REFLECTIONS AS 5G IS COMING

According to a statement issued by the ITU (Inteomal Telecommunications Un-
ion), there were already 3.3 billion mobile phonexcribers at the end of 2007, represent-
ing 49% of the world's population. Of course, iedn’'t mean that every second person
actually has a cell phone, as business customegsticular often have separate private and
business numbers.

Telephone subscribers and Internet users
(in billions), world

——Main (fixed) telephone
3 —+ lines
=—m==Mobile subscribers
Internet users

2000 2001 2002 2003 2004 2005 2006 2007

Figure 3 — Early regional dynamics of fixed-motshaft, 2000-2007

The fastest growth is in Africa, where the numbdesubscribers increased by 39%
between 2005 and 2007. Asia saw a 28% growth treesame period. India acquired 154,
China 143 million new subscribers in the last tveang. Landline subscriptions are con-
stantly being pushed into the background, with dri%% of all subscriptions in Africa, for
example, landline. The number of fixed line sul@is worldwide was able to show a
1% increase. In many cases, new landline subsmniptire linked to growing internet sub-
scriptions.

Mobile penetration 2007

110 /1 Mobile cellular subscribers per
100 inhabitants

—»—CAGR (%) 2005-2007

78
72

49
37 39

| "7

| . | 28\%<
178—+22 —_—
13 .“_"‘—'*—58 BT ]
|
Europe Oceania Americas World Asia Africa

Figure 4 — Early regional dynamics of mobile peagtm, 2005-2007

The introduction of 4G in Africa, on the other hahds been characterized by in-
sufficient start-up energy and investment for depaient. Due to the high cost of installa-
tion, implementation was initially slow. Withoutalecoverage, consumers could not access
a good 4G network, which allowed them to use thecgs properly.
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This has reduced consumer engagement / interésghrspeed technologies and,
as a result, usage and acceptance have not eveovedpas coverage has increased (from
10% in 2014 to 46% in the third quarter of 2019).

With this in mind, it may be interesting to see hthe fate of 5G technology is
evolving in Africa. The other previous shifts war®re successful by leaps and bounds,
and even skipped further significant improvemeathe fixed network itself, and it imme-
diately switched to mobile in the field of telecommnications.

APPLICATIONS OF BIOMETRICS IN AFRICA

In Nigeria, initiatives related to national idergdtion systems, exploration of pay-
roll accounting, ensuring the integrity of studelgctions and secure retail payments in the
country have been coupled with initiatives rela@dobile services, elections and mobile
banking. Airport identity systems have also plaggarominent role in industry news, and
a series of articles delving deep into the presisisges of the biometric ecosystem contin-
ues to review facial recognition policy, focusing mossible U.S. regulations.

In a single Nigerian state, more than 17,000 emptyt-related frauds (such as
bogus employment) and similar technology have hesea for student elections and bio-
metric-backed ID cards can be issued to the eptiprilation. However, Tanzania’s prob-
lems with SIM registration and Ghana’s resistammcadw voter registration illustrate the
ongoing delays in digital ID projects in Africa.&parate story could be told of two banks
in Nigeria and South Africa launching facial recitigm services, the former for cardless
retail payments and the latter for mobile app autibation.

One company integrated contactless fever detegtithrts facial recognition prod-
uct, and another integrated fever detection anthlfétometric terminals with payment
technologies to deploy public transportation.

Singapore’s national digital identification systesradding a facial recognition au-
thentication service to kiosks at banks and goventroffices to remove service passwords.
The government is also working to open the SingRadsile app and provide facial recog-
nition to elderly people in Singapore and overselas may need the service but can’t get
to the kiosks.

AirAsia is transforming its brand with biometricsdhbig data by offering new ex-
periences to its customers. The company operapesate iris-biometric experiments and
a fast-track airport accounting experience systEMCES) developed by the partner to
manage travelers.

Influence groups provided two guidelines for the o$ biometrics and other Al
systems this week. The five principles of the Pgoricand the Roman Al ethical call, which
include a group operated by the Vatican, Microd&®#/, and others, have many things in
common, starting with responsible and reliable meguents for systems.

In Morocco, the moratorium on the use of biometaicial recognition has been
extended until the end of 2020, with a decisiotigyCNDP (National Commission for the
Control of Personal Data Protection) leaving ogengossible experiments and introduc-
tion of certain technologies in certain areas.
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Experiments with facial recognition and other bidmeedata may be permitted on
a case-by-case basis, and the CNDP is committegtloring all solutions that could di-
rectly or indirectly contribute to reducing the hbaisks of the coronavirus pandemic emer-
gency.

The CNDP notes in the announcement that it cugr@mibritizes addressing health
risks and plans to include as a partner an assessine “proportionality of technologies
to targets” that could contribute to tackling thrésis. It also makes recommendations on
"the national architecture of identifiers and tisgablishment of a national third-party sys-
tem for trustworthy biometric authentication medkars".

CNDP is committed to supporting the developmerat data-centric economy with
added benefits through data management. And @hatso one of the reasons for the ban)
he expressed reservations about service providach, with its own biometric database,
which is often maintained outside the Commissipmisdiction.

There is a need for a national decision on theofisethird-party database for au-
thentication, whether in the public or private secand a reliable third-party system can be
set up according to the technical specificationtwefew version of the National Electricity
Utility. More specifically, the CNDP notes that demtials and usage data should not be
stored together and that special sector identiiarsbe used to develop detailed data pro-
tection policies.

“The CNDP therefore proposes identifier architegtatrthe national level that takes
into account constitutional, economic, social aexhhical requirements,” the panel wrote
in its discussion paper.

The CNDP also intended and intends to confirm thens of manufacturers and
service providers that their technology allowsdonsultation without biometric data stor-
age, and will consult the DGSSI (Directorate Gehef&ystem Security Information) on
future national.

OPPORTUNITIES AND RISKS FOR THE FUTURE - SOME RELEV ANT
DIMENSIONS OF SECURITY AND AFRICAN MANIFESTATIONS O F DATA
PROTECTION

The United Nations resolution of 14 December 19@tich sets out guidelines for
the regulation of computerized personal data fikegapt binding.

On a more global basis, therefore, legal reliaeties heavily on the broader pro-
visions on personal data. However, such provissamasometimes not able to fully interpret
and manage biometric data.

In the EU, however, the General Data ProtectionuReipn (GDPR), the General
Data Protection Regulation, is directly applicablall 27 Member States of the European
Union and the United Kingdom from May 2018. In tHisometric data is clearly defined
and protected.

e Harmonized framework within the EU,

* The right to be forgotten,

e "Clear" and "affirmative" consent,

» Strict sanctions for non-compliance with thesesule
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However, outside the European Union, the levelrofgztion depends on the leg-
islation in force. Assuming there is such legislatiAn example of this is the United States,
where three states (lllinois, Washington and Tepasfect biometric data and 47 do not.

A more activist example is the California Consumata Protection Act, which is
a significant step forward for the country. It iropes the data protection rights and con-
sumer protection of California residents from Jamuda 2020.

The CCPA could serve as an example elsewhere &pirsdp future legal frame-
works.

African nations have also taken steps to align WithEU GDPR, with a specific
focus on data protection in their unique environmen

The Mauritius Data Protection Act could almost sea¢ a roadmap in other parts
of Africa by making the law accessible through egbes and multilingual documents.
Kenya's 2019 Data Protection Act was also importawsecuring local adjustments, which
could provide significant control over the goverminesage of people’s data.

Togo’s legislation also goes beyond the GDPR igating people’s data intercon-
nection.

It can be said that African countries are adoptiraglern data protection laws that
are related to the GDPR, but not copies of it. Mueg, the new African laws show their
own way of thinking and approaches to today’s nposssing and important data protection
issues, tailored to the African situation.

As for innovation and development, many African gmments have recognized
their importance. Therefore, the government of @haot only ensures macroeconomic
stability, but also aims to promote the constructid at least one factory in each disfiict
Ghana has also started to digitize public servikesuture, every Ghanaian will receive a
biometric ID in order to set up a database forises/- for example in the health sector.

With adequate security and data protection meadimesetrics can both be an en-
abler of political freedom, voting or healthcareansource of innovation and economic
growth.
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