Security Systems

FUNCTIONAL SAFETY OF ROAD VEHICLE
INFOTAINMENT SYSTEMS

‘ Biztonsagtechnika 39

K ®zUTI JARM U INFOTAINMENT REND-
SZEREK FUNKCIONALIS BIZTONSAGA

DEVENYI Géza

Abstract

This paper investigates the challenges &
due to the increasing performance
complexity of In-Vehicle-Infotainmen
(IVI) systems. Mass production road \
hicles implement more and more highly &
tomated driving functions. The VI
systems are interconnected with these fu
tions as well as are in close interaction w
the driver. Therefore, the IVI-systems &
considered as safety-critical. The proper
teraction with the driver can play a si
nificant role in the controllability of haza
dous driving situations. The requireme
on providing valid information, e.g. geol
cation, to other critical functions make t
IVI-systems safety-critical. [VI-systen
malfunctions of self-driving vehicles ca
have the potential to lead to the violation
critical transportation infrastructure. Tk
compromise of critical IT-infrastructure
e.g. cloud-based navigation, can have
potential to lead to malfunction of the IV
system of self-driving vehicles.
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Absztrakt

ridecikk a kozuti jarnt infotanment rendsze-
ek (IVI) novekw teljesitményédl és
t komplexitasabdl erdéd kihivasokat tag-
dalja. A sorozatban gyartott kozuti jatim
ek egyre tobb magas szinten automatizalt
-vezetési funkcidt valositanak meg. Az VI
mendszerek Osszekottetésben vannak ezek-
itkel a funcidkkal valamint szoros interakci-
réban vannak a janinvezetjével is. Ezek-
ilél addéddan az IVI rendszereket egyre in-
gkabb biztonsagkritikusnak tekintik. A ve-
r-zevel tortérd megfeled interakcié alap-
Nigetd szerepet tolthet be veszélyes vezetési
bhelyzetek kezelésében. Ez mellett a mas
h&ritikus funkciok szdmara tortérvalds in-
nformacék (pl. geolokacid) szolgaltatasa is
wkritikus feladat. Onvezétautok VI rend-
azerének hibas ttkddése kritikus szallitd
nénfrastruktirak veszélyetetéséhez vezethet.
sKritikus IT infrastruktarak (pl. felth alapu
thavigacio) veszélyeztetése is magaban hor-
I-dozhatja annak leh&tégét, hogy az dnve-
zeb jarmivekben hibas VI rendszerim
kodéshez vezess:

Kulcsszavak

nautomatizalt, kozuti jardy kritikus, info-
tainment, rendszer

Head of Quality and Safety / Min&séguigyi és funkciondlis
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INTRODUCTION

The new road vehicles continuously implement maow more automated driving
related features. The ultimate goal of the techywldevelopment in the automotive in-
dustry is to produce fully autonomous cars, that dave everywhere in all conditions.
Until reaching that advanced state, the technoleijyhave to get over several maturity
level. Due to the nature of the automotive busingmestechnical complexity of the autono-
mously driving cars and the related critical infrastures, the continuous development is
impossible without properly analyzing the whole texh. This paper briefly describes the
main VI system components, highlights the autoweotiontext and the relation to critical
infrastructures.

BUILDING BLOCKS OF IVI-SYSTEMS

A general sketch of a premium passenger car caedrein Figure 1. Not all these
system blocks can be found in each passengeraae Blocks are new developments, and
some have already undergone major changes. [1jriEme function of the IVI is still pro-
viding a Human Machine Interfaces (HMI) in the \ai The development of a HMI is a
complex, interdisciplinary challenge. [2] As perather vehicle domains, as well as in the
IVI domain, the electronics and the software wérermost innovative technological areas
in the last decades.

Figure 1 [3] Passenger car In-Vehicle-Infotainment system

The brief description of the building blocks listeelow as per numbering in Figute

The head up display (1) is a small transparentlgar@oject a limited amount of
information on, mainly to inform, alert or warn tkheiver. This component is one of the
latest developments in the automotive 1VI systeitns. usually a compact, digital compo-
nent. The instrument cluster (2) is one of theinabbuilding parts of the IVI systems. It
also presents critical information to the driveg. &ehicle speed, information on the engine
condition. The new premium category cars are ayrédted with Liquid Chrystal Display
(LCD). Due to reliability purposes, e.g. the saf&ttical warning functions have not always
integrated in the LCD screen but are still usingjvidual (Light Emitting Diode) LEDs.
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The steering wheel controls (3) include severaldmst and switches integrated in the ste-
ering wheel for the comfort of the driver. Vibragieffect can also built in the steering
wheel to provide a diverse way of warning for thieet. This warning function can already
be considered as safety critical. The head unitg)function as the actual brain of the IVI
system. For all future cars, it will include a tbiscreen and a reasonably powerful hardware
is able to meet performance requirements of thalled Operating System (OS). It usually
includes a Global Positioning System (GPS) recefiwethe navigation and a Subscriber
Identification Module (SIM) card for the mobile amection. Its control can be fully
touchscreen integrated depending on the desigmeafdncerned brand and car type. This
control integration tendency supports the costetdn by removing the hardware buttons
and switches. Since the head units by now can mmge a hypervisor and can run several
OS, the software architecture became hierarchiwélcamplex. This aspect is becoming
essential, as the safety critical part of the CsSthde free from interference with other non-
safety critical parts of the OS or other OSs. Tilwhigecture of future IVI systems will be
modular to complyvith the technical complexity and the increasingiber of the software
suppliers. This sort of modularity will demand matdevelopment processes as in the de-
sign phase as well as in the integration phase céhtol panel (5) is placed in the center
console and interconnected with the head unit. Eveagh the increasing number of fea-
tures integrated in and controlled by the head, loti of Original Equipment Manufactu-
rers (OEM) keep this block, as this is the easiast safest to use controlling components
while driving. It is usually pure electronics, fulintegrated component and therefore has
no demanding requirements for the system and theae level development processes.
The microphones and speakers (6) are the genati@ eomponents of the IVI. Their im-
portance and the concerning requirements on thebigly and the quality are increasing
as voice recognition features develop. At thisst#ue speakers generally have a significant
role in the driver warning part of the safety cqotce

DRIVING AUTOMATION
SAE J3016 — Levels of driving automation

Program managers and vehicle level designers loavake decisions on the level
of the vehicle driving autonomy from the concepag of the development. In order to
provide a common terminology for the industry, tBeciety of Automotive Engineers
(SAE) International issued the J3016 standardl'f¥ standard defines six levels of driving
automation as per Table 1. It shows the respoitgiloil the environment monitoring and
the driving at each level. Level O refers to thedst level of automation, meaning there is
no driving automation at all. Level 5 refers to thghest level of automation, meaning full
autonomy. At this level both the environment moniitg and the driving functions are car-
ried out by the system under any circumstancesehns, that there is neither pedals nor
steering wheel in the vehicle.

Level | Environment monitored by | Driver Example
0 Humar Humar Lane departure warnil
1 Humar Humar Lane centering OR adaptive cruise cor
Lane centering AND Adaptive cruise cont-
2 Human Human .
rol same tim
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Level | Environment monitored by | Driver Example
Human
3 System OR Traffic jam chauffeur
Systen
4 Systen Systen Local driverless ta:
5 Systen Systen Same as Level 4 but in all conditic

Table 1: SAE J3016 Levels of driving automation

Advancement of the autonomous driving technology

Gartner hype cycle [5] is a visual representatibthe advancement, adoption and
application of different emerging technologieswis developed and introduced by the re-
search and Information Technology (IT) firm Gartirer. The hype cycle has been used by
Gartner since 1995. Figure 2 shows the hype cuitreits dedicated phases and the positi-
ons of Autonomous Driving Level 4 and 5 in 2019.

AVISIBILITY

Peak of Inflated Expectations

Aut@nomous Driving Level 5

Plateau of Productivity

AutonomgqUs Driving Level 4

Slope of Enlightenment

Trough of Disillusionment

TIME

>

Technology Trigger

Figure 2: The hype cycle

The horizontal axis represents the time with nenitefscale. The vertical axis rep-
resents the visibility of the individual technolegj also with no definite scale. The main
purpose is to show the actual position of the iitdial technologies and their relative po-
sitions. The positions of the technologies candyapared to their positions in the previous
years. The advancement of the technologies alornvg @an be varying. Some technologies
simply disappear before reaching the Plateau ofiltivity. Some technologies are not
recognized in the early phases. Anyway, the autausndriving technologies have been in
the highlight of the researchers, the automotiwelipers as well as the marketing sector.
Therefore, there has been plenty of informationlalke on this field. Table 2. lists and
briefly describes the phases of the hype cycle.

No. Phase Description
1 Technology | The initiation of a potential technology breakthghuEarly concepts cal
Trigger trigger significant publicity. Usable products necessarily exists. Busi-
ness model is unoven
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No. Phase Description
2 Peak of Inf- | Early publicity start delivering news on failuressides the success stg
lated Expec- ries. Some companies take action; most don't
tations
3 Trough of Interest drops as implementations fail to be pro®averal technology
Disillusion- | developers quit. Investment continues only forgheducts meet the requ
men irements of early adopte
4 | Slope of En-| Successful concepts outline sustainable businedglsorhe technology
lightenment | becomes more understood. New generation produstsfaom survivor
technology developers. More enterprises fund pifojects. Conservative
companies remain cautio
5 Plateau of | Mainstream adoption starts increasing. Suppliezssisg criteria become
Productivity more established. Broad market applicability areva@nce are clearly
paying off. If the market size is big enough thiae technology can furt-
her grow

Table 2: The phases of the hype cycle

As per the 2019 hype cycle the autonomous drivéngll4 technology is well over
the Peak of Inflated Expectations period and iirggetlose to the bottom of the Trough of
Disillusionment phase. Perceptions with regardatitenomous driving can change quickly.
The speed of the autonomous driving technology ldeweent directly depends on other
technologies such as sensors, Three-Dimensionglg8ising cameras, Artificial Intelli-
gence. Fatal road accidents of self-driving carssignificantly slow down the social ac-
ceptance of the technology. According to Gartnsitsly, neither Level 4 nor Level 5 will
not reach the Plateau of Productivity in ten years.
SMDR categorization system

For some problems, the standard categorizatioevels of driving automation can-
not cover each aspect in the consideration. Fdysesof highly automated and connected
road vehicles, IT security also has to be takemaegtount. In such case, a specific Storage-
Maintenance-Driving-Routing (SMDR) [6] categorizatican be applied as per Table 3.
The SMDR categorization was developed at Obudadssity, Budapest, Hungary.

Categories Category S Category M Category D Category R
Abstract Property Thing Relation Control
categor

Aspect of ve- | Storage in vehicle Technical opera- Moving the ve-| Traffic control
hicle tion hicle
Problem Storage Maintenance Driving Routing
Level 1 Objects Traditional main-| Traditional dri- | Static routing
tenanc ving
Level 2 Creatures, speciall Controlled main- | Controlled dri- | Dynamic rou-
object: tenanc ving ting
Level 3 Humans Periodic mainten+ Automatic dri- | Central routing
ance ving
Level 4 Hazardous material ~ Automatic main- Convoy driving Community
1 tenanc routing

Table 3: SVIDR categorization of automated vehicles
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THE AUTOMOTIVE CONTEXT
Production Volume

The number of the produced cars is by order of nbadgs higher than that of other
safety critical systems, e.g. power plants or aimpk. Any critical problem resulting in a
recall of a car type can cost a lot for the OEM. tB& other hand, the big car factories
require huge investments, which can return in desaaly. Therefore, the industry is tra-
ditionally very cost sensitive, setting extremeégiht budget for the development.
Supply Chain

The supply chain extends around the globe andriscamplex. The responsibility
sharing between the parties is based on actuaiamstbut the players have to comply with
the global quality standard IATF16949 [7] by Intational Automotive Task Force. Taking
into account the increasing number of the softwagpliers, the standard requires the soft-
ware suppliers to build competency to carry out-aetessments on their own software
development processes.
Technical complexity

The complexity of the in-vehicle communication netlv continuously increased
as many new Electronic Control Units (ECU) were lenpented and connected to the ve-
hicle Controller Area Network (CAN). The volume tife software implemented in the
ECUs boomed along with the number of required featand the performance of the elect-
ronics hardware. A new premium car has over 100anilLines of Code (LoC). As a
comparison, a Boeing 787 has 3 million or less LIBL. Such level of complexity raises
specific requirements on the architectural desigriie system, software and hardware le-
vel), on the component interface specificationflenrelated integration test specification
as well as on the actual integration process.

Vehicle lifecycle

The OEMs traditionally have a very conservativerapph on the verification and
the validation of new technologies. For that reasslBMs want to see a product with fully
validated feature set by the Start of ProductiooP(SThis is a reasonable requirement to
reduce the risk of a recall campaign. On the offaed, IVI systems have an increasingly
stronger customer requirement to be able to addsystem features after the SoP. The
vehicle domains are more depending on the actudinzae, e.g. chassis, power line, usu-
ally can’'t be upgraded with new features. The dgweis therefore will have to specify
hardware that is more powerful and a properly maxdsibftware architecture. Taking also
into account the increasing technical complexitg full system validation before SoP is
getting a bigger challenge. This is also an impuardaea, where OEMs and the VI software
suppliers will have to come to a compromise. Sosad¢uires might be released with a lower
but still reasonable level of validation and mightupgraded based on the field experiences.
Tesla cars are already able to remotely updassftavare accordingly. [9]

Cultural differences

Due to the implementation of the direct User Irdeef (Ul) the VI is uniqgue among
the other vehicle domains. It is feature rich coragéo the chassis or the power line do-
main. Since the Ul is always, an essential pathefvehicle’s level safety concepts, the
developers have to take into account the targekebhanultural background. Developers
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working for global markets have to develop competeto deal with this aspect, which is
time demanding for the organization.
Personalization

Mobile users are used to their phone’s personahgstand want to keep using the
familiar Ul while driving or travelling in a car.lerefore, the IVl Ul has to be able to
dynamically adjust to the driver's and the passesiggevice settings. The trend of car-
sharing [10] strengthen the requirements on petizatian. This aspect creates information
security requirements too for the system, e.g.emttbation, authorization, and accounting
(AAA). [11]

Information security

Future autonomous cars will continuously moniter ¢éimvironment and send infor-
mation to the cloud where High Definition (HD) mdfg&] will be created and maintained.
The HD maps will be an integrated part of the tcadihd logistics infrastructure, which is
considered as critical infrastructure. In the séime, road vehicles will download HD map
data to feed their navigation functions. Comprongsihe map providers IT system can
have the potential to lead to hazardous drivingasions for individual vehicles, as well as
to traffic system level incidents. The in-car conmication network can also be compromi-
sed via the IVI system, which can lead also to taémss driving or traffic situations. The
root cause of the security gap can be either asetiacking or a malfunction of the Ul
integrating 1VI system. Thus, developers have @lyze the IVI system’s malfunction root
causes from information security point of view. &igersa, the VI system malfunctions
have to be considered as root cause of security. gap

Newcomers in business

With the integration of System on Chip (SoC), awatlisplays and high-perfor-
mance Graphics Processing Units (GPU) global, maity non-automotive OS providers,
e.g. Google and Apple, and several small softwareponent developers appeared in the
market. These companies have no traditional auiembackground. This cultural gap is a
big challenge to fill for each party. The softwargpliers will have to adopt to the automo-
tive quality standards. For software suppliers gegomotive Software Process Imp-
rovement and Capability dEtermination (ASPICE) [h8tame the leading standard on the
development processes. On the other hand, the @&ldd0 adopt agile software develop-
ment methods, e.g. Scaled Agile Framework (SAF4) §t the different organizational
levels. This is also an area, where the partnersgathe whole supply chain will have to
come to a compromise.

FUNCTIONAL SAFETY STANDARDS
ISO26262 Road vehicles — Functional safety

The society and the authorities want to see a moatisly decreasing trend in the
number of car accidents. The inappropriately lovel®f safety can result in a recall with
financial, legal as well as reputational conseqgaenin order to reduce such risks rooted in
the malfunction of safety critical systems the ing&ional Organization for Standardization
issued the functional safety standards for roadtleel5026262 in 2011. The standard pur-
poses listed below:
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e provides an automotive safety lifecycle (managemeevelopment, production,
operation, service, decommissioning) and suppaitting the necessary activities
during these lifecycle phases;

* provides an automotive-specific risk-based apprdaadletermine integrity levels
Automotive Safety Integrity Levels (ASIL) [15]

Table 4 summarizes the ASILs. ASIL Quality Managem@M) refers to the
lowest level of safety criticality and ASIL-D refeto the highest level of safety criticality.
In the second column vehicle level functions listsdper their usually applied ASIL;

ASIL Example
Movie and game systems
Connectivity, GPS, navigation system
Instrument cluster, steering wheel sensor
Stability control, valve control
Braking, electronic power steering

o|o|w| >

Table 4: Automotive Safety Integrity Levels

» uses ASILs to specify applicable requirements @ E5262 so as to avoid unrea-
sonable residual risk;

» provides requirements for validation and confirmatimeasures to ensure a suffi-
cient and acceptable level of safety being achieved

» provide requirements for relations with suppliers.

ISO/PAS 21448 Road vehicles — Safety of the intersl&unctionality

The absence of unreasonable risk due to hazarasimgsrom functional insuffi-
ciencies of the intended functionality or by readay foreseeable misuse by persons is
referred to as the Safety Of The Intended Funatign(SOTIF). [16]

The standard provides guidance for the designfieation and validation activities
necessary to achieve the safety of the intendectim It is important to note, that this
standard does not cover the faults addressed b3A3&2 or hazards caused by the system.
This standard is meant to be applied to intendedtionality where situational awareness
is critical for safety. Situational awareness segial for emergency system functions (e.g.
emergency brake) and Advanced Driver AssistancteB8\s(ADAS) at Levels 1 and Level
2. The standard can also be taken into accoutidgber levels, but further measures might
need to be applied. Measures defined in the stdnckar be used for the development of
innovative functions, where situational awarenedsmised on complex sensor data and pro-
cessing algorithms. The standard considers intendednd foreseeable misuse combined
with hazardous system behavior during hazardoustegentification. Intentional misuse
of the system is considered feature abuse. Sut¢hokabuse is not in the scope of the
standard.

SAFETY INTEGRITY LEVEL

According to the automotive functional safety stnaid, the system safety topic has
to be considered throughout the whole lifecycléhefvehicle. The interactions between the
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vehicle and the environment has to be assessedoanthented by certified safety specia-
lists of OEMs during the concept phase in the Hhzanalysis and Risk Assessment
(HARA) The outcome of the assessment will deterntieASIL for each considered ha-
zardous event. The standard’s guideline on sevaessification considers damages caused
to the vehicle, the passengers and pedestriarsonhe situations, these damages can be
significantly lighter than the resulting lossessediby a severe traffic jam, mainly in dense
urban areas. The more automated driving featunébaimplemented in vehicles the driver
more will be used to them. For example, sound tffand streamed video on the head unit
assist drivers during reverse driving or emergdireking. At this stage the controllability
of the driving scenarios where such driving agsisiystems or warning messages are una-
vailable are considered generally controllable. Bughe lack of driving experience with
no driving assisting features the controllabilipesification guideline will need to be re-
viewed. The unavailability of warning messagesigh Ispeed, e.g. on motorway can have
the potential to lead to hazardous situations ifledsvith higher severity. Navigation so-
lutions assist drivers in route planning, battegniaggement of electric vehicles and char-
ging station finding. Due to the loss of GPS sigmalonnection to a cloud-based navigation
can lead to hazardous situations higher than ASWL. @ case of fully autonomous cars
(Level 5) the communication between the driver #rel vehicle is essential. The driver
must be able to instruct the vehicle under any itimmd The combination of these changes
will necessarily lead to the increase of ASIL of AMnctions.

CONCLUSION

The technical complexity and the performance of lfé/ehicle-Infotainment
systems continuously increasing. Due to the safatysecurity requirements, developing
reasonably reliable systems requires to followdsdiath processes throughout the whole ve-
hicle lifecycle. The higher level of automation &eg in a vehicle, the higher level of ASIL
will be assigned to In-Vehicle-Infotainment systernmsorder to meet reliability require-
ments SOTIF and information security also havedaapplied from the concept phase of
the vehicle lifecycle. Critical infrastructures inding or interacting with autonomous road
vehicles, e.g. road traffic, logistics, info commeation systems, electric car charging sta-
tions, emergency services will have to be prep&oedntegrating autonomous road ve-
hicles. The experts of the concerned infrastrustat®uld be involved in the hazard analy-
sis, the risk assessment and the safety concepifgcation activities.
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