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Abstract

Due to the increasing demand of public tra-
veling and aviation security after several
terrorist attacks and increasing the safety
concerns associated with aviation industry,
many researches have been carried out in
order to develop a secure world-class avia-
tion, since the 9/11 attacks, the air travel
system became one of the most high-pro-
file targets for terrorists and it radically ef-
fected the mode in which governments ca-
ter for high quality security. The Aviation
and Transportation Security Act was pas-
sed by the American congress to create the
“Transportation Security Administration
(TSA)“ and mandated that federal emp-
loyees be in charge of airport security scre-
ening.
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Absztrakt

A kozuti utazds €s a 1égi kozlekedés bizton-
sdganak novekvd igénye miatt és tobb ter-
rorista tdmadds utdn, valamint a 1égi kozle-
kedéshez kapcsolddd biztonsdgi aggalyok
novelésével szdmos kutatds késziilt egy
biztonsdgos vildgszinvonald repiilés kiala-
kitasa érdekében, mivel a l1égi utazasi rend-
szer a terroristdk a 9/11 tdmaddsa utdn az
egyik legmagasabb szintii célpontja lett, és
radikdlisan befolydsolta azt a moddot,
amellyel a kormédnyok magas szinvonalu
biztonsdgot nyujtanak. Az amerikai kong-
resszus elfogadta a 1égi kozlekedés és a
kozlekedésbiztonsagi torvényt, hogy létre-
hozza a ,, Kozlekedésbiztonsdgi Adminiszt-
raciot” (TSA), és felhatalmazta a szovet-
ségi alkalmazottak felel6sségét a repiil 6téri
biztonségi sziirésért.
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ABBREVIATIONS
US-VISIT: unveiled United States Visitor and Immigrant Status Indicator Technology
DHS: Department of Homeland Security
TSA: Transportation Security Administration
RBS: Risk-Based Security
NSTC: National Science and Technology Council
CAPPS 1, II: Computer Assisted Passenger Pre-Screening
IATA: The International Air Transport Association

INTRODUCTION

Biometric technologies offer the future of security technology, but integrating
avant-garde technology alone may not automatically solve all expected security problems.
Many researches supported by several governments around the world offer an approach that
may help to integrate the best solution. Biometric systems are statistical and mathematical
methods for data analysis in biological sciences.

Now by the biological characteristics of the body or behavior, such as fingerprint,
iris, retina, tone, and signature, the term often applies to the techniques of distinguishing
individuals to differentiate a person from the rest of the individual. Europe now leads the
world in the use of biometrics, and the largest market is likely to be in Asia, specifically in
South Korea and Japan.

Recently, biometric systems and mathematical methods for data analysis in biologi-
cal sciences have been incorporated in Aviation and Transportation Security Act. [1]

On June 2017, the European Association for Biometrics (EAB) in cooperation with
IATA organized a conference to discuss the progressive engagement of biometrics-driven
innovations with airlines. Various countries have utilized relevant equipment to register the
biometric data of incoming passengers.

Biometric technology must be established and implemented in the least disturbing,
most operative manner and in the control of realistic safeguards in order to create the ba-
lance between security and privacy.

LITERATURE REVIEW

Biometric System

Recently, biometric systems have been investigated and experienced in many fields,
but have only lately entered into the public consciousness because of high profile applicati-
ons, usage in several media and increased practice by the public in routine activities. The
origins of biometrics are provided by the National Science and Technology Council (NSTC)
Subcommittee on Biometrics and Identity Management; "biometrics" is derived from the
Greek words "bio" (life) and "metrics (to measure). As per Merriam-Webster dictionary
biometrics is defined as the measurement and analysis of unique physical or behavioral
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characteristics especially as a means of verifying personal identity. Iris images, facial pho-
tographs, some types of voice patterns, palm prints, fingerprints andDNAare a small range
of recent biological features, commonly referred to as modalities, used to classify individu-
als [3]. In light of their behavioral and organic qualities, biometricsis a method for the com-
puterized identification of individuals. Face, fingerprints, hand geometry, iris, speech, sig-
nature, gait, and keystroke are the most common biometric modalites.[4]

’Biometrics’ is described as a process where detectable biological (anatomical and
physiological) and behavioral characteristics are based on automated methods of recog-
nizing an individual. In the beginning of the civilization, humans used faces to recognize
known (familiar) and unknown (unfamiliar) characters. Face recognition based on geomet-
ric characteristics is one of the most accepted methods for identification, since facial featu-
res are unique to every human being. Biometric data must be reliable (Safe and operating at
areasonable level of efficiency) and acceptable (non-invasive and socially tolerable) in ad-
dition, it must ensure universal, unique, permanent and measurable features.

Human-to-human identification is also used in behavioral-predominant
biometrics such as speaker recognition and gait recognition. Individuals use these traits,
somewhat unintentionally, to identify recognized individuals daily. [5] This essential role
has gradually become more stimulating as populations have grown.

The National Science and Technology Council acknowledged that automated bio-
metric systems have only become possible over the last few decades as a result of substantial
developments in the field of data processing. However, all of these modern computerized
systems are based on concepts that were initially been formulated hundreds, even thousands
of years ago. [5]

It is a way to create assurance that one is dealing with individuals who are already
established (or not known) and therefore fit into a category with certain privileges (or to a
group denied certain treats). It depends on the fact that people have different physical and
behavioral characteristics.

The Airport Council International (ACI) rely on the importance of having a robust
airport position on biometrics and they published a position paper entitled “The Application
of Biometrics at Airports” to give a General encouragement for the planning and application
of biometrically-enabled border control, passenger simplification and access control
systems. [6]

The pioneer biometric system used in Europe is called RAPID, it was used in Por-
tugal for border controlling as each passenger must use electronic passports. Figure 1 Shows
Photo of Smart Gate (Facial and Fingerprint) Brisbane International Airport from Frontex,
2010.

First, a photo of the traveler taken at the automated gate and current confirmation
in the electronic passport with facial biometrics is processed. Subsequently, the automatic
gate will open and the traveler is allowed to enter.
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Figure 1: Photo of Smart Gates (Facial and Fingerprint) Brisbane International Airport from Frontex, 2010.

In the Netherlands the Privium system, (Figure 2), is used in as a voluntary option
for frequent flyers.

4

Figure 2: Photo of Privium system in the Netherlands (Iris Scan) from Airport Business, 2009
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Let us take Europe as a case. Both passengers entering or exiting the Netherlands
are forwarded to a separate border control line where booths accept the Privium smart card
as the traveler's biometric data is stored in a smart card and the iris prototype is stored. Iris
cameras are used to check the identification of a traveler against an intelligent card. The
software has been highly successful in the Netherlands. [7]

Passenger classification may also lead to facilitating the safety protocol in the avi-
ation industry. Poole classified the traveler as the proposed risk-based method in order to
affect the concentration on the identification of hazardous persons to (i) low-risk passen-
gers, of whom a great deal is known; (ii) high-risk passengers, based either on lack of aware-
ness or on clear negative information; and (iii) ordinary passengers, mainly infrequent tra-
velers and leisure travelers. [2]

Low-risk travelers are those that have a current federal security clearance or who
have been admitted into the Approved Traveler Programme, high-risk travelers are those
who do not have a paper trail, so little is understood that the best thing to do is to presume
the worst and to perform a comprehensive screening of both the individual and the luggage,
and ordinary travelers are those in between the other two risk cats. [2]

This measure would help to improve security monitoring in terminal lobby areas
and outside the airport, in ramp areas and across the airport periphery. A different approach
to both the screening of travelers and the screening of bags will apply to each category.

Biometric Modalities

There are several known biometric modalities e.g. (face, hand geometry, iris, voice,
etc.), see Figure 3, and it is worth mentioning here that there is no biometric modality su-
itable for all implementations as there are several aspects to take into consideration during
the modalities selection and biometric toll such as security risk, location, number of users
and the available data. Moreover, it is significant to note that biometric modalities are sub-
ject change in the phases of maturity.

BIOMETRICS
TS -
\’\‘ I o I ) PHYSIOLOGICAL BEHAVIORAL
ot : e '&H Face v Keystroke
Signatlurle Face Recognition Fingerprint
fecaniicn Recognitlon e @ Fingerprint  {- _* Signature
- ‘ Hand - ) Voice
& L4
‘-(9‘ Iris
DNA Matching Vein Patterns . o =
Recognition Voice Recognition s oé ONA

Figure 3: Biometric Modalities

On the other hand, the different sorts of biometric modalities do not all have the
same level of consistency. Physiological measurements are usually considered to offer the
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benefit of remaining more constant during the life of any person. Behaviour-based identi-
fication may be affected by stress, which is not true for measurement based on physical
features.

TECHNIQUES FOR BIOMETRIC DATA MANIPULATION

Several techniques for biometric data manipulation were listed in the literature such
as recognition, pattern categorization filtering, convolution and Fourier transforms. It is fa-
vourable that an applied biometric methods be the simplest possible. Some sophisticated
decision-making algorithms that are also capable of making errors take the top place of the
system, also having an important role in the relationship between a human and a machine.
In this section, we consider the verification and identification.

Biometrics is defined in two ways: (i) authentication in this system applies to one
biometric and one biometric examination (1:1) to verify that the person is who he says he
is. (i) Recognition relates one biometric to a biometric database (1:N) to find out who the
individual is.[8]

Biometric systems have sequences of crucial procedures that have to be accomplis-
hed in order to (i) allow a person to use the system and (ii) achieve verification or authenti-
cation of a individual’s identity. [6]

These vital processes contain:

*  Enrolment — the capture of the raw biometric

* Development of a prototype — Preservation of the biometrics by using an algorithm
to obtain a model from the input images, which will then enable the image to be
matched to others using the same technique. Identification — takes new biometric
samples and compares them to saved templates of all enrolled users.

* Verification — takes new biometric samples of a specific user and compares them
to old samples taken from the same user.

The concept of a biometric system is summarized by a sequence of measures within
a system as a multi-step process, in other words, each individual shows several aspects of
himself or herself; after that this aspect is seized by a sensor and transformed into an algo-
rithm model. The registered model is then matched to the reference sample or baseline al-
gorithms saved in system data base. The result of comparison decides the next corres-
ponding response such as entry into a secure structure. Figure 4 shows a schematic diagram
for basic biometric system.

The main component of biometric system is sensor in which data will be generated
in form of signals such as electromagnetic spectrum.

Biometric data processing techniques in the second part involve different filtering,
transformation and pattern recognition algorithms. As a consequence, decision-making
mechanisms are used at many phases of the operation of biometric data.

The third component is the hardware platform for the implementation of these tech-
niques. Usually a set of processors are used as a hardware platform for biometric devices
and systems.
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Figure 4: A Schematic Diagram for Basic Biometric System.

Verification or authentication technologies are basically one of the following: (i)
things the person knows like a password or (ii) Something the individual has, such as a
physical key or cards and the last thing is (iii) Something the individual is or does.

Biometric systems can function without active input, user cooperation, or
knowledge that the recognition is taking place. Thus the last one is usually employed with
the biometric technologies. However, a biometric system does not store biometric data, as
unprocessed or incomplete biometric data cannot be used to conduct biometric contests. The
method whereby the biometric data of the user is initially obtained, analyzed, treated and
saved in the form of a prototype is called enrollment. [9] So identification follows three
phase schemes: data acquisition, techniques, and computing platform.

Creating a biometric system is the implementation of application-specific techni-
ques (methods, algorithms, and programs) using some computing platform.

Application-specific
=== T

Biometric
techniques

Appiication-specific

Wcation- i
Application-specific software platform

hardware platform

Computer
platform

Application-specific
VO interfaces

Figure 5: Biometric system is an application-specific computer system consisting of the specific-purpose prog-
rams and computing platform [9]

Biometrics can be used as uni-biometric to multi-biometric systems. Unibiometric
systems make use of a single source of biometric information while multibiometric use se-
veral parameters. A multi-biometric system reported by Bartlow and Zekste is illustrated in
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Figure 6. It can be seen that the multi-biometric system depend on more than one basis of
biometric feedback and can be used to cover lacks from one biometric signal. Debatably,
such systems can also provide other sources, such as biographical, traveling document-
based, etc. [10]
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“ Multi-Sensor MultiModal
=0le sl Multi biomstric e
. Sources =
N

Multi-Algorithm Multi-Instance
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pea
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Figure 6 : Multi-biometric system from Bartlow and Zekster, 2009 [10]

Another example of the integration of biometric data is the attack tree presented by
Schneier, as he performed a qualitative method to present a security risk analysis. [11] In
his model several sorts of biometric approaches are created as shown in Figure 7.

It is worth noting here that the sophistication of the biometric authentication
approach from (single/multi) factor monomodal to (single/multi) factor multimodal biomet-
ric authentication methods, a higher security advantage is produced. [12]
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Figure 7: General attack trees for (single|multi)factor (mono|multi)modal biometric authentication methods.

[11]
Merging several biometric data is used to increase system precision.

Population base, reduction of failures to enroll

In any biometric system there are a number of issues that should be considered, in
particular:

Acceptability, which determines the degree to which individuals are able to accept
the use of a specific biometric identifier (characteristic) in their everyday lives. Efficiency,
which can relate to many factors: (i) The accuracy and the speed of the recognition achieved.
(i1) The specifications of the needed resources. (iii) The organizational and environmental
factors.

After contemplating security risk of biometric verification strategies, scientists have
come to more secure and dependable prototypical research arrangements like the one
presented by Hong and Jain, with multimodal biometric strategies (biometric combination
procedures) [13] and with multifaceted multimodal biometric validation techniques by
Br omme and his co-worker. [12]

An example of High-Level Component and Process Model for Integrated Security
Risk Analysis of Biometric Authentication Technology is introduced by Eric P. Haas [12]
As shown in Figure 8, his model is applicable for several researches and models such as the
one published by Schneier, as he presented attack trees, a general attack tree for different
types of biometric methods can be constructed showing a security risk analysis in a qualita-
tive way, [11] and the one published by Leveson for safety analysis technique of fault trees.
[14]
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Figure 8: High-Level Component & Process Model for integrated Security Risk Analysis of Biometric
Authentication Technology [12]

Figure 8 shows that the security attacks on biometric technology can be classified using
three specific categories:
* Sensor abuse (copy, falsification, similarity attacks),
» attacks on data exchange (replay attacks) and
*  Attacks on the servers (integrity attacks).
* Software attacks and thus provides a clear understanding of the biometric processes
used in bio-authentication technology. [15]

RISK BASED SECURITY “APPROACH”

Modern risk analysis frameworks for bio-authentication technologies are limited to
admission and identification/verification procedures with bio-algorithms primarily consi-
dered to be running as part of the system with no clear indication of how they operate.

US-VISIT Program stated that the core of any biometric identification system is the
database, which has all the previously stored biometric characteristics for base comparison.
[16] Data base life-cycle can be divided into four phases: (i) collection, (ii) use, (iii) disclo-
sure, processing, and (v) retention-destruction. [16]

Governments follow many protocols to keep these data in high privacy level as
there are many arguments from civil libertarians regarding the accumulation of such perso-
nal data and numerous citizens are anxious about governmental intrusion which cause a
little discomfort for the individual. For instance, the DHS Chief Privacy Officer claimed
that if the databases were combined, the government would enforce strict regulations on
which agencies could use traveler information and how it could be accessed." [17]

The literature point to the risk-based security agenda for aviation passenger scre-
ening which has been adopted by the TSA for many different exploratory pilot programs in
2011. Taken into consideration, these risk-based methodologies will improve checkpoint
efficiency while decreasing aviation customer waiting time.
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The aim of the second part of Biometric Systems in Aviation is to review gov-
ernmental programs, which have combined biometrics into their Airport’s security
measures to develop the Efficiency and sustainability. This review enables us to have a
background on how to integrate biometrics into the current Risk-Based Security Aviation
Passenger Screening Program. Biometric technologies are a fundamental part of the im-
provement of more suitable and ensured travelers procedure frameworks. However, these
developments are declined in many cases. There is an essential requirement for data sharing
on optimized practices and lessons learned in order to have the compounded configuration.
A case study will be implemented in the second part of Biometric Systems in Aviation as
an example of the usage of biometric systems in airport security. This case study took place
in the USA discussing the Engineering structure of their biometric systems and how it con-
tributes to making the out of the best results. In the USA, the Transportation Security Ad-
ministration (TSA) coordinates capricious safety efforts, both seen and concealed for top-
notch administration. Integrating biometric frameworks is one of TSA service.

Combining productive biometric innovation that approves a person's identification
will restore the skillfulness of the screening framework since biometrics offers more pre-
dominant security and availability than conventional methodologies of individual identifi-
cation. Thus, Biometrics are features that can supplant or improve existing technologies.
This paper will give an overview on how biometrics can lift key features of the passengers
processing at the airport's terminals and it will discuss the massive numerous new opportu-
nities emerging from improved biometric innovations and strategies, intelligent utilization
of organized information and modern public/private organizations. Finally, new models for
airport security and biometrics will be reviewed with actual experiments for well-known
contributors in the aviation industry.

CONCLUSION

This paper has presented several aspects for biometric modalities and biometric
systems used in airport security. Presently biometric technology is swiftly improving, but it
1s not fully mature and in some cases it does not operate in the proper way.

In terms of sensibleness, the improvements obtained by biometric technology as it
now stands do not offer the gains in security that are expected with the corresponding in-
vasion of privacy that occurs when biometric technology is implemented.
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