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The aim of the journal is to publish studies, research
reports, articles, book reviews of the broad disci-
pline of security science for professionals working in
or related fields of security science, thereby devel-
oping security awareness and security culture.

Published quarterly, typically in Hungarian, occa-
sionally in a foreign language. Special and/or the-
matic issues related to conferences and topics are
occasionally published in Hungarian or in foreign
languages.

Only those papers will be published which reviewed
by two independent reviewers and recommended
suitable for publication in the Safety and Security
Sciences Review. The submitted manuscripts must
meet the requirements both of the form and the
content which can be found in the journal’s website.
Please note: we will not return unapproved manu-
scripts.

Articles in the Safety and Security Sciences Review
are archived in the Digital Archives of Obuda Univer-
sity (ODA).

The studies of the staff and students of Obuda Uni-
versity, published in the Journal, are recorded by the
staff of the University Library at the Hungarian Sci-
entific Works Library (MTMT).

A folydirat célja a biztonsagtudomany teriletén,
vagy ahhoz kapcsolddé teriileteken dolgozd szak-
emberek és a téma irdnt érdekl6d6k szamara a biz-
tonsagtudomany tagan értelmezett diszciplinaris
keretébe tartozoé tanulmanyok, kutatasi jelentések,
beszamoldk, konyvismertet6k megjelentetése, s en-
nek révén a biztonsagtudatossag és a biztonsagi kul-
tura fejlesztése.

Megjelenés negyedévente, jellemz6en magyar,
eseti jelleggel idegen nyelven. Konferencidkhoz és
témakhoz kapcsoldéddan kiilonszamok, tematikus
szamok alkalmi jelleggel magyar, vagy idegen nyel-
ven jelennek meg.

A Biztonsagtudomanyi Szemle folydiratban csak két
fliggetlen lektor altal lektoralt és megjelentetésre
alkalmasnak tartott tanulmanyok jelenhetnek meg.
A bekildott kéziratoknak formai és tartalmi szem-
pontbdl egyarant meg kell felelnie a Folydirat web-
oldalan kozolt elvarasoknak. EI nem fogadott kézira-
tokat nem all médunkban visszakildeni.

A Biztonsagtudomanyi Szemle folydiratban megje-
lend cikkek az Obudai Egyetem Digitalis Archivuma-
ban (ODA) archivalasra keriilnek.

Az Obudai Egyetem munkatdrsainak és hallgatéinak
a Folydiratban megjelent tanulmanyait az Egyetemi
Konyvtar munkatdrsai rogzitik a Magyar Tudoma-
nyos Mvek Taraban (MTMT).
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Duszan Jozef

mail@duszan.pl

Duszan Augustyn researcher at the Jagiellonian

versity in Krakow, Faculty of Management and §

cial Communication focused on the problems of
cial exclusion resulting from limited mobility ire+
mote regions distant from the main traffic routds.

is working on solutions combining public transpg

the sharing economy and the 4th industrial rev
tion. He one of the leaders of the international
search project Transborder Carpooling Agai
Transport Exclusion in Lesko Municipality (PL) a

Okres Snina (SK) within the framework of the Vig
grad Fund. Duszan Augustyn spent a research

change at the Obuda University where he resear
metasearch engine safety and ICT Security. He
founder of the BUSBUS project (www.busbus.eu
metasearch engine for the bus rental market.

DEVEN

Ubluszan Augustyn a krakkéi Jagell6 Egyetem Me-
medzsment és Tarsadalmi Kommunikacio Karanak
s@tatdja. Kutatasa a tarsadalmi kirekesztettség-pro
Iémaira 6sszpontosit, melyek a korlatozott molsilita
kovetkeztében keletkeztek & forgalmi Utvonalak-
rtol tavol e$ régiokban. A tomegkozlekedést, a ko-
ladsségi gazdasagot és a 4. ipari forradalmat 6tvoz
renegoldasokon dolgozik. Egyik vedgt a Visegradi
ngtlap keretében megvalésuld ,Hataron atévehr-
dhooling Lesko (Lengyelorszag) és Snina (Szlovéakia)
ekdzségekben a kozlekedési kirekesztettség ellen”
ek nemzetkdzi kutatasnak. Duszan Augustyn ku-
chathsi csereprogramban vett részt az Obuda Egyete-
isreen, ahol a meta-ker@sotorok és az informacio-
,®chnologia és tavkozlési technologia biztonsagat
kutatta. A buszkodlcs6z piac meta-kerésnotor
szolgaltatasanak, a ,BUSBUS” projektnek
(www.busbus.eu) alapito

Yl Géza

geza.devenyi@yahoo.com

Géza Dévényi graduated in 2000 at Budapest
versity of Technology and Economy as electrical
gineer. He graduated in 2002 at Budapest Univer
of Technology and Economy as quality managen
specialist. He works in automotive safety critisygd-
tem development in systems engineer as well g
manager positions since 2010. He’s now Head
Quality and Safety at NNG LId. He’s PhD studen
University of Obuda since 2019.

Umévényi Géza 2000-ben végzett a Budapedii M

eszaki és Gazdasagtudomanyi Egyetemen, villamos-
sityernoki szakon. 2002-ben ndgEgmenedzsment
estakmeérndk diplomat szerzett szintén a Budapesti
Muszaki és Gazdasagtudomanyi Egyetemen. 2010

sdta autoipari biztonsagkritikus rendszerek fejlészt
sén dolgozik rendszermérnoki és menedzsment pozi-
atidokban. Jelenleg az NNG Kft. ntiségiigyi és funk-
ciondlis biztonsagtechnikai ve#g. 2019 Ota az
Obudai Egyetem Biztonsagtudomanyi Doktori Isko-
lajanak PhD hallgatoj

FILIP, Rebeca-Adela

frebeca.ade

FILIP REBECA ADELA (1999) BA Law student 3
the Babe-Bolyai University in Cluj-Napoca. In
2020 she attended the Jurist Case study Compe
organised by the Mik6 Imre Collegiate, where ¢
earned the first place in Criminal Law section, 4
the second place in the Civil Law section. Furth
more she is a final year student of the Mathias
vinus Collegium, studying International Relatio|
and Economics. Fields of interests include ethriic
norities legal background and protection,

la@gmail.com

t FILIP REBECA ADELA (1999) harmadéves jog-
hallgat6 a kolozsvari BakéBolyai Tudomanyegye-
ittem Jogi karan. 2020-ban a Miko6 Imre Kollégium &l-
hal szervezett Jogasz Esettanulmany Versenyen el-
nayerte az els helyezetet bintéjogi kategdriaban,
evalamint a masodik helyezetet polgarjogi kategoéria-
Cdyan. A Mathias Corvinus Collegium Kolozsvari
n®rogramjanak harmadéves és egyben utolsd éves
nhallgatoja, Nemzetk6zi kapcsolatok és Kozgazdasag
szakon. Erdekidési terilletei kozott szerepel
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dinamics of thefree movement of people in the 2

century, financial crimes and law harmonisat
technics.

JOKAI
jokai.erika@b

I've been working at Obuda University since 201@u-H

cation: adaptation of universal design accessésigd in
design process of products, environment, informatia
services; ergonomic design of assistive technadgie
disadvantaged and disabled people to help thepet-
ent living and working. Research: supporting thraggex
rehabilitation process by technologies and ergonidesi
sign; developing a worksimulator-based aptitudesss:
ment which can be used in vocational guidanceusf

dents and youth and could increase the participafig
disadvantaged and disabled young workers in ttoita

market.

Isemzeti kisebbségek jogi héattere és védelme, az em-

oberek szabad mozgalmanak dinamikaja a 21. szazad-
ban, gazdasagiincselekmények, jogharmonizaciés
technikak

Erika
gk.uni-obuda.hu

2018 6ta dolgozom az Obudai Egyetemen. Oktatasi
terliletem az egyetemes tervezés és az akadalymentes
tervezés alkalmazasa a termékek, kdrnyezet, infor-
maciok és szolgaltatasok kialakitasa soran; a fogya
tékos személyek és megvaltozott munkaképdisség
személyek 6nallo életvitelének és munkavallalasa-
nak miiszaki és ergon6miai megoldasokkal toétén
5 tAmogatéasanak lelésggei. A Foglalkoztatasi reha-
sbilitaciés human- és tiszaki szaktanacsado, vala-
mint a Rehabilitaciés kérnyezetterdezzakmérnoki
bszakiranyu tovabbképzési szakok szakéslel va-
gyok. Kutatasi terlletem a komplex rehabilitacio
miiszaki-ergondmiai tAmogatasa és a hatranyos hely-
zefti, valamint fogyatékos fiatalok palyaorientacioja-
nak tamogatasa munkaszimulatoros felmérése

KOVACS Attila Maté
kovacs.attilamate@phd.uni-obuda.hu

With two university degrees in Management and
ergy, Attila Maté Kovacs now pursues a Phd
Obuda University Doctoral School of Safety and
curity Science while also working as a cyber ségu
expert. He also deepened his knowledge in two
ficiency fields of his interests, Artificial Intéfjence
and Machine Learning. At the start of his care=
worked as a strategy consultant at Roland Be

FMenedzsment majd energetikai szakkdzgazdasz
a&gyetemi tanulmanyok, tobb évi az energetikai-l1égi
Sédzlekedési és tavkozlési kritikus infrastruktarakh
rikét6dé munka majd tovabbi kiberbiztonsagi képzé-
prgek utan Kovécs Attila Maté jelenleg az Obudai
Egyetem Biztonsagtudomanyi Doktori Iskolajaban
fiolytat PhD tanulmanyokat, kiberbiztonsagi szakér-
dgér munkaja mellett a Cyber Services Zrt-nél. Korab-

Strategy Consultants and Accenture. Before stantibgn a Hungarocontrolnal dolgozva részt vett a ma-

to work at Cyber Services Plc four years ago,
worked as an IT strategy expert at energy and 3
tion companies, also contributing to air trafficrmng
agement relate remote tower and unmanned a
vehicle development and regulatory efforts at H
garocontro

NAGY

nagy.sarolta@

I've been working at National Public Health Cenge
Department of Occupational Health (and its pre
cessors) since 1996. I've been working in occu
tional medical service and during working in OSk
got a Human and Technical Consultant in Vocatig
qualification. Research: Assistance in the intégraj
of .Disabled People in the Labour Market, with |
portance of Occupational Health Care

lgyarorszagi drén és remote tower fejlesztésekben.
viardekbdési és kutatasi teriiletei a kritikus infrastruk-

1 turak kiberbiztonsaga és a mesterséges intelligenci
edalgépi tanulas kapcsolata és alkalmazhatdsaga a ki
urperbiztonsag teriletén.

Sarolta
phd.uni-obuda.hu

’'1996 ota dolgozom a Nemzeti Népegészségugyi

d&bdzpont Munkahigiénés és Foglalkozas-egészség-
pagyi Foosztalyan és jogétijeinél. Foglalkozas-

H €gészségugyi szakteriileten dolgozom és mellette
nalegszereztem a foglalkoztatasi rehabilitaciés human

[ és nfiszaki szaktanacsado képesitést.sAditatasi

mtémam a foglalkozas-egészségiigy szerepe a fogyaté-
kos személyek munkagpiaci integracidjaban és

-1V -
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developing a worksimulator-based aptitude ass
ment which can be used in vocational guidance
students and disabled young workers in the lalh
market

SZAKAL
mszakali@

SZAKALI, MIKLOS (1963) lieutenant colonel, cur
rently he is serving at the Hungarian Ministry a-0
fense, as a senior defense planner. His respadtsi
is the harmonization of the national and the NAT
capability developments. He is a doctoral candid
of the Obuda University Doctoral School on Saf
and Security Science in Budapest. His field of
search is the study of areas and interactions legty
security and defense planning. It includes new,-c
plex forms of current security challenges and w
and possibilities to prevent and manage them.
also explores the applicability of NATO's defen
planning system (and defense planning system
general) to address the new types of challengesro
time.

SZILAG

» ofunkaszimulatoros felmérésekkel.
our

| Miklés
hotmail.com

- SZAKALI MIKLOS (1963) alezredes, hivatasos ka-
tona, jelenleg a Honvédelmi Minisztérium Védelem-
bipolitikai Fosztaly teljesit szolgalatot, mint védelmi
Derved fétiszt. Felebsségi terlilete a nemzeti és a
aATO képességfejlesztési tevékenységek harmoni-
etyalasa. Az Obudai Egyetem Biztonsagtudomanyi
ré&oktori Iskolajaban gyarapitja ismereteit, mint eok
véorandusz hallgaté. Kutatasi terilete a biztonsag é
pivédelmi tervezés teriileteinek és kdlcsdnhatasainak
ayszsgalata. A napjainkban megjetebiztonséagi ki-
Hévasok Uj, komplex formait és azok megeisének
sés kezelésének leldstgeit vizsgdlja. Kutatja a
SNATO védelmi tervezési rendszerének (és altalaban
f a védelmi tervezési rendszerek) alkalmazhatosagi le
hetiségeit korunk Uj tipusu kihivasainak kezelé:

Y1 Béla

bela@hbaid.org

Béla Szilagyi is the President of Hungarian Bap
Aid, a relief, development and educational organ
tion, and a doctoral student of Obuda Univers
Doctoral School of Safety and Security Sciences
has 20 years of experience in humanitarian ag

tiSzilagyi Béla a Baptista Szeretetszolgalat elnéke,
z®budai Egyetem Biztonsagtudomanyi Doktori Isko-
ithjanak doktorandusz hallgatéja. Hisz éves tapaszta
Higttal rendelkezik a nemzetkdzi humanitarius tevé-
tikenység és fejlesztés terliletén, szamos szoaaks,

and development, he has designed and directed magélyezési, fejlesztési projektet tervezett és et

social, relief and development projects and
worked with thousands of refugees and IDPs
countries among others Afghanistan, North Kor
Cambodia, Vietnam, Haiti, Kosovo, Myanm
(Burma), Sri Lanka, Indonesia and Hungary. S
agyi is a doctor of law, a visiting lecturer at thme-
manitarian action courses of Dallas Baptist Univ
sity (NY, USA), Fordham University (NY, USA
and Pécs University Medical School (Hungary).
has been the member of the Baptist World Aid EX
utive Committee of the Baptist World Alliance f
almost two decade

haskezer menekilttel és b&lmenekulttel dolgozott
tobbek kozott Afganisztanban, Eszak-Koreaban,
eambodzséban, Vietndmban, Haitin, Koszovéban,
aMianmarban (Burma), Sri Lankan, Indonézidban és
viMagyarorszagon. Szilagyi jogtudomanyi diplomaval
rendelkezik, rendszeres meghivotbaeld a Dallas
eBaptist University (TX, USA), Fordham University
, (NY, USA), Pécsi Tudomanyegyetem humanitarius
Hevékenység kurzusain, valamint kézel két évtizede
etagja a Baptista Vilagszovetség Baptista Vilagsegél
brvVégrehajté Bizottsaganak.

SZELENYI Gébor Zoltan
szelenyi.gabor@mk.uni-pannon.hu

The author is an agricultural engineer, renewaine eA szerd agrarmérnok, megujuld energia-gazdalko-
ergy management specialist. He worked sixte@dsi szakmérnok. Tizenhat évig dolgozott kutatd-
years as research engineer on R&D projects invpmérndkként meigazdasagi névénytaplalasi, hulla-

ing the fields of agricultural plant nutrition, was dékgazdalkodasi és szennyezett talajok artalmatlani

management and decomination of polluted soils

tasaval kapcsolatos projekteken. A rakovetk

-V-
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In the following twelve years he participated ire

tizenkét év soran széles tematikat atfogdé humanita-

design, implementation, monitoring and evaluatjorius és teriiletfejlesztési programok tervezésében,
of humanitarian and regional development programgégrehajtasaban, felligyeletében és utdértékelésében
in a large variety of thematic sectors in Centrsiad| vett részt Kozép-Azsidban, a Balkanon, Magyaror-
the Balkans, Hungary and other Eastern Europesragon és Kelet-Eurdpa egyéb teriiletein. Jelenleg a
countries. At present he is preparing a PhD aRéne| Pannon Egyetem PhD-hallgatéja a Biomérnoki,

search |Institute for Bioengineering,

Membranblembrantechnikai és Energetikai Kutatintézeténél.

Technology and Energetics of the University of Paid kutatasi terilete tovabbra is a biokonverzi, azon
nonia, Veszprém, Hungary. His focus of resegrdielll szerves folyékony és szilard hulladékok érez

keeps gravitating around bioconversion, more

rgazdasagi, illetve energetikai hasznositasa, bio-

cisely, agricultural and energetic utilization af ¢ elektrokémiai rendszerek segitségével.

ganic liquid and solid wastes, with the applicatid
bio-electrochemical systen

SzUCS Endre

szucs.endre@

Endre Sics (1963) PhD in Military Science, Cert
fied Security Engineer, Mechanical Engine
Teacher of Engineering. He is currently a to
leader at the Doctoral School of Security Scierate
Obuda University and is a lecturer at the Institfte
Mechanical Engineering and Security Scienceg
the Donat Banki Faculty of Mechanical and Secu
Engineering at the Obuda Univers

bgk.uni-obuda.hu

i-SZics Endre (1963) a hadtudomany PhD fokozatosa,
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Abstract

This article is meant to study the situati
of refugees fleeing armed conflicts and p
secutions in their homeland, based on
cial, religious or ethnical factors. It als
deals with migrants who are not threatef
by death or persecutions — but becaus
the poverty, lack of employmen
healthcare or any other reason — choog
move to a Western country by any meg
Tempted by dreams about freedom of |
dignity, equality and conscience, they f
prey to human-traffickers, who exploit vu
nerable people for financial gain, by for
ing them to labour. Human trafficking ca
be considered as an “investment” that
tails one of the lowest risks and high
profits.
present a general overview including t
presentation of the main migration rouf
towards Europe and the emergencies
curring in the African continent. | shg
highlight the European legislation a
preparation tradition in order to combat t
phenomenon.
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Absztrakt

oBnnek az irdsnak a célja azoknak a koril-
eményeknek a tanulmanyozasa, amelyek ha-
reksdra emberekbhontalanok és menekiil-
sdek lesznek, arra kényszerllve, hogy sajat
nesatbfoldjukrél elmenekiljenek, faji, val-
elaéi és etnikai megkulonboztetések miatt,
tvagy éppen a szegényseég, a munkaneélkuli-
estey, egészsegugyi ellatas hiany altal sarkal-
nak arra, hogy egy nyugati orszagha mene-
félljenek egy jobb élet reményében. Gyak-
alan a lehdiségek alcazott emberkereske-
I-dési folyamatok, a csempészek embertelen
ckorulmények kdzott munkéra kényszeritve
arbket. A jelenséget felmérve kénnyen meg-
eAHapithatd, hogy az emberkereskedelem az
pegyik legnagyobb profitot hozo és legki-

Following this statement, | shalkebb rizikéfaktorral rendelkéz,befekte-

htgs”. A kijelentésBl kiindulva, ebben a ta-

esulmanyban alapvét bemutatasra kerul
@&or, a & Eurdpaba irdnyuld migrécios utvo-

lInalakat, az afrikai konfliktushelyzetek,

namelyek erederdtként szolgalnak a migra-

hisios hulldmoknak, valamint az eurépai biz-
tonsagi-és évintézkedések, a valsaghelyzet
kordaban tartasaért, valamint a sajat értéke-
iknek megvedéséé
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2 FILIP, REBECA-ADELA

INTRODUCTION

The paper will follow the structure of the so-cdll@uman-trafficking” phenome-
non from scratch. | will delineate the emergenaesurring in the African continent that
are forcing migrants into Europe and their causelsiding the roots of conflicts in Burundi,
South Sudan or Nigeria, for example. | also intemdnalyze the main migration-routes,
and pre-intermediate level of being a ,human tdoi’one’s financial well-being by trick-
ing and forcing people into recruiting and transipgrthem to the land of freedom.

Furthermore, | will present the distinction betwdaman smuggling and human
trafficking, since both of them can and are meamesult in forced labour. In the third part
I will highlight some of the actions taken by th& Bnd other organisations in order to
efficiently combat the flow of illegal labour dohg refugees or migrants, namely some of
the main protocols and treaties, includihg Protocol to Prevent, Suppress and Punish
Trafficking in Persons, Especially Women and CleildiSupplementing the United Nations
Convention Against Transnational Organised CAnamdDirective 2011/36/E€] And last
but not least | will introduce the target of thékeit activities, who are building flourishing
industries on clandestine migrants by forcing therwork for the so-called ,,Agromafia”,
or known in Italy as ,Caporalato”. Reviewing thenking environment of these people, all
the hardships crossing their way during the traorsito the target country only to face a
cruel reality must be a warning sign to local adthes in order to confine the rate of illegal
work in third nation countries.

Finally, the comparison of the regularizations aiidur market policies for Euro-
pean citizens and the one illegally applied for natigs and refugees must be dealt with to
lay down the facts that the treatment of the twalkiof employees are highly uneven.

PRESENTING THE CONCEPT OF HUMAN-TRAFFICKING

According to one of the most recent Directive issbg the European Parliament
and the Council, 2011/36/EU: trafficking in huniagings is a punishable, intentional act
consisting othe recruitment, transportation, transfer, harbagior reception of persons,
including the exchange or transfer of control otreyse persons, by means of the threat or
use of force or other forms of coercion, of abduttiof fraud, of deception, of the abuse of
power or of a position of vulnerability or of thevimg or receiving of payments or benefits
to achieve the consent of a person having contrel another person, for the purpose of
exploitation? In several cases this kind of humiliation resiit®rced labour, prostitution
or even removing and selling organs. Theoretic#tlig statement was adopted in order to
raise awareness, to fight against the main pushpalidactors of smuggling people and
human trafficking and to provide support for potaintictims.

2Protocol to Prevent, Suppress and Punish TraffickirPersons, Especially in Women and Chil-
dren, Supplementing the United Nations ConventigaiAst Transnational Organized Crime,
2000, accessed on 6th of July, 2020ttps://ec.europa.eu/anti-trafficking/sites/anffick-
ing/files/united_nations_protocol_on_thb_en_4pdf

3 Directive 2011/36/EU, accessed on 6th of July R@&ttps://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:320111L 0036&from=HU

4 Article 2 from Directive 2011/36/EU, accessed ¢im & July, 2020, kttps://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX031L0036&from=EN
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The directive states several rules, including teeatties, the prosecution and
investigation method of this crime, the sanction legal persons, the jurisdiction of
countries, the protection of victims and preventiah of the above-mentioned rules form
the basis of the main polices for such cases.

The directive, in article 4 states a maximum pgnafitLlO years of imprisonment if
the offence was committed against child victimsthimi a criminal organization,
deliberately or by gross negligence endangeredifinef a victini, the person was abducted
with violence that caused several injuries.

Article 12 expressly enunciates the fact that misticannot be prosecuted because
of criminal activities committed during their abdioa, if it was committed as a direct and
inevitable consequence of the offences committeadnagy them. Furthermorédember
States shall ensure that victims of trafficking hnman beings receive appropriate
protection on the basis of an individual risk assesnt, inter alia, by having access to
witness protection programmes or other similar nuges, if appropriate and in accordance
with the grounds defined by national law or proceiin addition, the directive stipulates
the right of the victims of human trafficking tolieit the access to withess protection
programs, in accordance with the national law.

If trafficking in human beings was easier to projend overcome, Directive
2011/36/EU could be followed as it defines theetriyry of such cases, from prevention to
prosecution, witness protection programs to chititertion. However, in many situations,
the hidden nature of this phenomenon excludes disilpility for authoritis to proceed
this way. The hardship of preventing human traffigkmay be due to the fact that
states are being chaingxda theoretical solution, when it would requiragiice instead.
The directives are obligatory to implement, bushibuld be done in such a manner that
reflects the countries’ possibilities.

Another international regularization similar to tbeective — but on a larger scale,
would be theéJnited Nations Protocol to Prevent, Suppress, Runisafficking in Persons,
especially Women and Children, Supplementing théedNations Convention Against
Transnational Organized Crim&he Protocol is meant to serve as a triple actrognam,
not only by preventing and combating trafficking uman beings, but to ensure
cooperation between states and to protect the sdatluictims. The definition given by the
protocol is very similar to the one later used irebtive 2011/36/EUtrafficking in persons
shall mean the recruitment, transportation, tramsferbouring or receipt of persons, by
means of the threat or use of force or other foahsoercion, of abduction, of fraud, of
deception, of the abuse of power or of a positforutmerability or of the giving or receiving
of payments or benefits to achieve the consentpdraon having control over another
person, for the purpose of exploitation. Explogatishall include, at a minimum, the

SArticle 4 from Directive 2011/36/EU, accessed om 6t July, 2020, kttps://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX031L 0036&from=HW>
SArticle 12 from Directive 2011/36/EU, accessed tim& July, 2020, kttps://eur-
lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELE2031L0036&from=HU>
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exploitation of the prostitution of others or ottierms of sexual exploitation, forced labour
or services, slavery or practices similar to slayeservitude or the removal of orgahs.

MAJOR SOURCE COUNTRIES AND THEIR CONFLICTING SITUAT ION
Major source countries / Source countries’ conflidhg situation

According to several surveys the main push factternining migration is fleeing
war and persecution. In the lack of these patterth&r push factors are economical crisis,
well fair and livelihood conditions. One of the topgin countries is Syria, due to social-
political suppression, under the government of iBeed Bashar al-Assad. The crisis fol-
lowed by a civil-war, resulted in a massive migratflow to Europe. By December 2017,
UNCHR estimated about 1.000.000 asylum applicationsSyrian refugees in the Euro-
pean Union.

Afghan refugees account for the second largestjegfpopulation. The push factors
are the same as in the case of Syrian refugeeshwane war and the fear of persecution.
As a consequence there are as many as 2.5 midlgiatered refugees from Afghanistan.
The presence of the Taliban is a major source gfatibn, since the Taliban had been
condemned internationally for massacres againghaigivilians. One of the most radical
actions taken by them was denying the UN’s foogBep in 2001, starving to death almost
160.000 civilians, destroying thousand of lands lamehes by burning vast areas of territo-
ries and cultural genocid®.

The third and the most disturbing category, thé l8embers, who are using fake
Syrian documentations in order to avoid Greek gavent controls and to make their way
into Europe. In 2017The Guardiarreported that ISIL is payinigpe smugglers’ fees of child
refugees in a desperate attempt to attract newuieraccording to a report highlighting
the potential vulnerability of unaccompanied mintrsadicalisation.

According to the UNHCR the main migration route \bbe the Mediterranean
Sea, through which migrants would arrive fr8yria, Afghanistan, Iraq, Pakistan, Nigeria,
Sudan, Somalia, Gambia and MAli.

The UNHCR follows nine main “emergency” countriésgluding some of the
above mentioned. All of these countries repregdentcentre of the action programs driven
by the organization. Humanitarian life-saving andjuding medicine, foodstoves and fuel
for heating, shelter kits as well as protectionvéegs and psychosocial suppduy those

"Article 3 of UN Protocol on Preventing, Suppressamgl Punishing Trafficking in persons, espe-
cially Women and Children, accessed on 6th of R0, <ttps://ec.europa.eu/anti-traffick-
ing/sites/antitrafficking/files/united_nations_poobl_on_thb_en_4.pdf

8Taliban massacres outlined for YNy GARGAN, A. Edward, Chicago Tribune, 2001, axses

on 6th of July 2020 kttps://www.chicagotribune.com/news/ct-xpm-200141060110120312-
story.htmp

®Migration Flows to Europe — 2017, Quarterly OvewiSeptember, International Organization on
Migration, accessed on 4th of July, 202@Gtgs://migration.iom.int/docs/Q3_Overview_Arri-

vals to Europe.pdf
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who decided to remain in Syria. Although a vastangj of Syrians remained in Lebanon,
Turkey hosts a number of 3.3 million Syrians, beimglargest hosting country.

Yemen is facing a humanitarian catastrophe; toe,tduhe hardships in its home-
land, as almos2 million Yemenis'need to find shelter in desperate conditions. imdhse,
the UNCHR not only provides humanitarian aid favgé in foreign countries, but to those
280.000 Yemenis who decided to return home evengtinit was not safe. The protection
action emerges with similar approaches as the Spria.

The latest updates on Iraqgis show a significantlrermof 3 million people, who are
in need to flee their homeland because of the measgiread of violence and constant attack
on fundamental human rights. The UNCHR estimatas dlhmost 1.5 million Iragis seek
shelter in the Kurdistan region of Iraq.

MIGRANT ROUTES TO EUROPE

In the spring of 201Frontex the European Border and Coast Guard agency iden-
tified six main routes for irregular migrants ta@nEurope, including sea and land routes.

The Western African and Central African route pdevsea passages for Western
Africans, mostly from Morocco and Senegal into @anary Islands, which is under Span-
ish jurisdiction, according to Frontex Risk Analy$br 2019. This route gained popularity
during 2019, with exactly +264% to around 158This route has several difficulties and
some of them are more critical than the othersrafits have to endure crossing the desert,
to shuffle in a convoy with 150-200 persons andnst terrorist groups such as AQUIM
and MUJAO roaming the dessériThe Eastern African route is mainly used by mit¢ga
from the Horn of Africa (Eritrea, Somalia, Djiboatnd Ethiopia), traversing Sudan, Egypt
and Libya to Northern African countries, for examflunisia, or crossing the European
border using the Central Mediterranean pas$agbe main route is through Darfur and
Chad, but it can alter due to the political sitoatof the regions. Not only passing 7000 km
on a route reigned by smugglers, risking their éifel health, these migrants have to pay
approximately 1000 USD and 1000-2500 USD moredftivant to cross the Mediterranean

10 UNHCR emergencies, Syria emergency overview, aecesn 4th of July 2020,
<https://www.unhcr.org/emergencies.html

HUNCHR emergencies, Yemen emergenc overview, actessdth of July 2020
<https://www.unhcr.org/yemen-emergency.#ml

2 Frontex Risk Analysis for 2019, page 17, accesseg6th july 2020. kttps:/frontex.eu-
ropa.eu/assets/Publications/Risk Analysis/Risk ¥sisIRisk_Analysis for 2019.pelf

13Janos Beserdy Security Preconditions: Understanding migratanytes 2016, page 6, accessed
on 12th of July 2020.

<http://jssidoi.org/jssi/uploads/papers/21/Besenaruity preconditions_understanding_migra-
tory routes.pdf

14 Janos Besedy Security Preconditions: Understanding migratanytes 2016, page 22, ac-
cessed on 12th of July 2020.

<http://jssidoi.org/jssi/uploads/papers/21/Besenaruity preconditions_understanding_migra-

tory_routes.pdf
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sea’® According to a studf the Eritrean migrants are exposed to the sovereigfithe
Rashaida Arab Tribe, who kidnaps them for ransard,they can only continue their way
if they pay. Furthermore, despite of the fact tinaty pay, each month some of them are
killed.

The third route, which is the Western Mediterraneaute, integrates sea passage
from North Africa to the southern coast of Spaid #me land route through the borders of
Ceuta and Melilla. It is considered to be one efrtiost preferred routes, due to Mauritania
poor border management. In order to suppress thwigg migrant flow to the Spanish
enclaves of Ceuta and Melilla, Spain made an ageaewith Senegal, Mauritania and Mo-
rocco in 2005 to stop migration before reachingAtantic Coast in exchange of financial
support. This agreement was followed by a repatnaiccord between Spain and Senegal,
Mauritania and Morocco, aiming to send back treggall migrants to their homeland. Since
then, according to IOM, the migration flow has changed and the natioregirte take a
new view in order to provide a viable solution.

The Central Mediterranean route — sea passageNmth Africa, especially Egypt
and Libya towards Italy and Malta — is the mainectory for people smugglers. Several
NGOs likeSave the ChildreandMSFoperate search and rescue vessels in this areagDur
the Kaddafi regime in Libya the country had flobhed due to its economic and political
security and it also enhanced several internati@hations. Janos Beserdy Understanding
migratory routes)

Apulia and Calabria are parts of another Centradlikéeranean route, the sea pas-
sage of migrants from Turkey and Egypt, enteringgée by crossing the lonian Sea to
finally arrive in Italy. This route is primarily sl by Asian migrants, who are trying to
reach Europe by the help of smuggler groups usifigrent methods. Most of the time
smuggling groups are in contact with Islamic radfoeces that benefit from this activity
for sponsoring their suppressing and terrorist.&cts

15 Janos Beserdy Security Preconditions: Understanding migratanytes 2016, page 7, accessed
on 12th of July 2020.

<http://jssidoi.org/jssi/uploads/papers/21/Besenaruity preconditions_understanding_migra-
tory routes.pdf

16 Janos Beserdy Security Preconditions: Understanding migratanytes 2016, accessed on 12th
of July 2020.

<http://jssidoi.org/jssi/uploads/papers/21/BesengruBity preconditions understanding_migra-
tory routes.pdf

YIn 2018, the Western Mediterranean Route (WMRpmWest Africa towards Spain — became
the most frequently used route into Europe withr 88000 arrivals (compared to 5,300 in 2015
and 22,100 in 2017). Senegal was one of the top Mfesan nationalities of arrivals in 2018,
ranking behind Guinea, Mali, Cote d’lvoire and TBambia,according to an IOM study on Mig-
ration trends in Senegal
<https://www.iom.int/news/latest-iom-study-migratitnends-senegal-explains-peak-arrivals-
spairr

18For more information and an elaborate work regaydis issue, read more in PhD. Janos Bese-
nyo study, The Islamic State and its Human Trafficking pragtic
2016<http://real.mtak.hu/83721/1/the islamic_state atsdhuman_trafficking_practice.pelf
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The Western Balkan route is commonly used by Asiamigrants — from Syria,
Irag and Afghanistan -, from the Greek and Turlbsinder to finally arrive in Hungary,
Romania or Croatia.

The last one, the Eastern borders land route odstI®000 km length is situated
between the EU’s eastern member countries and &udsiaine, Belarus and Moldova. In
2018 a slight increase in interest was detectedtlynoecause ahigrants abusing the FIFA
FAN ID, which allowed travellers visa-free entryRussia, from where, coming also from
Belarus and Ukraine, the migrants attempted to reBte illegally.*®

According to the Frontex’s database, the total nemalh irregular migrants in 2017
reached 500.248; the highest ranks being the Eeetel Central Mediterranean routes with
182.277 and 181.459.

TARGET COUNTRIES

Globalization and the growth of population reqdast-forward solutions in order
to provide the European retail section with lowtdosd. Even though the agricultural in-
dustry has developed in several aspects, cheaprlébetill needed. Due to this situation,
the countries in need of procuring solutions temdtoose irregular migrants, employing
them as undeclared workers with low wages, in imugonditions and without due respect
to their fundamental human rights.

According to the International Labour Organizat®f}i2 Global estimate of forced
labour Executive Summai’ approximately 20.9 million people endure forcetolar,
against their will, without any rights. Data shdwat almost 90% of these forced workers
are exploited in the private sector, while the cdshem do state-imposed forced labour in
prisons 2

This “trend” is dominant in the Italian market, whehere are undeclared workers,
especially smuggled people from the African or podturopean region. These migrants
fall for the recruiters’ offer for a better lifen Italy, agricultural labour is normally tempo-
rary and requires workers to move from farm to fagoording to seasonal farming demand
Most migrants end up working on the productionarireed vegetables and fruits, including
tomatoes, strawberries, grapes or olives, nam@&icily tomatoes, Brescia green salad,
Lombardy grape, Basilicata strawberry.

According to a surveyhe latest official figures show that in 2015 ardut05,000
foreign people were regularly employed in this seet making up 48% of the total work-
force in agriculture. Women comprised about 27%hefagricultural labour force in Italy

¥Frontex Risk Analysis for 2019, page 17, accessezath of July.
<https://frontex.europa.eu/assets/Publications/Rslalysis/Risk Analysis/Risk Analy-
sis_for_2019.pat

2010 2012 Global Estimate of forced labour ExecatSummary, accessed on the 24th of June,
2020, ttp://www.ilo.org/wemsp5/groups/public/---ed _normdeclaration/documents/publica-
tion/wecms_181953.pa

2110 2012 Global Estimate of forced labour ExecatSummary, accessed on the 24th of June,
2020, <ttp://www.ilo.org/wemsp5/groups/public/---ed _normdeclaration/documents/publica-
tion/wecms_181953.pa
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in 2015.2*The main problem with the estimation of a realistignber is the lack of regu-
larization and recording of irregular workers, wdr@ not employed with an official con-
tract. This way, on the employers take a doublaathge of the situation by avoiding pay-
ing taxes and social security for the authoritied ansuring that the workers can’'t defend
themselves against the low wages and their treatdugimg working hours.

The Italian and international pressonducted several investigations on the treat-
ment and living conditions of these workers. AlthbuEuropean labour market poli-
ciedlimit the daily working hours to 8 — weekly 40 —hieh can, in certain situations be
altered, farm workers in Italian agriculture canrkv@0-12 hours a day. They also need to
endure the heat or cold, depending on the regi@athing in the chemical materials used
in agricultural activities and endangering theialtie They are either kept in isolated inhu-
man living conditions or miles away from their wplkces’*

The Agromafia’s pyramidal structure ensures thetrobron every level, usually
referred to as “the Caporalato”, where every figldupervised by ‘caporalis’. They are
usually Italian, Romanian or other European natsnaho often use power and violence
to suppress the farmers. The main weapons of tjesg master systems are intimidation
and the exacerbation of workers.

According to an article written by Oxfaestimates by the Italian trade union FLAI-
CGIL show that of the 430,000 workers irregulartppoyed in the Italian agricultural
sector in 2015, 42% were women.15 Data on the aftestted regions indicates the prev-
alence of exploitation of women farm workers. @f45,000 women employed in Campa-
nia, contractual obligations were not respecte®@® of case&. Regarding the first part
of this study (the presentation of migration routhe correlation between target and origin
countries and the push and pull factors for thisaveour) most of the time these illegal
workers are crossing the borders by the help afiinegglers in exchange for debt-bondage.
This can be categorized as a contract of consettt aoint, despite the dangerous condi-
tions. They often have to perform inhuman taskeeiry little time, without toilet or meal
breaks in unbearable heat or cold.

The legal minimum daily wage in Italy, according2@l7 data, was 47 euros. How-
ever, a farmer ears 20-30 euros daily, which ioatr60% lower than the legal minimum.

22< Human Suffering in Italy’s Agricultural Value Cmipage 2, accessed on July 6th, 2020,
https://oxfamilibrary.openrepository.com/bitstreaaridle/10546/620479/cs-human-suffering-
italy-agricultural-value-chain-210618-en.pdf?sequesat

23 EU’s Working Time Directive (2003/88/EC) enunciatle primary regularization in this field, a
directive, by its nature requires the member stateshieve the particular result without a manda-
tory trajectory to follow.

Directive 2003/88/EC of the European Parliamet ainithe European Council concerning certain
aspects of the organisation of working time of 48&lmber 2003, consulted on 6th of July, 2020,
<https://eur-lex.europa.eu/legal-content/EN/TXT/PRKI=CELEX:32003L0088&from=EN
2\\orkers are paid on average between 20 and 30 eudzs/, and women ge20% less than their
male colleagues, [...] and in some cases they hagaytdor their gangmasters transportation and
for different basic necessities like water or feddtps://www.fondazionemetes.it/agromafias-and-
gangmasters English version of the Placido Rizzotto Obsesmataccessed on 9th of July, 2020
2<https://oxfamilibrary.openrepository.com/bitstreanamdle/10546/620479/cs-human-suffering-
italy-agricultural-value-chain-210618-en.pdf?semesrt>, page 3, accessed on 6th of July, 2020
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Of course this number only appears on paper inrakeases; in real-life some of them
worked straight 10-12 hours for 3 or 4 etfro.

The ‘caporalato’ system is not a novel phenomemt. only are the caporales
taking care of the recruitment of local producérey control the farmers daily life, includ-
ing housing, meals, travelling to work or issuihg farmers’ working pattern. The Italian
Government concerns resulted in an investigatio?0ib&’, which was conducted by the
Chamber of Deputies’ Joint Committees Xl (labouml XIII (agriculture).

In October 2017 the British newspaper ‘The Guardssued an article Fhe ter-
rible truth about your tin of Italian tomato&s- which spread the horrendous death of the
47 years old legal Sudanese immigrant worldwideg siiffered a heart attack while work-
ing in the fields of Nard6. As later determined diibah Muhammed's life could have been
saved if he had been transferred to the hospitas. Was the first red light to draw attention
to the inhuman life of the farmers.

In order to combat labour exploitation and the calato, Italy introduced a legis-
lative package in the autumn of 26%.6ncluding sanctions on employers, land requisitio
enhanced protection for victims, organized labogpeéctions and an integrated approach
to punishing and ending labour exploitati8ihe kickback of the legislation is the same
as in the case of the European Union’s combatiadgtiour exploitation of immigrants and
the fight against human trafficking. It concludbe theoretical side of the norms, which are
only applicable in the concrete case, once thatsit occurs, based on the report of work-
ers and employees.

The progression of this situation lays not onlythe hands of the governmental
actions and measurements, but in the main foodhaharkets, the costumers and small-

2¢1n my payslip, the wage was €46 per day. But Heger seen that money. | only received €28 per
day.’
Woman farm worker, Campania

We were working from 6.00 in the morning to 6.0¢him evening, every day of the week, for €25 a
day. We could just take 10-minute breaks for edtidyersa, a 24-year-old male agricultural
worker from Mali. Ibidem, page 5, accessed on 6thuty, 2020

2Thttps://ec.europa.eu/migrant-integration/newsétaiparliamentary-investigation-on-exploitation-
of-migrant-workers-in-agricultur&he first hearing held in January 2019 resulteddapting Law
No. 199 of 2016, which referred to the caporalgiiesm as a crime anchposes criminal penalties
for intermediation and exploitation of irregularbaur. Accessed on 17th of July, 2020
28https://www.theguardian.com/global-development/26&724/the-terrible-truth-about-your-tin-
of-italian-tomatoesaccessed on 17th of July, 2020

2%Law No. 1999/2006 in order to combat undeclaredkaand labour exploitation, providing vic-
tims with a long-term program of assistance andaldntegration, and a residence permit for so-
cial protection

https://www.opensocietyfoundations.org/uploads/I34d P2-31f1-4e29-82bf-7d8c41df48ad/is-
italian-agriculture-a-pull-factor-for-irreqular-miation-20181205.pdfaccessed on 5th of August,
2020

30 These measures included several humanitariamactspecially after the incident of the
Lampedusa shipwreck of 3 October in 2013, whichlted in the death of 386 migrants after their
boat failed to reach the Italian shores.
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scale farmers. There should also be full transggrenregards to legally employed work-
ers, not only on paper, but in real-life too.

EUROPE COMBATING ILLEGAL MIGRATION AND LABOUR
DIFFICULTIES OF ELIMINATING ILLICIT ORGANIZATIONS

In several cases the person concerned has noabtbiee than to accept the abuse
from the traffickers. European citizens have freedidf movement and freedom of travel
within the EU’s internal borders, which ensureschance to fulfil the labour shortages of
certain sections.

When it comes to policies issued in order to conleggal work, it can be said that
they are often based on several factors and age ofintradictory. It is because they are
meant to welcome the migrants by promoting theggration into the society, as well as to
cut off the chance of hiring unauthorized workers.

In 2005 the European Commission adopt@wlecy plan on legal migratiobased
on the need of adopting a common set of rules deroto ensure the admission of legal
economic workers, entitlg@reen paper on EU approach to managing economicatian
31

Following the initiative of the European Commissinr2009 a program was devel-
oped that was later entitled tBéockholm Prografd. It wasa measurement which set out
a line of rules for common politics on privacy, flamental human rights, minority rights
and additionally it defined the rights of groupspafople in a need of special protection.
After the Tampere Prografiin 1999 and thédague Prograrif in 2004 this is the third
program that deals with the treatment of subjeats &is homeland security and migration
and methods of combating organized crime. Furthezmihe program debated delicate
problems like the usage of military against mignatithe expansion of EuroJust and Euro-
pol, police intervention outside the EU and themsified cooperation of secret services.
Among the three actions, tl&tockholm Prograremerged as the most practical five year
guideline for justice and national problems for ylears 2010-2014.

In the spring of 2015 the European Commission prtesietheEuropean Agenda on
Migration®, in order to prepare the State members to tatidechallenges that occurred
during migration management. It included reguldii@aon irregulamigration, asylum,
borders and illegal migrationin 2017 the updatefilgendafocused on matters like refugee
crisis, common visa policy and Schengen. This measent helped in providing safe path-
ways, integration programs for legally arriving maigts at both local and national levels.

8<https://eur-lex.europa.eu/legal-content/EN/TXT/HTILri=CE-
LEX:52005DC0669&from=EI%, accessed on the 3rd of July 2020
82<https://eur-lex.europa.eu/LexUriServ/LexUriServ.dii20J:C:2010:115:0001:0038:EN:PBF
accessed on the 3rd of July 2020
S3<https://eur-lex.europa.eu/LexUriServ/LexUriServ.dii20J:C:2010:115:0001:0038:EN:PBF
accessed on the 3rd of July 2020
34<https://eur-lex.europa.eu/legal-content/EN/TXT/PRFI=CE-
LEX:52005XG0303(01)&from=EMN, accessed on the 3rd of July 2020
35<https://ec.europa.eu/home-affairs/sites/homeaffigs/what-we-do/policies/european-agenda-
migration/background-information/docs/communication_the european_agenda_on_mig-
ration_en.pd#, accessed on 23rd of June, 2020
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Above the enunciated programs and objectives tlied&an Union has prepared
severalDirectivesin order to harmonize the migration flow and tisglam seekers situa-
tion. They were intended to provide them with antdgeof integration, to respect the inher-
ent human rights and not only on international, dmutregional and local levels too. It's
worth mentioning Directive 2011/36/Etégularizing the prevention and combating traf-
ficking in human beings and protecting its victifis.

Between 2007 and 2009 the European Union fundedjagb called theClandes-
tino project’ with regard to the monitoring of undocumented miign. A database was
created by the Hamburg Institute of Internationaditomics and it collected data between
2001 and 2008. The estimated numbers are spebifitimided between age, gender, na-
tionality and the sector of economic activity.

Besides the European organizations, including tbe@ission, the Council and
the Parliament, several other organizations ardifig against human trafficking. The Or-
ganization for Economic Cooperation and Developmintinstancevorks to build better
policies for_better lives goal is to shape polidiesat foster prosperity, equality, opportunity
and well-being for all. We draw on almost 60 yeafsexperience and insights to better
prepare the world of tomorrowThe OECD works on a different platform for prdogr
solutions facing the migration problems. It focusesaspects like the economical aspects
of the migration, integration policies and indigatamigration and development and moni-
toring migration.

To suppress human trafficking and labour expl@tatliverse legislation systems
must be established that can be held responsibtedalarizing the situation of illegal im-
migrants who are seeking a better and healthieiinifWestern countries. However, focus
should not only be placed upon third-world migra@s top of that, creating safe border
entry routes and providing solid assistance andeption for those in need improve the
labour inspection, especially in the private indest such as agriculture.

CONCLUSION

Pope Francis defined human traffickingascourge, a crime against the whole of
humanity. It is time to join forces and work togetto free its victims and to eradicate this
crime that affects all of us, from individual faied to the worldwide communit§’ In the
215 century, when the fundamental rights of humandifreedom of movement, social
security, equality and equity are theoreticallyvyded for every human being, there are
some regions, where these are still the least commlues. It is a problem relevant for all
the nationalities, countries and citizens, eversfateless persons. To tackle this problem,
we need humanism, common sense, and cooperatioe abgthing else. Suppressing this
theft of human life could be the most significardgrad calling of our time.
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Abstract

According to the Hungarian Act on Occ
pational Safety and Health (Mvt. 50/A
63), workers from vulnerable grouj
should be protected from the risks speciz
affecting their health. The requiremer
and suggestions of safe and healthy wg
ing environment are determined by occu
tional safety and health (OSH). Worke

Absztrakt

UA Mvt.50/A. § 63. alapjan a sérllékeny
gsoportba tartoz6 munkavallalokat ovni
&ell az ket kulondsen éridt egészségka-
allpsitd kockazatoktol. Az egészséget nem
tgeszélyeztdt és biztonsdgos munkavégzés
prkévetelményeit és ezek biztositdséara javas-
ptokat a munkavédelem hatéroz meg. A
rserilékeny munkavallalok esetében a testi,

from vulnerable groups are assessed difféelki adottsagaik, specialis igényeik, az al-

ently from healthy workers in terms of o
cupational risks, because occupatio
health professionals are underinform
about their mental and psychical abiliti¢
special needs and the assistive technolo
they use. The OSH and occupational he
professionals are under-informed about
comprehensive safe employment of wo
ers from vulnerable groups. During profé
sion or career choice guidance the ass
ment of the student’s or candidates’ fitng
for the job is harder due to the lack of
formation, so it is necessary to develop p
fessional guidelines based on ability te
and job simulator survey

Keywords

work simulator, ability test, work diagno
tics, occupational health, career choice

ctaluk hasznalt sedittechnologidk miatt a
nedbbi munkavallaléhoz képest elién kell
delmérni, értékelni a munkahelyi kockaza-
dokat. A munkavédelemben és a foglalko-
gEs-egészséglgybe dolgozé szakemberek
alltulinformaltak a sérilékeny csoportba tar-
thezO munkavéllalok mindenre kiterjéd
rlbiztonsagos foglalkoztatasa terén. A palya-
pgralasztas és foglalkoztatas soran az infor-
esgciohiany kovetkeztében a tanuld mun-
¢@vallalo alkalmassaganak megitélése ne-
rhezebb, ezért szilkséges képességvizsgala-
reok és munkaszimulatoros felmérések alap-
stan kidolgozni szakmai Utmutatdkat.
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INTRODUCTION

The disabled persons’ equal opportunities, indepenliving, participation in so-
cial life can be realized by the regulated complhabilitation process. The disabled per-
sons are preferably employed in integrated employnie the absence of such employ-
ment, they are entitled to sheltered employmehi#gtording to the Optional Protocol and
Convention accepted by the United Nations on tlghRiof Persons with Disabilities, in
New York on 18 December 2006, Disabled Persons have the rigteek employment in
the open and accessible labour market. [2] Theilpitadn of discrimination is required in
order to realize equal opportunities, which is eimgd in the law: ,In particular, it infringes
the principle of equal treatment if the employescdiminates directly or indirectly against
the employee.” [3] The law on the promotion of tigt to free choice of employment and
occupation also regulates the support of labouketgrograms. [4]

The workers from vulnerable groups, including peoplth disabilities should be
protected from the workplace risks especially affectheir health [5], physical, mental,
psychological, chemical, biological, psychosociad @rgonomic hazards and should mini-
mize the presence of risk factors, wherever passilite requirements of safe and healthy
work conditions and recommendations to ensure taesédefined by OSH (OSH includes
Workplace Safety and Occupational Medicine, Ocdopat Hygiene) (Figure 1.)

Safety and Security science

__— Workplace Safety
DM | Other branches

T —— Lrgonomics of sclence

Qcoupational Health

Cccupational Medicine Wark Higiene
Figure 1. Ensuring requirements for safe and healtlork (source: authors)

Workers from vulnerable groups are assessed ditlgréhan healthy workers in terms of
their physical, mental abilities, special needs,dhsistive technologies they use and occu-
pational risks. The person’s health status, indialchbilities, assistive technologies used by
them, special needs and job expectations (andiexggess) should be all taken into account
during the adaptation of the work environment dredjob, or the assessment of fitness-to-
work. The internationally accepted approach to wabKity, the “Work Ability House
Model” is the best illustration of the factors affi@g work ability, which are represented as
superimposed levels. [6] (Figure 2.) Following tiniedel, it is easy to identify the levels of
intervention required to achieve successful wortgliategration, also for people with dis-
abilities. The bottom two levels are skills, algi# and health, evaluation, assessment, and
the development of the required skills that aremtsal for the employment and successful
integration of people with disabilities (foundatsoof the higher levels of the Work Ability
House).
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Figure 2. Work Ability House Model (Iimarinen, 2016]

During career choice, vocational training and emplent, the lack of information
makes it very difficult to assess the suitabilifyacstudent or employee and the OSH pro-
fessionals are usually uninformed about the comgsive safe employment of workers
from vulnerable groups. Therefore, it is necessadevelop professional guidelines based
on aptitude and ability tests, work simulation gytwand research. The occupational health
professionals in Hungary greatly need professigoaelines that provide concrete assis-
tance in realizing the assessment of the occupdtand vocational medical fithess of per-
sons with disabilities and placing disabled perdotts new positions. Preparing such pro-
fessional materials and standards is worthwhileabse professions and jobs by occupa-
tional sectors can be grouped this way. It is swieset to determine which risks factors
must be considered so that a person with disalbgitybe employed under generally defined
or special conditions, or not employed. [7].

The Hungarian Province of the Piarist Order haabtished the “Kilaté” Pia-
ristCareer Guidance and Labour Market Development& (in the following: Kilaté Cen-
ter), which is a new methodological and researcttiree Between January and December
2018, our research team participated in the dewstop of the professional protocols of
Kilaté Center, including a methodology for instrumted work diagnostic surveys. [8] Our
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research team performs gap-based job diagnosticfteshe Kilaté Center, which form the
basis for the routine introduction of ability mee=uents into career guidance counselling
and into the examinations performed during emplayme

OBJECTIVE

During our work diagnostic measurements, we airoagptimize the measurement
processes, developing a database for younger agpsyand a disability specific measure-
ment methodology. We sought to determine whethenetivas a significant difference in
performance between male/female test subjects arhwneasured parameters differed by
disability categories. We also compared the resuittsthe reference values for the healthy
population. The requirements for the competenciek abilities of the professions were
reviewed in the available literature and we comg@nat data to the competencies measured
by work diagnostic tests. [9] This way we set ugyatem of criteria for assessing fitness
for profession and for work. [10]

METHODOLOGY

Most of the tests were conducted with youngsteta/den the age of 13 and 30
years, with SEN (Special Education Needs). Paerip in the study had applied for the
survey through partner organizations and schodig. fE€sts were performed on the Er-
goScope work simulator which consists of three messent panels, which were devel-
oped in Hungary, and on 9 different portable dgskiatitude measurement devices accord-
ing to our measurement instructions. [11, 12] Thekwsimulator survey took 1.5-3 hours
for each person and 1.5-2 hours for work psychokldgibilities. It was determined for each
device and subtask whether it can be used, partiséld, or cannot be used for measurement
by certain disability groups. (Figure 3.)

A B C D E F G H 1 J K L M N o P (o}
For same disability groups, which test method can be used "x", or can be used after adapting the device/environment "F", taking into account the individual's ability, motivation and controllability "Fs2"
Intelectual disability _|Hearing impairements| _ Visually impaired Disabled ADHD
wild Moderate visugl | UPper | Lower | Other | Autsm | oo coore | severe
Intelectual | Intelectual | Deaf | Deafness | Blind |impaireme| ™M | !mb |musculo|spectrum ) L ention|  behavior
disability | disability nt | Mvelvem| involve | skeletal | disarder | (1 yiorder | disorder
ent | ment |disorder

eye level, visual
observation ability « X x X ¢ X ¢ x X X X x X
Depth of vision x x x x N F x x x x x x x
Tachi x Fsz x x N F x x x x x Fsz x
Vestibular system X FSZ X X F F F N F FSZ X FSZ X

5 Distributive attention F FSZ F X F F F F F FSZ X FSZ X

g Logic sttention x Fsz x x FFSZ F F x F x x Fsz x

g Attention, learning-

% memory examination

a X FSZ X X N F F X F X X FSZ X
Arm-hand tremor X x x x x ¥ F X F ¥ X X x
Sensory motor conflict FSZ FSZ X X N F F F F FSZ FSZ FSZ X
Finger dexterity x Fsz x x F F F x F x x Fsz x
Hand coordination X x x x RSz F F x F x x Fsz x
Working trial X FSZ X X F F F X F X X FSZ x
ErgoScope x F x x F F F F F x x Fsz x
Static pressure/pull x Fsz X X X x Fsz F 13 x X X X

Staticforce  |Static pressure/pull
< 1| 1. Eszktz haszn. és fogy.tipus 2. Estkbz haszn. & kompstencd 3. Szakmak & kompetencik 4. Eskbz6K &s szakal]] 4 » i

Figure 3. Applicability (usability) of ErgoScope &hiboards and Desktop Capacities to Different Dikigbi
Categories — detail from the original table (J6ksiagy [10])

During the work diagnostic measurements partiallitels were examined:
static/dynamic effort, wrist effort, hand/fingefat, hand/finger skill, keyboard manage-
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ment, pencil use, eye-hand coordination, depthgmtian, eye level, tactile perception, log-
ical ability, concentration, short-term memory Je&ftime, observability, pace of work, or-
ganization of work. We determined which sub-capds can be tested by which device.
[8, 10]

In each case a measurement identifier was createdsure anonymity. After the
tests, the measurement data were stored electlgnarad we used IBM SPSS Statistics 23
for analysis. The results of the surveys and théhaumwlogical manuals were documented
in detail for the Kilato Center. [10, 11]

RESULTS

In our study we processed the measurement dat0gfdople with the ErgoScope
work simulator, 13-30 years old, most of them WHEN. We classified disabled people
into 7 categories, based on different disabilitgugs: mild mental retardation, moderate
mental retardation, attention deficit, disabiligytism spectrum disorder (ASD, Asperger
syndrome), visually impaired, hearing impaired. 8amined 100 persons with the help of
the ErgoScope work simulator: 46 students, 16 jekees, 30 actively employed persons
with disability and 8 healthy persons. (FigureAnpther 50 persons were tested and eval-
uated with the help of desktop aptitude tests: &4gn with disability and 16 healthy per-
son. (Figure 5.)

Disability (n=14)
14% 45D (n=11)
1i%
Visual impairment
(n=5 mild, n=3
severe) 8% Speech-
impairment (n=3)
3%
Moderate rild mental
mental retardation
retardation (n=19) 19%
n=13) 13%
Healthy (n=8)
8%
Hearing

impairment (n=G) Attention deficit
B3 (n=18) 18%

Figure 4. Distribution of persons tested by Ergm&twork simulator (Jékai [10, 13])
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Visual Mild mental
impairment retardation (n=4)

(n=5) B%
10%
Disability
(n=4) 8%
SEN (behavioural
problems, Hearing
learning impairment
disabilities, (n=1) 2%
dyslexia,
dyscalculia)
(n=20) He ~
althy (n=16
Ak y (n=16)

32%

Figure 5. Distribution of persons tested with thedhof desktop aptitude tests, devices by affinity
(Jokai, Nagy [10, 13, 14])

The results showed a significant difference betweale and female results in two-
handed effort, hand and finger grip strength amdtien time. The Asymp. Sig. (2-tailed)
value in regard to the grip strength of hand wiitk Mann-Whitney test in the case of men
was 0.000, and in the case of women was 0.252 igwifisant differences were detected
between male and female results in regards to tduwfboard management, pencil use,
using rotary knobs and switches, workload and nmmpotolerance measurement tests.

The ErgoScope Work Simulator studies show thab#st results were found in the
case of people with attention deficit, autism apdring impairment, after that in the case
of disabled persons and in some tests (keyboardgeament) the visually impaired persons
were better. The simplest and shortest test, thiégb management” was performed by
people with moderate mental retardation with a gaeerage score (19/20 hit). Visually
impaired young people generally performed bettéhénkeyboard management and tactile
exercise. In the rotary knob controlling/using €atton, eye-hand coordination) persons
with attention deficit achieved the best scoresyanohg people with intellectual disabilities
performed the worst. (Table 1.)
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. Visually . . Mild Mental
E Heal A Defi D 2 hall
xercises ealthy Impairment ttention Deficit Retardation Challenges

Knowledge of
Touch (righht hand, mathematical
20 objects, error- 19.70 13.86 13.33 7.55 4.86 concepts,
free, pieces)T coordination with
unseen hand
Rotary knob
operation at breast
height, with Attention, eye-hand
dominant hand, 25.69 81 35 173 187 coordination ability ,
recording the motivation

degree of deviation,
(absolute error)l

Keyboard
t with
management wif Attention, eye-hand

both hands left -, ; g 14.63 26.65 40.87 54.96 | coordination ability,
sign+space, 100 .
motivation

times, (keystroke
average time)l

Table 1. Results of some partial ability testsH®ydisability groups (Jékai [10, 13])

We could not calculate disability-specific measueaebdifferences because only a
few people with disabilities were tested with thedphof the desktop aptitude tests. 32% of
the people tested were healthy and 40% had behaljowblems, or learning disabilities,
dyslexia, dyscalculia. (Figure 5.) There was naisicant difference between the results of
these persons except for one or two cases. Thighvesg data will also be used in conjunc-
tion with the data recorded with the help of ottesktop aptitude tests that are still being
processed to form new reference values. Estabgjdigiference values is one of the main
goals of our ongoing research, because no intematreference values are available for
the Hungarian work diagnostic tools we used instudy.

For the ErgoScope work simulator, we had a measmemeference database,
based on performance data for healthy and testgaggeand we created 3 categories (under
50%, between 50-80% and above 80% performanc#)eloase of desktop aptitude tests,
the standards developed by the manufacturer werg (36 — excellent, IV — good, Ill —
average, Il — poor, | — very poor). Now, we arerently in the process of developing an
evaluation system based on our own performancegesy which evaluation system is sim-
ilar to the 3 result categories used for the Ergp8ovork simulator.

Based on our measurement and testing experieneesave processed and tabu-
lated the complex analysis of 30 professions, 2arpaters from work situations measured
with the help of the ErgoScope work simulator, &t tmethods with the help of desktop
aptitude tests and 6 groups of disabilities. [H4], 1

The tables include:

» Usability and conditional usability of measuremtstf methods for certain disabil-
ity groups;

* Which competencies and abilities can be measuredHhigh measurement/test
methods;

* What competencies and abilities are needed toagtdic professions and later to
work in that profession;
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»  Which test method is worth using for the choserfqasion. It was an important
aspect that the results obtained during the exdimmaould facilitate the work of
the school doctor/occupational physician duringupetional/professional medical
fitness tests.

CONCLUSIONS

Work diagnostic tests are adequate for measuripectbe and reliable perfor-
mance survey. However, currently there are notabvia normalized and standardized ref-
erence metrics. Thus in our future research, wetaioollect more large amounts of data
to create reference values.

The ErgoScope work simulator and portable aptitiedéers provide objectively
measurable data on certain ability and capacitgmaters of the tested person, thus these
work diagnostic tests can be used effectively wfgasional/occupational medical fithness
tests. In the case of persons with disabilities vilork-related diagnostic measurements can
provide particularly important information. Thesases are: assessing fithess-for-profes-
sion (pre-school), fithess-for-work (pre-employmemind, in the context of occupational
rehabilitation, persons with disabilities returntagwork or entering the labour market.

Based on our experiences of this research we fthatdve can develop guidelines
and policies for the professionals of occupaticaéety and health professionals and em-
ployers. These measurement protocols for ErgoSéégd Simulator and Desktop/Porta-
ble Ability Testers [10], can facilitate the asseest process and safe employment of vul-
nerable workers, including people with disabilities
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A BIZTONSAG ERTELMEZESE A
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Abstract

In this article, we would like to draw th
attention for the importance of the comp
hensive approach of security. The ongo
coronavirus epidemic has already pro
that there is an equal need for the milit
and the non-military security sectors f{
coping with a complex crisis. From a n
tional point of view, we consider inevitab
the elaboration of a National Civil Securi
Strategy and its inclusion into the systen
the national security strategies. We &
suggest systematic and forward-looki
planning of the civilian capabilities (critic
infrastructure) in close coordination wi
the military capabilities. Finally, we prg
pose a structural framework for the coor
nated strategic planning.

Keywords

coronavirus, security, strategic plannir
civil security, critical infrastructure

Absztrakt

eA cikkben szeretnénk felhivni a figyelmet
rex biztonsag komplex értelmezésének fon-
infgssagara. A koronavirus jarvany bebizo-
aryitotta, hogy a katonai és a nem-katonai
atyiztonsagi szektorokra egyarant szikség
ovan egy komplex valsaghelyzet elharitasa-
ahoz. Nemzeti tekintetben elengedhetetlen
leegy Polgari Biztonsagi Stratégia kidolgo-
tgdsa és beemelése a nemzeti biztonsagi
stratégiak rendszerébe. Javasoljuk a polgari
Ide@pességek (kritikus infrastruktara) fej-
ngsztésének szisztematikus éseito ter-
alvezését a katonai biztonsagi szektorral
tiosszhangban végrehajtani és erre egy struk-
-turdlis keretet ajanlunk.
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INTRODUCTION

The world is at war, from China and to the Unitadt&s, every nation is fighting
in this particular war, in which not a single sheas been fired yet, but it has caused so much
losses in human life, economic and social valuasittcan rightfully be measured against
a devastating war conflict. The number of peopfedted with the new coronavirus is ap-
proaching to three million; death tall has excee2{g@l 000, according to the daily report of
the Johns Hopkins University (Index-1, 2020). Thégares are just for information, since
they significantly change from day to day. Howeweg,should also be aware that the num-
ber of reported cases does not accurately reféadity, since the protocol for testing and
the criteria for accounting and reporting are défe in each country.

In addition to human losses, the epidemic is akseerely hit the economies
throughout the world. Setback is already feltratte temporary shutdown of companies,
and the negative trend may increase in the fufunany production and service companies
are unable to restart and contribute to the ecomgmuwth, which is essential for the re-
covery of economies in every country. Another aggiconsequence of the pandemic is that
great number of masses lose their jobs and thispjun the rate of unemployment may
generate social tensions and finally ending up $o@al explosion. The new coronavirus
pandemic could lead to the loss of nearly 25 mmiljiobs worldwide, according to a report
published by the International Labor Organizatibhe Geneva-based organization esti-
mated that in the worst-case scenario, 24.7 mijldas could be lost. By comparison, ac-
cording to the organization, this number is highan the number of registered unemployed
(22 million) in the economic crisis began in 20(8ataratkeb, 2020)

The global epidemic was very ruthless with Europevall; almost half of the in-
fected people and 60-65% of death cases are cdnaimghere, according to current data.
In addition to the loss of human lives, life in Bpe has completely changed, almost all the
usual activities stopped, on individual and solgegéls too. The current situation is deteri-
orated by the fact that we do not know the “enerthg,development of an efficient vaccine
or antibody is now in an experimental stage, culyehere is no generally proven medicine
or professionally agreed protocol for treatmentthis way, of course, it is impossible to
predict the end of the struggle, which may resudingng public uncertainty and impatience,
greatly reducing the tolerance against the resteiatules. However, it is clear that the
longer it takes to overcome the epidemic, the grdasses we can expect.

Among other sectors, Europe's leading economiosgavhich greatly contributed
to the economic growth of Europe and the prospefitpdividual nations, tourism and car
manufacturing have also got to crisis. Internati@ma national traffic of passengers and
together with it the tourism have also come tolaroat complete halt, and as a result of it,
the revenue coming from these sectors has almlibsh f zero. However, not only the
tourism has collapsed, but its related serviceh siscthe hotel industry, restaurants, cafes
and the entertainment industry are also strugdlimgsurvival. For example in Italy, the
European center of the virus, nearly 128 milliopswere registered each year, half of them
made by foreign tourists. Foreigners spent nealpifion EUR in the country in 2018,
according to the estimation of the Bank of Italypwi\ with the absence of tourists, perhaps
the weakest financial year ever will come in tladidin tourism. This is a great damage since
the added value of the tourism is about six peegmdf the Italian GDP. Therefore, this
sector is more important for Italy than for examjgd-rance or Germany.
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The European Automobile Manufacturers Associat®@EA) has made an esti-
mate in its latest paper on how many workers coeldffected by a forced break in each
country, and how much redaction in the car productian be expected due to the corona-
virus. They estimated that 1,087,293 workers waecffected by the outbreak of the epi-
demic in the EU, which were about 40% of the 2.Biom people directly employed in the
car industry. The shutdown could be the most pafofuGermany: affecting more than 568
thousand workers and decreasing the production mvithe than 359 thousand vehicles.
(Portfolio, 2020) It is understandable that a leaxfe¢he Volkswagen’s Board of Directors
stated that the current situation could not lasgér than this summer because neither soci-
ety nor economy would be able to tolerate it. Gaynshe strongest economy of the EU is
already facing with serious problems, more than,@0® German companies requested
wage subsidies from the federal government dulegattisis. (Index-2, 2020) Volkswagen,
Daimler, Puma, Deutsche Bank and several highdrabmpanies also applied for support
as well as other mid-, and small companies. Then@ergovernment is trying to mitigate
the impact of the crisis with a 750 billion EURdimcial package, which means that more
than 21% of the German GDP in 2019 will be spentrigis measures. Nations follow the
same way in order to overcome the crisis and racibvar economy as soon as possible,
almost all European governments try to keep themnemies alive and prevent national
tragedy with economic rescue packages. It is dlegtr the epidemic is not just a current
threat affecting our present life, but it will cairtly have a serious impact on our future,
determining long-term safety and security of oia. i

ROLE OF INTERNATIONAL ORGANISATIONS

Taking into consideration all of this, the roleiatfernational organizations can be
considered, as they have a decisive role in fotimcathe epidemic and in coordinating or
leading the preparations against the crisis in tisndeveloping unified responses, measures
and proposals. On 22 January 2020, the Chineser#igh announced the closure of Wu-
han, which was considered the center of epidemihima; meanwhile, the World Health
Organization (WHO) in Geneva announced that theaspng of the coronavirus could not
be considered as an international health emergédieye is no doubt that the accuracy and
the timeliness of information provided by some oradi were questionable and these facts
significantly hampered the recognition of the epidteand the introduction of the necessary
preventive measures. On 11 March 2020, after lgrajdtussion, the WHO took a decision
and declared “pandemic situation”, at that timedhief of the WHO, Tedros Adamon Ge-
breesus was optimistic on the possibilities to rthe epidemic. However, a few days
later, on 25 March 2020, he already expressedamdtic sentences how serious the situa-
tion is. “This virus is the public enemy number oAemonth, two months ago, it would
have been time for action ...” (Index-3, 2020)

At the time of the first Chinese reports, the epidewas still considered in Brussels
and most part of Europe as a distant risk factois €onfidence was because previous health
threats such as SARS, Ebola or MERS had not smeddctaused epidemic in Europe or
worldwide. On 27 January 2020, the President of@haman Centre of Epidemiology as-
sessed that, single cases may occur in each cobutryhey were not expected to spread
(Politico, 2020). Thus, EU leaders still spent feloy 2020 with global diplomacy. Even
on 26 February 2020, the threat posed by the viasassessed as “low to moderate” and
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the focus remained on diplomatic relations witha@ag and countries outside the EU. The
President of the EU Commission, von der Leyen m#t l@aders of the African Union in
Ethiopia, the Commissioner for Health went to Rand the Commissioner for Crisis Re-
sponses had a meeting in Burkina Faso. This wksarmwith the priority of the President,
to lead an EU Commission which is more focused @opglitics. Meanwhile, there has
been a serious incident, a bomb attack killed ntiwaia thirty Turkish soldiers in Syria. As
a consequence of it and referring to the increaseden on his country the Turkish presi-
dent announced that he could not keep the refummssfrom migrating into the EU and he
would open the borders to Greece and Bulgaria. dhiouncement previewed the emer-
gence of a refugee crisis that caused more headacie EU leaders than the coronavirus.
Thus, negotiations have been launched with staleh®lto address the potential refugee
crisis, which diverted again the attention from #pdemic, while it silently spread and
infected up and down in the EU.

NATO, as the guarantor of security in the Euro-Ati@area, is a politico-military
organization with the primary goal to protect agaimilitary threats. Therefore, it cannot
be expected from this organisation to monitor aspond to a health epidemic situation.
The Alliance primarily focuses on developing itditary forces and capabilities, rather than
building civilian/civil defense capabilities. Eventhe framework of civilian preparedness,
it expects nations to maintain and develop theitian capabilities and may be required to
support joint allied operations. NATQO's reliance @vilian assets and services is a prereq-
uisite for the success of Allied operations. Inecaklarge-scale operations, almost 90% of
military deliveries are made using civilian meansvded by the civilian sector. More than
50% of military communications are carried out gigilian satellites and networks. The
Host Nation Support (HNS) approx. 75% is providgddral commercial infrastructures
and services. (Lasconjarias, 2017) After all, itlsar that NATO counts on the civilian
capabilities of nations and not the other way adpuhe Alliance will not provide these
capabilities to its members. In line with it, NATd®es not even provide its members with
prognosis on epidemics and preventive measuresgadhnized the health protection of per-
sonnel in close cooperation with the national ragiohs of the local authorities and the
Allies.

INTERPRETATION OF SECURITY

This crisis caused by the emergence and spreadrohavirus should draw our
attention to a systemic security problem. Theresar@us shortfalls in forecasting and pre-
venting of crises. There was not any internatiamghnizations that could warn the Euro-
pean nations in time and could lead preventiveastin a coordinated way. The epidemic
has ruined the security of countries, individuasvell as the security of societies and econ-
omies across Europe and all over the world. Atgmeghe caused damage cannot be esti-
mated, but we must be prepared for the extendetbageasting impact of the crisis in the
economic, social and political spheres worldwidewtould it happened that the attention
of the developed Western-world has slipped oveongeizing and preventing or slowing
down a security threat of this magnitude? Howether question can continue, is it possible
that the developed West is not prepared to dehltvis type of non-military security threat?
It seems that we have returned to the old approBsécurity (or not moved away from this
point) which was defined after the World War lindaremained the base of the security
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theories until the end of the Cold War equaling gbeurity challenges only with military
threats. In the following decades of the Cold Waalbyoader understanding of security has
been developed, and the military security was cemphted by non-military sector includ-
ing political, economic, social, and environmergaturity dimensions. (Dr. Vida, 2009)
Now it seems that the expanded approach of seduaiynot taken root in security policy
thinking and therefore, it has not been put intacpice. It is clear that, the current interna-
tional organizations involved in the European siégg@are not able (perhaps unwilling) to
consider and manage the non-military security dsiers with the same weight than the
military dimension and to extend their role to them

A generally returning statement in the securityigyobapers is that current security
challenges are extremely complex and they changdlyaso we can only meet the chal-
lenges through the development of common cap&siland joint actions. However, if we
leave the challenge of such magnitude and complasithe epidemic and its aftermath to
individual nations, then the nice and continuousfyeated principles of cooperation, unity,
joint actions etc. will not prevail. In our opinipafter the 2015 migration crisis, the current
epidemic is the next challenge that affects thelevbbEurope, while there is no common
response led by any organizations, the solutiortlaadrisis management left for individual
nations to deal with. This inevitably raises thed¢o review the role of international or-
ganizations involved in the security business afoga. Jaume Duch, a spokesman for the
European Parliament, also echoes this idea irtdtisrsent: “I think this crisis clearly shows
that we are stronger together. The virus crossefeb®and unfortunately affects all coun-
tries. If we face to such common challenges ortgpg of crisis, it is clear that the answer
must also be common. After the crisis, if we wdmg EU to respond more strongly, we
must also discuss the possibility of giving the & necessary means and powers to do so.
" (Index-4, 2020) At present, both the EU and NA&@ focusing on maintaining military
security, encouraging member states to increagentiiigary forces and capabilities, in this
way the military dimension of security can onlydmdressed adequately, the management
of other dimensions (and there are more from them®gains for nations. Nations cannot
consider suitable the value for their money that/thpent for military capabilities, since
they only receive a “small slice” of security folaage financial investment. Meanwhile,
the expensive military forces and capabilities capor just partially, be used to cope with
non-military crises.

It is not a surprise that the non-military secudtynension has not gained ground
and deep-rooted in the policy and practice of sgcuBesides traditional and historic rea-
sons, even the recent changes in the military ggaimension (the occupation of the Cri-
mea and the emergence of hybrid warfare) have givieard push to bring collective de-
fense and related strategies back to the fronh@fsecurity thinking. In response to the
challenges, it was necessary to develop a deféregegy that includes not only military
forces but also civilian capabilities, governmeruadlies and key players from the private
sector, this strategy used a holistic approachlung the entire society.

| would like to draw the attention to critical iaStructures and resilience, because
in addition to the above-mentioned NATO approakbsé areas ensure the minimum level
of socially required security for each society. 3dénfrastructures provide survivability,
operability for economy, services for public healtid protection of environment in all type
of crisis regardless its origin or link to any bétsecurity dimensions. We have seen several
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examples for this practice during the crisis managy@ caused by the epidemic; some na-
tions (ltalian, Spanish and Hungarian) decidedhtat slown all factories, plants and ser-
vices, which are considered "non-primary" for therent situation. They defined those vital
sectors that are crucial for daily life, these weseally the same or very similar in each
country. In general, health services, agricultioed production, transportation, electricity,
gas, water, pharmaceutical industry and servidecagenmunications, and the press were
designated as crucial, which are in line with th&TI®’s Baseline Requirements. In Hun-
gary, a special action group has been establisheddist and ensure the operation of the
defined critical infrastructures under the leadgrsii the Minister of Defense.

DOMESTIC APPROACH AND REGULATION OF THE MAIN QUESTI ONS OF
CRITICAL INFRASTRUCTURE

The Hungarian regulations are closely related ¢d&b regulations on the identifi-
cation of critical infrastructures and the posdilei for their protection. Following the ter-
rorist attacks in Madrid in 2004 and in London 008, the European Council called on the
Commission to develop a comprehensive strategyh®iprotection of critical infrastruc-
tures. In this context, the Commission first addpteCommunication on "Critical Infra-
structure Protection in the Fight against Terrofismd then set out the general objectives
of the European Program for Critical InfrastructBretection in a Green Paper (EU Com-
mission, 2005).

The Community Directive served the purpose of cemgnting the nations’ exist-
ing programs for the protection of critical infragttures. However, at that time, the regu-
lation of activities related to critical infrastituces was still lacking in the Hungarian legal
system, as in most member states of the Europe@nUim order to ensure a common
understanding of critical infrastructures and tadlfeate national legislation, a Recommen-
dation on sectors, products and services of thiearinfrastructures has been issued as an
annex to the Green Paper. In Hungary, the Act erldantification, Designation and Pro-
tection of Vital Systems and Facilities was adopte@d012. (CLXVI.tv., 2012) This law
has been prepared in accordance with the recomriensizgssued in the EU Green Paper,
but differs from it in some respects due to différeational legal and structural environ-
ment. The regulation includes the 2008 (EU 2008sKElifective on identification and des-
ignation of the European Critical Infrastructuresl a0 enhance their protection, and the
2016 (EU 2016) directive published later on the sneas to ensure the equally high level
security for network and information systems thioaugt the Union.

SECTOR SUB-SECTOR SECTOR ACCOR- EQUIVA-
DING TO THE GU- LENCY
IDELINE OF THE
EUROPEAN PAR-
LIAMENT Nr.
2016/1148

1 Energy Facilities of Electric System (eElectricity Yes
ept those elements that fall under
the regulation of the nuclear
power plant’s security, phisical
defence, radiation protectio
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SECTOR SUB-SECTOR SECTOR ACCOR- EQUIVA-
DING TO THE GU- LENCY
IDELINE OF THE
EUROPEAN PAR-
LIAMENT Nr.
2016/1148
2 Oil industry Oil Yes
3 Gasindustn Gas Yes
4 |Transpot Roadtranspot Road ranspot Yes
5 Rail transpor Rail transpor Yes
6 Air transpor Air transpor Yes
7 Watertranspot Watertranspot Yes
8 Logistic center:
9 | Agriculture Agriculture
1C Foodindustn
11 Distribution networks
12 | Health Active inpatient-care Facilities of hbatfre Yes
(including hospitals, pri-
vateclinics)
13 Control ofrescur Yes
14 Reserves of health and blood Yes
products
15 High-level security bio-laborato-
ries
1€
16¢ Medicine-distributior
16b | Social Insurance Information systems and net-
works related to the service of
Social Insurance
17 | Finance Infrastructures and systems oflffifrastructures of financié Yes
nancial means, commercial andmarket
citizen paymen
18 Security of Banks and Credit InBank services Yes
stitution:
1¢ Provision of cas
26 | Technologies of Info- | Infrastructures and services of Digital infrastructures Yes
communication interne
27 Fixed and mobile networks of
electronic and telecommunica-
tion service
28 Radio telecommunicati
2¢ Space telecommunicati
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SECTOR SUB-SECTOR SECTOR ACCOR- EQUIVA-
DING TO THE GU- LENCY
IDELINE OF THE
EUROPEAN PAR-

LIAMENT Nr.
2016/1148
30 Broadcastin
31 Postal service
32 Governmental info-communica-
tion and electronic networ
33  Water Provision of drinking water Provision afistribution Yes

of drinking wate

34 Quality control of surface and
unde- surface wate

35 Waste-water disposal and clean-
ing

36 Defence of watebase

37 Dams and floo-protectior

38- |Annulment from 01.01

4c- 2019

41 | Public order — Law eninfrastructures of public services
forcemen

42 | National defence Infrastructures of national de-

fence

Table 1: Correspondence between sectors and subrsemder Directive (EU) 2016/1148 of the European
Parliament and of the Council of 6 July 2016 on suas to ensure the equally high level securitynfetr
works, information systems, critical systems amsthitations defined by law (CLXVI tv, 4th ed., 2D12

There is a relevant difference between NATO’s dmel EU's concepts, NATO
seeks to gain support to allied military operatiagainst complex and large-scale military
security challenges by building resilience, white €U focuses on the critical infrastruc-
tures and its safeguarding at national level ireotd ensure the provision of national and
EU-wide sustainability based on those civilian dalitees. At the same time, the EU's ap-
proach and consequently our domestic legislatisa fidcus on defense, including the pro-
tection against terrorism and the consequence reamag of a potential terrorist attack,
rather than to focus on the continuous provisiothefcritical infrastructures’ products and
services in case of crisis. Despite all these uffees, the current Hungarian regulations
are able to provide the appropriate bases for gopith crises.

At the same time with the declaration of panderii@asion by the WHO, the Hun-
garian government decided on promulgating the lawtate of emergency, which allowed
Imposing strict restrictions on assembly (more th&0 persons indoor and more than 500
persons outdoor events), border crossing and tisen@ of various institutions. Most prob-
ably due to early measures that Hungary has takene are relatively low numbers of
infected cases and death toll in the country soHawever, we cannot say that everything
is perfect and there is no room for further improeats in our health system, which is one
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element of the critical infrastructures, was n@pgared to deal with the epidemic. They had
not enough protective and test equipment (masts, fgrotective clothing, etc.), respiratory
equipment, ventilators, fans, hospital beds farisive care. These shortfalls had to be mit-
igated by the government’s urgent actions to pmtoins of protective and sanitary equip-
ment from China, the origin of the virus. Even lmmstway, the acquisition and the use of
equipment was not risk-free, not just because@ptitential further import of the virus, but
also because of the sudden change of profile inyrnampanies and the quick ramp-up of
production often led to qualitative problems andltiaproducts. The urgent and ad-hoc
procurement only reinforces the importance of thdyepreparations for crises. If we are
not prepared to deal with crises situations (oflkingl) using advanced plans in a systematic
forward—looking way, we will be wasting time, dellay decision taking and hampering
effective response that could result in higher nends losses of human life and material
resources. In case of a sudden emergency, it maynatter of luck to be able to procure
the necessary quantity and quality of materials espdipment in a short period of time,
taking into consideration the increased demanthi®same articles and the usually limited
production capacity. We have not mentioned yeettenomic consequences of these pro-
curements, there is no exact data for it, but @eitain that high demands and urgency are
always rigging up prices, so it is pretty sure thatrent procurement of these assets are
much more expensive than it would have been yeprsThe unexpected liberation of nu-
merous hospital beds has provoked great debatdislilee among the medical profession-
als and the population as well, this fact also shtivat this operation was not coordinated
with the hospitals and the professionals in advatiee hospitals were not pre-designated
for this task. So far, there was no mention orhilmaan factor related to the crises, doctors,
nurses and other supporting staff of a hospitag wdmtinuously provide extraordinary ef-
forts to save life in this very hard situation. Hoxer, it is well-known that there are serious
shortages of medical personnel at almost all levelsm the data published by the OECD,
it can be calculated that between 2009 and 201ighig 12,000 doctors and three times
more nurses were trained in Hungary, however rtbease in the Hungarian health system
was only two thousand doctors and 1,500 nurse®by.Zg7, 2019) Where are the others?

The situation with regard to the designation oficai facilities and services is
somewhat similar. Based on the declared state efgancy, the Armed Forces was tasked
to introduce military control over vital institunis and services, which mainly related to a
certain range of service and production capaditi¢ise field of transport, energy and phar-
maceutical sectors. As we can see, these areralbpthe critical infrastructures and are
listed in the table abov&@he companies were designated in a relatively gieviod of time,
but the names of the designhated companies werepoiblished when the military control-
lers arrived to the companies. It was consideredantive measures to inhibit the desig-
nated companies from hampering the process or @xguhemselves from the procedure.
All this shows that significant elements of thetical infrastructures were not pre-desig-
nated and prepared for its tasks, for those legahagement related and cooperative obli-
gations they have to fulfill in a crisis. We thitikat a lessons identified exercise must be
conducted after the end of this crisis summarizalghe essential experiences and incor-
porate them into the current regulations to makg ito date.

Based on several nations’ experiences gained byilsis we believe that ensuring
the continued operation of the critical infrastuures is the root of security, both in everyday
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life and in time of crisis as well. Therefore, #hestematic, strategic-level planning for the
development of critical infrastructures must bduded into the national security strategies
and planned together or parallel with the militpayt of it. Hungary has no long tradition
in the strategic planning since the legal framewarkit have only been set in 2012. The
first two products were the National Security Stggt and the National Military Strategy
issued in 2012. Therefore, it is no wonder thatel&no tradition or practice in elaboration
of a civil security strategy. The situation on thditary side is significantly better due to
our NATO membership. From 1999 Hungary participatethe NATO Defense Planning
Process that requires a mid-term, strategic-lelaglning to develop our military forces and
capabilities. This planning process currently fietsso-called capability targets for the de-
velopment of our military forces and capabilitigs2936. These goals are integrated into
our national defence (strategic) planning prodessaking them down into a ten-year time
horizon, and allocating resources for its impleragah. In this way, according to the Hun-
garian regulations, plans and ideas for the devedop of the armed forces are available
for ten years in advance. After implementing thgsals and objectives, the planned mili-
tary forces and capabilities will be available toyide responses against the expected se-
curity challenges of the given period. This forwéwdking strategic planning procedure is
missing on the civilian side to plan and develojliein capabilities (critical infrastructures)
in a structured and systematic way.

The objectives and requirements of the NationauBggcStrategy (NSS) issued in
2012 (Government Decree-l, 2012) were only brokanrdby the military side in the Na-
tional Military Strategy (NMS) (Government Decrded012), and further detailed in the
10 Year National Force Development Plan and instiet term National Force Develop-
ment Program. With regard to civilian capabilitidgere is no an integrated strategic plan-
ning system, which would include all elements & dnitical infrastructures representing
the other side of the “security coin”. The militagigle cannot exist without civilian capabil-
ities, and vice versa, they together form the "siges of the security coin." In order to
answer the complex challenges of our current wairhtly complex responses could be con-
sidered appropriate with the combination of cap@sl from both, military and non-mili-
tary dimensions. Therefore, we propose the follgygttucture to develop an integrated and
balanced national security planning system:

National Security Strategy

e T

National M|||tary Strategy National Civil Securitv Strate(

1 v

- 10 Year National Critical Infra-
10 Year National Defence De- structure Development Plan
velopment Plan i
v 2020-2026 VZ National Critical
2020-2026 XY National De- Infrastructure Development Prg-
fence Development Progran gram

2. Figure: Proposed structure for the national $égic planning of security (Own edition)
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The purpose of the NSS is, based on the analyslsedecurity environment and
the expected security challenges, to determinendienal goals and objectives including
the way to achieve them together with a comprekersistem of the governmental instru-
ments by which Hungary can enforce its nationaliggcinterests in the international po-
litical arena.

Based on the goals and guidelines set out in the, ki NMS and the National
Civil Security Strategy (NCSS) break down the expeduture threats and challenges fac-
ing the country and the possibilities to addressrtlin their strategic tasks and objectives
at the level of sectors. Based on the securityaterand challenges identified by the NSS,
scenarios and course of actions will be developedddel the potential responses with the
use of combined (military and non-military) capdlas defining the order of employment
for both sides. Based on the results of modeliragnrdirections and priorities for the force
development and the sector-specific developmerthiocritical infrastructures will be de-
termined, as well as the necessary tools and ressur

The 10-year development strategies/plans conta&rytialitative, quantitative or-
ganizational and other requirements, as well asdbgh schedule and resource allocation
of the developments specifying the involved sewvioe the military side in line with the
guidance and the priorities defined in the NMS. $ame procedure applies on the civilian
side as well to prepare a 10 year developmentfpliowing the requirements above with
the involvement of those sectors, which are inéiddor prioritized development in the
NCSS. In case of critical infrastructures, the @lon of developments and resources to
certain sectors is of course a more complex teesk i the military side, since critical in-
frastructures involve several sectors and inclumeonly state-owned companies but also a
large number of private and multinational companidserefore, wider variety of tools is
needed to achieve the desired developments andtineats. In addition to legal regula-
tions, it is possible to achieve strategic goalsntyoducing financial, economic and other
incentives, or through state security investments.

In both cases, the development programs are corsid@plementation program
plans, which include all details of the acquisitaond the development processes including
the defined quantitative and qualitative requireteeresources, terms of payment, dead-
lines, training, education, operational and logsprocedures, and so on. We think that the
well-tried NATO approach for development of miligazapabilities by using DOTMLPEI
system was successful for long time, thereforeputid also be applicable for the develop-
ment of civilian capabilities.

The comprehensive interpretation of security asdnitroduction into the national
strategic planning system is currently a rough eptidoased on a flexible adaptation of the
long-standing military security planning systentite elements of the non-military security
dimension, taking into account the specificationgioating from the differences of the
dimensions. The structure and procedures outlibegieaare in line with the 38/2012. (lll.
12.) Government Decree on the Governmental Sti@t€gintrol (Government Decree,
2012), which provides an opportunity to establishzontal co-operation among the sectors
in parallel with the implementation of strategiemhing in each individual sectors. A de-
tailed planning procedure should be developed thighinvolvement of all participants and

3 DOTMLPFI - Doctrine, Organisation, Training, Material, Leadership, Personnel, Facilities and Interoperability
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a proper regulation of the planning activities dddee ensured. The comprehensive plan-
ning of national security should be carried outoordinated by an organization/authority
above all sectors, as the emergence of inter-sedisputes and conflicts of interests are
almost inevitable, since several sectors wouldpnés this activity as a reduction of their
power or a possibility to access to additional veses. However, it should be noted that in
general, crisis management is a governmental taskhich a significant and substantial
part of the sector’s power will be removed from $ketors to the central management (gov-
ernment), therefore it is evident that the centrahagement should be empowered to con-
duct strategic planning and control all the prefiana for crisis situation. At the same time,
the individual sector-specific development stragegieed to be complemented by the plan-
ning and controlling of the implementation of stgit security tasks and developments
defined by the security strategic documents.

FINAL THOUGHTS

We believe that, due to the changed security cistantes, a significant change is
needed in the approach of security, with puttingad@mphasis on the military and non-
military dimensions of it, as they constitute tdgetthe security as a whole.

In line with it, the mandates and tasks of inteore! organizations involved in the
European security need also to be reviewed, simeedronavirus epidemic is the second
crisis (first was mass migration) in short time whwtions had to face all problems alone
without international assistance in anticipatinggventing or dealing with it in a coordi-
nated way. The result of review, of course, alspedes on the willingness of nations, if
they insist on maintaining the status quo demotistraheir sovereignty, they will only
achieve a “slice of security” with the military démsion. However, the military dimension
itself will not be enough to overcome complex abiadjes, without developing non-military
dimensions, nations will lose the complexity ofithgtential responses for complex chal-
lenges.

From a national perspective, we also propose tovich broader approach of secu-
rity and a comprehensive interpretation of secutitgensions. As a part of this, it is rec-
ommended to introduce the non-military dimensiothia strategic planning system of se-
curity and to extend the well-tried military plangisystem to the non-military sectors, tak-
ing into account the necessary flexibility andsipecific features.

The longer-term development plans (10 years) basezbordinated priorities and
systematic use of budgetary resources could etfseidevelopment of the targeted military
and non-military capabilities and assets, whichmvire likely address complex challenges
in case of a potential crisis.

Detailed procedures for the strategic planningeausity should be developed with
the involvement of all participants and the appiatprregulation should be ensured in ac-
cordance with the 38/2012. (lll. 12.) Governmenti2e on the Governmental Strategic
Control.
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Abstract

This paper investigates the challenges &
due to the increasing performance
complexity of In-Vehicle-Infotainmen
(IVI) systems. Mass production road \
hicles implement more and more highly &
tomated driving functions. The VI
systems are interconnected with these fu
tions as well as are in close interaction w
the driver. Therefore, the IVI-systems &
considered as safety-critical. The proper
teraction with the driver can play a si
nificant role in the controllability of haza
dous driving situations. The requireme
on providing valid information, e.g. geol
cation, to other critical functions make t
IVI-systems safety-critical. [VI-systen
malfunctions of self-driving vehicles ca
have the potential to lead to the violation
critical transportation infrastructure. Tk
compromise of critical IT-infrastructure
e.g. cloud-based navigation, can have
potential to lead to malfunction of the IV
system of self-driving vehicles.
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Absztrakt

ridecikk a kozuti jarnt infotanment rendsze-
ek (IVI) novekw teljesitményédl és
t komplexitasabdl erdéd kihivasokat tag-
dalja. A sorozatban gyartott kozuti jatim
ek egyre tobb magas szinten automatizalt
-vezetési funkcidt valositanak meg. Az VI
mendszerek Osszekottetésben vannak ezek-
itkel a funcidkkal valamint szoros interakci-
réban vannak a janinvezetjével is. Ezek-
ilél addéddan az IVI rendszereket egyre in-
gkabb biztonsagkritikusnak tekintik. A ve-
r-zevel tortérd megfeled interakcié alap-
Nigetd szerepet tolthet be veszélyes vezetési
bhelyzetek kezelésében. Ez mellett a mas
h&ritikus funkciok szdmara tortérvalds in-
nformacék (pl. geolokacid) szolgaltatasa is
wkritikus feladat. Onvezétautok VI rend-
azerének hibas ttkddése kritikus szallitd
nénfrastruktirak veszélyetetéséhez vezethet.
sKritikus IT infrastruktarak (pl. felth alapu
thavigacio) veszélyeztetése is magaban hor-
I-dozhatja annak leh&tégét, hogy az dnve-
zeb jarmivekben hibas VI rendszerim
kodéshez vezess:

Kulcsszavak

nautomatizalt, kozuti jardy kritikus, info-
tainment, rendszer

Head of Quality and Safety / Min&séguigyi és funkciondlis
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INTRODUCTION

The new road vehicles continuously implement maow more automated driving
related features. The ultimate goal of the techywldevelopment in the automotive in-
dustry is to produce fully autonomous cars, that dave everywhere in all conditions.
Until reaching that advanced state, the technoleijyhave to get over several maturity
level. Due to the nature of the automotive busingmestechnical complexity of the autono-
mously driving cars and the related critical infrastures, the continuous development is
impossible without properly analyzing the whole texh. This paper briefly describes the
main VI system components, highlights the autoweotiontext and the relation to critical
infrastructures.

BUILDING BLOCKS OF IVI-SYSTEMS

A general sketch of a premium passenger car caedrein Figure 1. Not all these
system blocks can be found in each passengeraae Blocks are new developments, and
some have already undergone major changes. [1jriEme function of the IVI is still pro-
viding a Human Machine Interfaces (HMI) in the \ai The development of a HMI is a
complex, interdisciplinary challenge. [2] As perather vehicle domains, as well as in the
IVI domain, the electronics and the software wérermost innovative technological areas
in the last decades.

Figure 1 [3] Passenger car In-Vehicle-Infotainment system

The brief description of the building blocks listeelow as per numbering in Figute

The head up display (1) is a small transparentlgar@oject a limited amount of
information on, mainly to inform, alert or warn tkheiver. This component is one of the
latest developments in the automotive 1VI systeitns. usually a compact, digital compo-
nent. The instrument cluster (2) is one of theinabbuilding parts of the IVI systems. It
also presents critical information to the driveg. &ehicle speed, information on the engine
condition. The new premium category cars are ayrédted with Liquid Chrystal Display
(LCD). Due to reliability purposes, e.g. the saf&ttical warning functions have not always
integrated in the LCD screen but are still usingjvidual (Light Emitting Diode) LEDs.
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The steering wheel controls (3) include severaldmst and switches integrated in the ste-
ering wheel for the comfort of the driver. Vibragieffect can also built in the steering
wheel to provide a diverse way of warning for thieet. This warning function can already
be considered as safety critical. The head unitg)function as the actual brain of the IVI
system. For all future cars, it will include a tbiscreen and a reasonably powerful hardware
is able to meet performance requirements of thalled Operating System (OS). It usually
includes a Global Positioning System (GPS) recefiwethe navigation and a Subscriber
Identification Module (SIM) card for the mobile amection. Its control can be fully
touchscreen integrated depending on the desigmeafdncerned brand and car type. This
control integration tendency supports the costetdn by removing the hardware buttons
and switches. Since the head units by now can mmge a hypervisor and can run several
OS, the software architecture became hierarchiwélcamplex. This aspect is becoming
essential, as the safety critical part of the CsSthde free from interference with other non-
safety critical parts of the OS or other OSs. Tilwhigecture of future IVI systems will be
modular to complyvith the technical complexity and the increasingiber of the software
suppliers. This sort of modularity will demand matdevelopment processes as in the de-
sign phase as well as in the integration phase céhtol panel (5) is placed in the center
console and interconnected with the head unit. Eveagh the increasing number of fea-
tures integrated in and controlled by the head, loti of Original Equipment Manufactu-
rers (OEM) keep this block, as this is the easiast safest to use controlling components
while driving. It is usually pure electronics, fulintegrated component and therefore has
no demanding requirements for the system and theae level development processes.
The microphones and speakers (6) are the genati@ eomponents of the IVI. Their im-
portance and the concerning requirements on thebigly and the quality are increasing
as voice recognition features develop. At thisst#ue speakers generally have a significant
role in the driver warning part of the safety cqotce

DRIVING AUTOMATION
SAE J3016 — Levels of driving automation

Program managers and vehicle level designers loavake decisions on the level
of the vehicle driving autonomy from the concepag of the development. In order to
provide a common terminology for the industry, tBeciety of Automotive Engineers
(SAE) International issued the J3016 standardl'f¥ standard defines six levels of driving
automation as per Table 1. It shows the respoitgiloil the environment monitoring and
the driving at each level. Level O refers to thedst level of automation, meaning there is
no driving automation at all. Level 5 refers to thghest level of automation, meaning full
autonomy. At this level both the environment moniitg and the driving functions are car-
ried out by the system under any circumstancesehns, that there is neither pedals nor
steering wheel in the vehicle.

Level | Environment monitored by | Driver Example
0 Humar Humar Lane departure warnil
1 Humar Humar Lane centering OR adaptive cruise cor
Lane centering AND Adaptive cruise cont-
2 Human Human .
rol same tim

Vol 2, No 1 (Sl), 2020. Safety and Security Sciences Review | Biztonsagtudomanyi Szemle 2020. I1. évf. 1. kiilénszam



42 DEVENYI GEzA

Level | Environment monitored by | Driver Example
Human
3 System OR Traffic jam chauffeur
Systen
4 Systen Systen Local driverless ta:
5 Systen Systen Same as Level 4 but in all conditic

Table 1: SAE J3016 Levels of driving automation

Advancement of the autonomous driving technology

Gartner hype cycle [5] is a visual representatibthe advancement, adoption and
application of different emerging technologieswis developed and introduced by the re-
search and Information Technology (IT) firm Gartirer. The hype cycle has been used by
Gartner since 1995. Figure 2 shows the hype cuitreits dedicated phases and the positi-
ons of Autonomous Driving Level 4 and 5 in 2019.

AVISIBILITY

Peak of Inflated Expectations

Aut@nomous Driving Level 5

Plateau of Productivity

AutonomgqUs Driving Level 4

Slope of Enlightenment

Trough of Disillusionment

TIME

>

Technology Trigger

Figure 2: The hype cycle

The horizontal axis represents the time with nenitefscale. The vertical axis rep-
resents the visibility of the individual technolegj also with no definite scale. The main
purpose is to show the actual position of the iitdial technologies and their relative po-
sitions. The positions of the technologies candyapared to their positions in the previous
years. The advancement of the technologies alornvg @an be varying. Some technologies
simply disappear before reaching the Plateau ofiltivity. Some technologies are not
recognized in the early phases. Anyway, the autausndriving technologies have been in
the highlight of the researchers, the automotiwelipers as well as the marketing sector.
Therefore, there has been plenty of informationlalke on this field. Table 2. lists and
briefly describes the phases of the hype cycle.

No. Phase Description
1 Technology | The initiation of a potential technology breakthghuEarly concepts cal
Trigger trigger significant publicity. Usable products necessarily exists. Busi-
ness model is unoven
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No. Phase Description
2 Peak of Inf- | Early publicity start delivering news on failuressides the success stg
lated Expec- ries. Some companies take action; most don't
tations
3 Trough of Interest drops as implementations fail to be pro®averal technology
Disillusion- | developers quit. Investment continues only forgheducts meet the requ
men irements of early adopte
4 | Slope of En-| Successful concepts outline sustainable businedglsorhe technology
lightenment | becomes more understood. New generation produstsfaom survivor
technology developers. More enterprises fund pifojects. Conservative
companies remain cautio
5 Plateau of | Mainstream adoption starts increasing. Suppliezssisg criteria become
Productivity more established. Broad market applicability areva@nce are clearly
paying off. If the market size is big enough thiae technology can furt-
her grow

Table 2: The phases of the hype cycle

As per the 2019 hype cycle the autonomous drivéngll4 technology is well over
the Peak of Inflated Expectations period and iirggetlose to the bottom of the Trough of
Disillusionment phase. Perceptions with regardatitenomous driving can change quickly.
The speed of the autonomous driving technology ldeweent directly depends on other
technologies such as sensors, Three-Dimensionglg8ising cameras, Artificial Intelli-
gence. Fatal road accidents of self-driving carssignificantly slow down the social ac-
ceptance of the technology. According to Gartnsitsly, neither Level 4 nor Level 5 will
not reach the Plateau of Productivity in ten years.
SMDR categorization system

For some problems, the standard categorizatioevels of driving automation can-
not cover each aspect in the consideration. Fdysesof highly automated and connected
road vehicles, IT security also has to be takemaegtount. In such case, a specific Storage-
Maintenance-Driving-Routing (SMDR) [6] categorizatican be applied as per Table 3.
The SMDR categorization was developed at Obudadssity, Budapest, Hungary.

Categories Category S Category M Category D Category R
Abstract Property Thing Relation Control
categor

Aspect of ve- | Storage in vehicle Technical opera- Moving the ve-| Traffic control
hicle tion hicle
Problem Storage Maintenance Driving Routing
Level 1 Objects Traditional main-| Traditional dri- | Static routing
tenanc ving
Level 2 Creatures, speciall Controlled main- | Controlled dri- | Dynamic rou-
object: tenanc ving ting
Level 3 Humans Periodic mainten+ Automatic dri- | Central routing
ance ving
Level 4 Hazardous material ~ Automatic main- Convoy driving Community
1 tenanc routing

Table 3: SVIDR categorization of automated vehicles
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THE AUTOMOTIVE CONTEXT
Production Volume

The number of the produced cars is by order of nbadgs higher than that of other
safety critical systems, e.g. power plants or aimpk. Any critical problem resulting in a
recall of a car type can cost a lot for the OEM. tB& other hand, the big car factories
require huge investments, which can return in desaaly. Therefore, the industry is tra-
ditionally very cost sensitive, setting extremeégiht budget for the development.
Supply Chain

The supply chain extends around the globe andriscamplex. The responsibility
sharing between the parties is based on actuaiamstbut the players have to comply with
the global quality standard IATF16949 [7] by Intational Automotive Task Force. Taking
into account the increasing number of the softwagpliers, the standard requires the soft-
ware suppliers to build competency to carry out-aetessments on their own software
development processes.
Technical complexity

The complexity of the in-vehicle communication netlv continuously increased
as many new Electronic Control Units (ECU) were lenpented and connected to the ve-
hicle Controller Area Network (CAN). The volume tife software implemented in the
ECUs boomed along with the number of required featand the performance of the elect-
ronics hardware. A new premium car has over 100anilLines of Code (LoC). As a
comparison, a Boeing 787 has 3 million or less LIBL. Such level of complexity raises
specific requirements on the architectural desigriie system, software and hardware le-
vel), on the component interface specificationflenrelated integration test specification
as well as on the actual integration process.

Vehicle lifecycle

The OEMs traditionally have a very conservativerapph on the verification and
the validation of new technologies. For that reasslBMs want to see a product with fully
validated feature set by the Start of ProductiooP(SThis is a reasonable requirement to
reduce the risk of a recall campaign. On the offaed, IVI systems have an increasingly
stronger customer requirement to be able to addsystem features after the SoP. The
vehicle domains are more depending on the actudinzae, e.g. chassis, power line, usu-
ally can’'t be upgraded with new features. The dgweis therefore will have to specify
hardware that is more powerful and a properly maxdsibftware architecture. Taking also
into account the increasing technical complexitg full system validation before SoP is
getting a bigger challenge. This is also an impuardaea, where OEMs and the VI software
suppliers will have to come to a compromise. Sosad¢uires might be released with a lower
but still reasonable level of validation and mightupgraded based on the field experiences.
Tesla cars are already able to remotely updassftavare accordingly. [9]

Cultural differences

Due to the implementation of the direct User Irdeef (Ul) the VI is uniqgue among
the other vehicle domains. It is feature rich coragéo the chassis or the power line do-
main. Since the Ul is always, an essential pathefvehicle’s level safety concepts, the
developers have to take into account the targekebhanultural background. Developers
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working for global markets have to develop competeto deal with this aspect, which is
time demanding for the organization.
Personalization

Mobile users are used to their phone’s personahgstand want to keep using the
familiar Ul while driving or travelling in a car.lerefore, the IVl Ul has to be able to
dynamically adjust to the driver's and the passesiggevice settings. The trend of car-
sharing [10] strengthen the requirements on petizatian. This aspect creates information
security requirements too for the system, e.g.emttbation, authorization, and accounting
(AAA). [11]

Information security

Future autonomous cars will continuously moniter ¢éimvironment and send infor-
mation to the cloud where High Definition (HD) mdfg&] will be created and maintained.
The HD maps will be an integrated part of the tcadihd logistics infrastructure, which is
considered as critical infrastructure. In the séime, road vehicles will download HD map
data to feed their navigation functions. Comprongsihe map providers IT system can
have the potential to lead to hazardous drivingasions for individual vehicles, as well as
to traffic system level incidents. The in-car conmication network can also be compromi-
sed via the IVI system, which can lead also to taémss driving or traffic situations. The
root cause of the security gap can be either asetiacking or a malfunction of the Ul
integrating 1VI system. Thus, developers have @lyze the IVI system’s malfunction root
causes from information security point of view. &igersa, the VI system malfunctions
have to be considered as root cause of security. gap

Newcomers in business

With the integration of System on Chip (SoC), awatlisplays and high-perfor-
mance Graphics Processing Units (GPU) global, maity non-automotive OS providers,
e.g. Google and Apple, and several small softwareponent developers appeared in the
market. These companies have no traditional auiembackground. This cultural gap is a
big challenge to fill for each party. The softwargpliers will have to adopt to the automo-
tive quality standards. For software suppliers gegomotive Software Process Imp-
rovement and Capability dEtermination (ASPICE) [h8tame the leading standard on the
development processes. On the other hand, the @&ldd0 adopt agile software develop-
ment methods, e.g. Scaled Agile Framework (SAF4) §t the different organizational
levels. This is also an area, where the partnersgathe whole supply chain will have to
come to a compromise.

FUNCTIONAL SAFETY STANDARDS
ISO26262 Road vehicles — Functional safety

The society and the authorities want to see a moatisly decreasing trend in the
number of car accidents. The inappropriately lovel®f safety can result in a recall with
financial, legal as well as reputational conseqgaenin order to reduce such risks rooted in
the malfunction of safety critical systems the ing&ional Organization for Standardization
issued the functional safety standards for roadtleel5026262 in 2011. The standard pur-
poses listed below:
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e provides an automotive safety lifecycle (managemeevelopment, production,
operation, service, decommissioning) and suppaitting the necessary activities
during these lifecycle phases;

* provides an automotive-specific risk-based apprdaadletermine integrity levels
Automotive Safety Integrity Levels (ASIL) [15]

Table 4 summarizes the ASILs. ASIL Quality Managem@M) refers to the
lowest level of safety criticality and ASIL-D refeto the highest level of safety criticality.
In the second column vehicle level functions listsdper their usually applied ASIL;

ASIL Example
Movie and game systems
Connectivity, GPS, navigation system
Instrument cluster, steering wheel sensor
Stability control, valve control
Braking, electronic power steering

o|o|w| >

Table 4: Automotive Safety Integrity Levels

» uses ASILs to specify applicable requirements @ E5262 so as to avoid unrea-
sonable residual risk;

» provides requirements for validation and confirmatimeasures to ensure a suffi-
cient and acceptable level of safety being achieved

» provide requirements for relations with suppliers.

ISO/PAS 21448 Road vehicles — Safety of the intersl&unctionality

The absence of unreasonable risk due to hazarasimgsrom functional insuffi-
ciencies of the intended functionality or by readay foreseeable misuse by persons is
referred to as the Safety Of The Intended Funatign(SOTIF). [16]

The standard provides guidance for the designfieation and validation activities
necessary to achieve the safety of the intendectim It is important to note, that this
standard does not cover the faults addressed b3A3&2 or hazards caused by the system.
This standard is meant to be applied to intendedtionality where situational awareness
is critical for safety. Situational awareness segial for emergency system functions (e.g.
emergency brake) and Advanced Driver AssistancteB8\s(ADAS) at Levels 1 and Level
2. The standard can also be taken into accoutidgber levels, but further measures might
need to be applied. Measures defined in the stdnckar be used for the development of
innovative functions, where situational awarenedsmised on complex sensor data and pro-
cessing algorithms. The standard considers intendednd foreseeable misuse combined
with hazardous system behavior during hazardoustegentification. Intentional misuse
of the system is considered feature abuse. Sut¢hokabuse is not in the scope of the
standard.

SAFETY INTEGRITY LEVEL

According to the automotive functional safety stnaid, the system safety topic has
to be considered throughout the whole lifecycléhefvehicle. The interactions between the
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vehicle and the environment has to be assessedoanthented by certified safety specia-
lists of OEMs during the concept phase in the Hhzanalysis and Risk Assessment
(HARA) The outcome of the assessment will deterntieASIL for each considered ha-
zardous event. The standard’s guideline on sevaessification considers damages caused
to the vehicle, the passengers and pedestriarsonhe situations, these damages can be
significantly lighter than the resulting lossessediby a severe traffic jam, mainly in dense
urban areas. The more automated driving featunébaimplemented in vehicles the driver
more will be used to them. For example, sound tffand streamed video on the head unit
assist drivers during reverse driving or emergdireking. At this stage the controllability
of the driving scenarios where such driving agsisiystems or warning messages are una-
vailable are considered generally controllable. Bughe lack of driving experience with
no driving assisting features the controllabilipesification guideline will need to be re-
viewed. The unavailability of warning messagesigh Ispeed, e.g. on motorway can have
the potential to lead to hazardous situations ifledsvith higher severity. Navigation so-
lutions assist drivers in route planning, battegniaggement of electric vehicles and char-
ging station finding. Due to the loss of GPS sigmalonnection to a cloud-based navigation
can lead to hazardous situations higher than ASWL. @ case of fully autonomous cars
(Level 5) the communication between the driver #rel vehicle is essential. The driver
must be able to instruct the vehicle under any itimmd The combination of these changes
will necessarily lead to the increase of ASIL of AMnctions.

CONCLUSION

The technical complexity and the performance of lfé/ehicle-Infotainment
systems continuously increasing. Due to the safatysecurity requirements, developing
reasonably reliable systems requires to followdsdiath processes throughout the whole ve-
hicle lifecycle. The higher level of automation &eg in a vehicle, the higher level of ASIL
will be assigned to In-Vehicle-Infotainment systernmsorder to meet reliability require-
ments SOTIF and information security also havedaapplied from the concept phase of
the vehicle lifecycle. Critical infrastructures inding or interacting with autonomous road
vehicles, e.g. road traffic, logistics, info commeation systems, electric car charging sta-
tions, emergency services will have to be prep&oedntegrating autonomous road ve-
hicles. The experts of the concerned infrastrustat®uld be involved in the hazard analy-
sis, the risk assessment and the safety concepifgcation activities.
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Abstract

Absztrakt

Closing the technology gap is a very diffiA technologiai rés megszintetése nagyon

cult and fragile process for many regions
the world, in particular in Africa and su
Saharan Africa, which will be explaing
below. There is growing evidence of st
cessful technological development in {
region. It especially affects informatig
and communication technology, but al
agriculture and other sectors. Both univ
sity research and co-funded technology
velopment projects are important sour
of technology development in the ecd
omy. This paper on certain questions re
ing to biometric technologies focuses
the analysis of key sectors and actorg
these processes, and in addition to detai
the difficulties posed by development ga
suggests the possibility for faster techi
logical development ‘leaps’.

Keywords
Biometrics, development gap, Sub-$

olehéz és torékeny folyamat a vildg szamos
brégidjaban, Afrikaban és kiléndsen Afrika
2d5zaharatol délre fekv részén, amely e
Icsikkben kerul kifejtésre. Egyre tobb a bizo-
heyiték a térségben a sikeres technologiai
rfejlédésre, amely leginkdbb az informécids
sés kommunikacios technolégidk terén fi-
egyelhett meg, de érinti a mégazdasagot,
dés mas szektorokat is. Mind az egyetemi
césitatas, mind a tarsfinanszirozasu techno-
négiai fejlesztési projektek fontos fejlesz-
aési forrasok a gazdasagban. Ez a biometri-
okus technoldgiakhoz kapcsol6éd6é egyes
kérdéseket vizsgéld cikk az e folyamatok
lidtal érintett kulcsfontossadgu agazatok és
zerepbik elemzésére Osszpontosit, és a
ndejlesztési hianyossagok altal okozott ne-
hézségek részletezése mellett felveti a
gyorsabb, fepjdési ,ugrasok” lehéségét
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INTRODUCTION

Technological development as well as technologysfiexr from abroad depend on
a number of socio-economic factors and requiresaiip environment. These include fac-
tors such as existing infrastructure, human capiéalelopment and education, the legal
framework, in particular intellectual property righinformal institutions, research and de-
velopment opportunities, and access to education.

This process can be of utmost importance agaiteckta the process of knowledge
transfer of technology and resulting applicatiomdvation and development in the field of
biometric technologies. Technologies based on hinmidentification have been evolving
and spreading at a very quick pace in a wide rafg@plications in recent years. And this
process, combined with proper attention and daigeption regulations, may create a pos-
itive impact.

The European Commission has drawn up a propos#&iogrg minimum require-
ments in the field of security policy, includingetimequirements for a passport with bio-
metric identifier. In Brussels, two years before thnited States, a visa-free travel with
biometric passport conditional had been made, asdgorts with two biometric identifiers
were agreed on. The Commission mentioned the fongeras an option that was at the
discretion of the Member States. At the same tilnproposed the creation of a central
database containing the fingerprints of all Europeitizens, i.e. no less than 450 million
EU citizens [1].

Consequently, many African governments are devetppcience and technology
policies, establishing ministries of science anitensities of engineering, devoting more
resources to targeted science development progeardsstepping up international cooper-
ation with organizations such as the World Bank,BAIDB, DFID, CIDA, UNCTAD,
UNESCO that develops science and technology cagagiding programs [2]. At the same
time, a number of local-level projects are undenivaeifrica and consist of a bottom-up
position on the technology development agendas toteworthy that there are areas of
research and technological development in somerseof African economies, most of
which are not related to the markets of the ref@nMoreover, these markets have great
potential and will become increasingly importanttia global economy.

And while biometric technologies can be considesestire in general, and are more
difficult to compromise as well, we must not igndhat these systems have also weak-
nesses. This paper cannot cover the technologpaicés and full spectrum of the dangers
of biometric identification technologies, but willention some of the fundamental concerns
especially in connection with African applicaticspecifically.

BIOMETRICS AND BIOMETRIC TECHNOLOGY

Biometrics uses some characteristics and marketsegderson that are unique and
easy to digitize. These biometric features areef@ample the fingerprint, the voice, the
vascular network of the cornea, or the shape ofabe [4]. In addition to the immediate
advantages of biometrics, it also has a numbeisafldantages. Simpler solutions are easy
to deceive, but more sophisticated products arg egpensive. In many cases, there may
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be hygiene or data protection issues (due to tiseilpiity of covert surveillance). Never-
theless, biometric methods combined with biometaies considered the most reliable so-
lutions for user identification.

Although many methods can now be used for the bioenieentification of users,
methods based on fingerprint identification carcbesidered almost dominant. The adop-
tion and widespread use of alternative method®itainly yet to be seen. The primary
explanation for this is (despite its relative ina@xy) the fact that due to its low feasibility
and user-friendliness, fingerprint-based identtf@a is currently the most popular bio-
metric technology. However, for the sake of a nam@plete picture, it is advisable to look
in other directions as well.

There are many sources about biometrics as arifidatibn procedure, but almost
no systematic material has yet appeared on itsamitle.

» Biometrics [Greek] can be defined as biostatistigahntitative analysis and statis-
tical comparison and scientific processing of lgzmrganisms, their body parts and
their life processes [5].

» Biometrics is the identification of a person witleasurable physical and biological
characteristics [6].

» Biometrics (ancient Greek: bios = "life", metrorimeasure"”) is the identification
of a person based on the measurement of one oruniapge physical or behavioral
characteristics. The use of biometric data throagiomated methods to establish
identity based on measurable physiological (physarad behavioral (behavioral)
traits such as fingerprint or voice [7].

» Biometric identification is a type of personal itiination, an identification proce-
dure based on different, measurable biologicatsirahysiological or behavioral
characteristics of a person (biometrics) [8].

Advantages of biometric identification:

* The method actually identifies the person himsetiblf, and does not check for
indirect characteristics such as a password othaycan be stolen or decrypted.

» Using the right tool or technology, it is possilbbemake sure that the sampling
comes from a real living person; consequenthgitgicantly reduces the possibility
of deception.

* A silent alarm may be possible if, for example, tago finger is used to read a
fingerprint or another password is used for vogeognition.

Disadvantages of biometric identification:

» Most methods require special hardware that iscpiiie expensive.

» For people with disabilities, the method may noapplicable.

» From a hygienic point of view, solutions that requphysical contact may cause
problems.

» The examined characteristics can vary in time @salt of illness or injury.

» The results of the readings are never exactlydheesso the sensitive point of these
systems is the degree of fault tolerance, as #msdegrade the reliability of identi-
fication in terms of both false acceptance andefadgection.
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» Repetitive deception is possible in several cased) as voice-based authentica-
tion, whose attack mode may not be defensiblelicasdes and its prevention is
quite expensive.

* The computer may not be able to verify the autleggtof the scanner hardware,
so it may be the target of attacks.

Legal or privacy issues may be raised in caseeo$dlan that is performed remotely
without the person's consent (such as facial ifieation). These and wider problematic
areas lead directly towards the questions of Hutbretical and practical application.

THEORETICAL AND PRACTICAL DILEMMAS OF APPLICATION A ND
APPLICABILITY

From the point of view of this paper, three arleapplication deserve special attention.
Travel control.

For a variety of reasons, there is an increasiggirement to let people travel via
planes, ferries, and even trains to be individuabjistered, with interim checks at multiple
locations. Today these requirements are mostlygbdtiiven by security concerns, visa reg-
ulations and other such reasons. And, becausentberd of people traveling is already
large and is predicted to increase at significatés, all organizations involved in the man-
agement and control of mass transportation indissare very interested in the rationaliza-
tion and automation of necessary procedures. Shispecially the case in the activity of
the International Civil Aviation Organization. Theessure caused by the growing number
of passengers is surely one of the most significaagons for the introduction of biometric
passports, visas and other controls/documents.ofganization recommends very clearly,
that “Contracting States should incorporate biometricadiattheir machine readable pass-
ports, visas and other official travel documentsing one or more optional data storage
technologies to supplement the machine readable, zznspecified in Doc 930[®].

Financial and other transactions requiring authorization.

It is already apparent in finance-utility applicats, that money in physical form
(bank notes and coins) is being replaced more aoré oy the virtual forms of financial
transactions — digital transactions via data baseyeToday this happens in the form of
credit or bank cards, pocket electronic money, ldtwvever, it is clear that, in most cases,
the physical card is not important, because mosejirectly connected to a person. The
spread of biometric authentication in the econaseictor (i.e. banking and trade) will de-
crease the need of physical objects, such as easitsce virtual money can be directly
connected to a person (or to the legal personk Wil result in a significant change both
in the behavior of people, but also in the abgitieat governmental organizations will have
in their surveillance of money movements (finantiahsactions).

Remote voting (authorization).

Perhaps the most important change in society wibhtought about by the creation
of an entirely new market for biometric devicest thdenominate asemote authorization
The merge of existing and future networking develepts with biometric solutions will
allow people to have the opportunity to authorizeide range of transactions (e.g. voting,
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purchasing, accessing, decision-making authorizateic.) via the network, from remote
locations.

It is interesting and characteristic that biometiétso played a role in the identifi-
cation of soldiers in African peacekeeping opersifi0].

In many ways, the following two examples of refugaenps or elections are at least
as relevant:

A) The Yidai refugee camp: 80,000-100,000 refuge&\NHCR pilot project for the
biometric registration of the entire populationtbé camp, if successful, will be
introduced amongst most refugee camps around thd.wo

* benefits:

0 cost efficient,

0 equal redistribution,

0 combined with digital maps, a wealth of informatmmdiseases and logis-
tics

e risks and unintended negative consequences:

o0 data management and protection practices compliance

o0 complete lack of a complex legal background,

o long-term consequences for individuals, reinforttes 'refugee is not a
full-fledged person’ mentality,

0 ’cheap image campaign opportunity’ for technologynpanies while also
providing testing ground for uncontrolled testirfgiew, less reliable tech-
nologies

B) Voter Registration in Kenya [11], 2013.

* An exponentially rising cost of the African elect®o(Congo $ 360 million, of
which $ 58 million for biometric systems, Ghana /&4 Kenya 293 / ~ 100),

* The Kenyan election cost $ 20 per vote (averageaan cost $ 1-3 / vote),

« Contracts, citing business interests are completetinon-transparently confiden-
tial.

On the basis of all this, we can draw a conclusibthis stage. The triple benefits
of technology companies, which are separate fraptiblic good, are as per below:

» Africa can be a source and field of innovationaéfitom, demand and opportunities,

» This could be a part of an image campaign and s, $is many costs can be ac-
counted for, as aid or social contributions,

» Huge profits due to universal data entry practiggsntity cards, refugee camps)
and unclear legal situation, in most cases witly \@ng-term and unilateral con-
tracts

A RESEARCH DIMENSION - DO DEVELOPMENT GAPS DYNAMIZE OR
PARALYZE?

More efficient use of existing resources through development of science and
technology is crucial for economic development.aAgorthy component of the concept of
wider sustainability, it has become an importaatreint of policy strategies at national and
regional level in most countries [12].
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However, in terms of science and technology, the lggtween economically less
developed regions around the world persists. D@egl@ountries seek to finance innova-
tion and new technologies to gain competitive athga in global markets, while develop-
ing and emerging economies seek to catch up weHetel of technological innovation
achieved by the former group. African countrieséhakiown interest in enhancing the re-
gion’s technological potential since the 1980s, thettechnology gap persists. It is often
related to the lack of a specific policy that wodlefine and guide their actions and the
ineffectiveness of existing policies to guide pielec The proliferation of biometric technol-
ogy examined in the following chapters could berefunner of African telecommunica-
tions. It is also a question of how this relatiapstan be operationalized and justified.

According to a survey by the Internet World Statsstthe proportion of Internet
users in Africa was 28.6% in 2015, and has beewigghdynamically year by year ever
since [13]. It is important to note that the rdi@eceptive for sub-Saharan Africa. That is
caused by the fact that people in countries likgpEgViauritius or Morocco often do not
use internet at home leading to a significant défifee between individual access and the
overall level of access and usage.

Very Few Africans Have Landlines
Do you have a working landline in your household?

Noe Yes
Senegal 94% 1 6%
South Africa 94 K
Kerya 97 ] 3
Tanzania 98 | 2
Ghana 96 | &
Nigeria 97 | 1
Uganda 98 | 1
mepian o7 [ 2
us. 40 [ s
Note: Percentages based on total sample. Median percentage
excludesthe U.S.
Source: Spring 2014 Global Attitudes survey. Q160 & LL

PEW RESEARCH CENTER

Figure 1 — Fixed line phone saturation in Africa

Mobile phone penetrations have grown at a muclefastmarkable rate. Taking
the continent as a whole, the proportion of adwits a mobile phone increased from 1%
to 54% between 2000 and 2013 (see Figure 2).

The digital revolution began in 1999 with the irgian of telecommunications com-
panies KenCell and Safaricom into the market. Anthe years since, mobile communica-
tion devices have begun to play a very significate in the African economy. In Kenya,
for example, a banking service called M-Pesa magedsible to transfer money even to
those who did not have a bank account. It was a bbgnge because before that, only 15%
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of the population had had a bank account, but n@myghing from buying gasoline to pay-
iIng wages or even tuitions can be arranged.

Cell Phone Ownership Surges in Africa

Adults whoown a cell phone

100%

Kenya 82
Tanzania 73

Uganda 65

Source: Spring 2014 Global Attitudes survey. Q68

PEW RESEARCH CENTER

Figure 2 — Mobile phone ownership dynamics in Asfric

Tens of millions of dollars move through M-Pesaergwday, saving you time and
money on travel, eliminating the dangers of transpg money, and boosting your cash
flow. Similar systems have been developed in otbentries.

And although the number of Internet users is grgwapidly, more than half of the
world's population still does not have access ¢oliternet [14].

However, some phone operators are making increa$iods to connect wider lay-
ers to the World Wide Web in the African marketiwdimartphones tailored to local, rural
needs.

The continent’s two largest mobile operators, MThG in South Africa and Or-
ange SA in France, have cut into the sale of sfirmglsmartphones in recent years, which
are being offered to the African population livimgmodest conditions for just $ 20. The
devices have a smartphone “brain”, while their @paece evokes the heroic age of
handheld phones.

About 100 million units of phones with special sadte are planned to be sold this
year, a 50 percent increase, making KaiOS oneeofrtbst dynamically growing mobile
operating systems in the world.

Google also saw the potential in the company, thightechie investing $ 22 million
in the software development company last year, whéceived another $ 50 million in
support from investors in May this year. The ragrowth of the company exemplifies that
even a mobile phone that can be purchased for dhewsand Forints can become an im-
portant innovation.
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EXPERIENCES OF EARLIER TECHNOLOGICAL SHIFTS AND 4G
REFLECTIONS AS 5G IS COMING

According to a statement issued by the ITU (Inteomal Telecommunications Un-
ion), there were already 3.3 billion mobile phonexcribers at the end of 2007, represent-
ing 49% of the world's population. Of course, iedn’'t mean that every second person
actually has a cell phone, as business customegsticular often have separate private and
business numbers.

Telephone subscribers and Internet users
(in billions), world

——Main (fixed) telephone
3 —+ lines
=—m==Mobile subscribers
Internet users

2000 2001 2002 2003 2004 2005 2006 2007

Figure 3 — Early regional dynamics of fixed-motshaft, 2000-2007

The fastest growth is in Africa, where the numbdesubscribers increased by 39%
between 2005 and 2007. Asia saw a 28% growth treesame period. India acquired 154,
China 143 million new subscribers in the last tveang. Landline subscriptions are con-
stantly being pushed into the background, with dri%% of all subscriptions in Africa, for
example, landline. The number of fixed line sul@is worldwide was able to show a
1% increase. In many cases, new landline subsmniptire linked to growing internet sub-
scriptions.

Mobile penetration 2007

110 /1 Mobile cellular subscribers per
100 inhabitants

—»—CAGR (%) 2005-2007

78
72

49
37 39

| "7

| . | 28\%<
178—+22 —_—
13 .“_"‘—'*—58 BT ]
|
Europe Oceania Americas World Asia Africa

Figure 4 — Early regional dynamics of mobile peagtm, 2005-2007

The introduction of 4G in Africa, on the other hahds been characterized by in-
sufficient start-up energy and investment for depaient. Due to the high cost of installa-
tion, implementation was initially slow. Withoutalecoverage, consumers could not access
a good 4G network, which allowed them to use thecgs properly.
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This has reduced consumer engagement / interésghrspeed technologies and,
as a result, usage and acceptance have not eveovedpas coverage has increased (from
10% in 2014 to 46% in the third quarter of 2019).

With this in mind, it may be interesting to see hthe fate of 5G technology is
evolving in Africa. The other previous shifts war®re successful by leaps and bounds,
and even skipped further significant improvemeathe fixed network itself, and it imme-
diately switched to mobile in the field of telecommnications.

APPLICATIONS OF BIOMETRICS IN AFRICA

In Nigeria, initiatives related to national idergdtion systems, exploration of pay-
roll accounting, ensuring the integrity of studelgctions and secure retail payments in the
country have been coupled with initiatives rela@dobile services, elections and mobile
banking. Airport identity systems have also plaggarominent role in industry news, and
a series of articles delving deep into the presisisges of the biometric ecosystem contin-
ues to review facial recognition policy, focusing mossible U.S. regulations.

In a single Nigerian state, more than 17,000 emptyt-related frauds (such as
bogus employment) and similar technology have hesea for student elections and bio-
metric-backed ID cards can be issued to the eptiprilation. However, Tanzania’s prob-
lems with SIM registration and Ghana’s resistammcadw voter registration illustrate the
ongoing delays in digital ID projects in Africa.&parate story could be told of two banks
in Nigeria and South Africa launching facial recitigm services, the former for cardless
retail payments and the latter for mobile app autibation.

One company integrated contactless fever detegtithrts facial recognition prod-
uct, and another integrated fever detection anthlfétometric terminals with payment
technologies to deploy public transportation.

Singapore’s national digital identification systesradding a facial recognition au-
thentication service to kiosks at banks and goventroffices to remove service passwords.
The government is also working to open the SingRadsile app and provide facial recog-
nition to elderly people in Singapore and overselas may need the service but can’t get
to the kiosks.

AirAsia is transforming its brand with biometricsdhbig data by offering new ex-
periences to its customers. The company operapesate iris-biometric experiments and
a fast-track airport accounting experience systEMCES) developed by the partner to
manage travelers.

Influence groups provided two guidelines for the o$ biometrics and other Al
systems this week. The five principles of the Pgoricand the Roman Al ethical call, which
include a group operated by the Vatican, Microd&®#/, and others, have many things in
common, starting with responsible and reliable meguents for systems.

In Morocco, the moratorium on the use of biometaicial recognition has been
extended until the end of 2020, with a decisiotigyCNDP (National Commission for the
Control of Personal Data Protection) leaving ogengossible experiments and introduc-
tion of certain technologies in certain areas.
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Experiments with facial recognition and other bidmeedata may be permitted on
a case-by-case basis, and the CNDP is committegtloring all solutions that could di-
rectly or indirectly contribute to reducing the hbaisks of the coronavirus pandemic emer-
gency.

The CNDP notes in the announcement that it cugr@mibritizes addressing health
risks and plans to include as a partner an assessine “proportionality of technologies
to targets” that could contribute to tackling thrésis. It also makes recommendations on
"the national architecture of identifiers and tisgablishment of a national third-party sys-
tem for trustworthy biometric authentication medkars".

CNDP is committed to supporting the developmerat data-centric economy with
added benefits through data management. And @hatso one of the reasons for the ban)
he expressed reservations about service providach, with its own biometric database,
which is often maintained outside the Commissipmisdiction.

There is a need for a national decision on theofisethird-party database for au-
thentication, whether in the public or private secand a reliable third-party system can be
set up according to the technical specificationtwefew version of the National Electricity
Utility. More specifically, the CNDP notes that demtials and usage data should not be
stored together and that special sector identiiarsbe used to develop detailed data pro-
tection policies.

“The CNDP therefore proposes identifier architegtatrthe national level that takes
into account constitutional, economic, social aexhhical requirements,” the panel wrote
in its discussion paper.

The CNDP also intended and intends to confirm thens of manufacturers and
service providers that their technology allowsdonsultation without biometric data stor-
age, and will consult the DGSSI (Directorate Gehef&ystem Security Information) on
future national.

OPPORTUNITIES AND RISKS FOR THE FUTURE - SOME RELEV ANT
DIMENSIONS OF SECURITY AND AFRICAN MANIFESTATIONS O F DATA
PROTECTION

The United Nations resolution of 14 December 19@tich sets out guidelines for
the regulation of computerized personal data fikegapt binding.

On a more global basis, therefore, legal reliaeties heavily on the broader pro-
visions on personal data. However, such provissamasometimes not able to fully interpret
and manage biometric data.

In the EU, however, the General Data ProtectionuReipn (GDPR), the General
Data Protection Regulation, is directly applicablall 27 Member States of the European
Union and the United Kingdom from May 2018. In tHisometric data is clearly defined
and protected.

e Harmonized framework within the EU,

* The right to be forgotten,

e "Clear" and "affirmative" consent,

» Strict sanctions for non-compliance with thesesule
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However, outside the European Union, the levelrofgztion depends on the leg-
islation in force. Assuming there is such legislatiAn example of this is the United States,
where three states (lllinois, Washington and Tepasfect biometric data and 47 do not.

A more activist example is the California Consumata Protection Act, which is
a significant step forward for the country. It iropes the data protection rights and con-
sumer protection of California residents from Jamuda 2020.

The CCPA could serve as an example elsewhere &pirsdp future legal frame-
works.

African nations have also taken steps to align WithEU GDPR, with a specific
focus on data protection in their unique environmen

The Mauritius Data Protection Act could almost sea¢ a roadmap in other parts
of Africa by making the law accessible through egbes and multilingual documents.
Kenya's 2019 Data Protection Act was also importawsecuring local adjustments, which
could provide significant control over the goverminesage of people’s data.

Togo’s legislation also goes beyond the GDPR igating people’s data intercon-
nection.

It can be said that African countries are adoptiraglern data protection laws that
are related to the GDPR, but not copies of it. Mueg, the new African laws show their
own way of thinking and approaches to today’s nposssing and important data protection
issues, tailored to the African situation.

As for innovation and development, many African gmments have recognized
their importance. Therefore, the government of @haot only ensures macroeconomic
stability, but also aims to promote the constructid at least one factory in each disfiict
Ghana has also started to digitize public servikesuture, every Ghanaian will receive a
biometric ID in order to set up a database forises/- for example in the health sector.

With adequate security and data protection meadimesetrics can both be an en-
abler of political freedom, voting or healthcareansource of innovation and economic
growth.
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Abstract

This paper deals with the well documen
problems of the most vulnerable and iny
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Absztrakt

dfiz a dolgozat a katasztrofaknal és komplex
isteszélyhelyzetekben a legsebedhbbt és
lebathatatlan” tarsadalmi csoportok jol do-
dusmentélt problémaival foglalkozik, azon-

aban fel kivanja cserélni a figyelem és a cse-
skekvés fokuszat, tovabba azt vizsgalja,

nhogy ezeket a fenyegetéseket hogyan lehet
abzen csoportok fdjlésének a leh&té-
l-gévé valtoztatni. Azonositjuk a legsebezhe-

aidlbb tarsadalmi csoportokat — etnikai/val-

téasi kisebbségek; gyermekek, varandés és

textoptatd anyak; valamint gyermekek —, és

caizsgaljuk a veszélyek okozta fenyegetett-

poedgiket néhany kivalasztott katasztrofa-
enal/komplex veszélyhelyzetben. Empirikus

doizonyitékokat ggjtottink a jégyakorla-

ptekra, hogyan lehet a humanitarius teve-

idenységek részévé tenni ezeknek a csopor-

otaknak a megésitését. Ezek a végrehaijtott

ngrogramok bizonyitjak, hogyan véalhat a

nmumanitarius segélyezés és fejlesztés a leg-
sebezhétbb kozbtsségek szamara az
egyuttmikddés és megésités hosszutava
lehetiségévé
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IN MEDIAS RES

Stakeholders of humanitarian response, both orgtmis and individuals agree
that the most vulnerable groups in complex emeiigsraze children (especially those under
five years), pregnant and lactating women, thersideromen in general, people with dis-
abilities, the geographically or culturally isoldtesecond class citizens” for racial reasons,
ethnicity, religion or political position. Most tfie times and in most of the countries they
had been vulnerable before the disaster happerted oomplex emergency started and the
disaster or complex emergency just worsened thaatin.

The Pan American Health Organization maintains @cdtnmendations for the
Care of Mentally or Physically Challenged Persansl the Elderly in Emergencies that “in
emergencies, the limited mobility of pregnant worenildren, mentally or physically chal-
lenged persons, and the elderly mean that thesgpgare more at risk from the phenom-
ena’[19].

This paper discusses three specifically vulnerabdeips in society who are ex-
posed to significantly higher risk than the majonf the population in complex emergen-
cies, and analyses good practices from the experieof Hungarian Baptist Aid, a major
Hungarian relief, development and educational degdion, how humanitarian relief and
development can be turned into a long-term oppdyturi cooperation and empowerment
of the most vulnerable and invisible communities:

» Ethnic/religious minorities in conflict
» Children, pregnant and lactating women
» Children with disabilities

ETHNIC/RELIGIOUS MINORITIES IN CONFLICT: MUSLIM TAM  ILSIN
SRI LANKA AND DISPLACED CHRISTIANS IN THE MIDDLE EA ST

Muslim Tamils in Sri Lanka

The most persecuted religion in the world is Claisty [16] today, and the attacks
on Christian churches and congregations at seleations of Sri Lanka at Easter in 2019
killing more than 250 people and injuring more t&&®, proved that Christians living on
the island do face lethal threats. The NationaistiBn Evangelical Alliance of Sri Lanka
(NCEASL) documented 94 attacks on churches, thmigtion of and violence against
pastors and their congregations in 2019, and tee&wttion of worship services, compared
with 88 in 2018 [17].In retaliation of the Eastarcde attacks by the Islamic group National
Thowheed Jamath, several mobs led by Buddhist mamkSinhalese nationalists attacked
and vandalized mosques, Muslim-owned businessdi@nes in May. The US State De-
partment International Religious Freedom Repotestthat Sri Lankan “government offi-
cials continued to engage in systematic discrinonafgainst religious minorities” and
“government officials and police often sided witigious majorities and did not prevent
harassment of religious minorities and their plaafesorship”[17], which meant persecu-
tion and harassment against Christian, Muslim aimdldreligious minorities. Focusing on
disasters and complex emergencies in Sri Lankapbttee marks of ethnic/religious mi-
norities in these times are the Muslim Tamils, Eddt the time after the 2004 tsunami.
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The Sri Lankan Civil War broke out in 1983 betwéles government armed forces
and the Liberation Tigers of Tamil Eelam (LTTE) tthided to establish ‘Tamil Eelam’, a
separatist state [12].Unlike the majority Sinhalasd the minority Tamils, whose identity
is based on language, history and traditions, Mhssin Sri Lanka have a special status as
they identify primarily with their religion, IslamMuslims are divided by several factors
including language, residence on the island, psides etc. Moreover, some Tamil nation-
alists still question whether there is a distinbinég group for Muslims or they are ethnic
Tamils practising a different religion from the ro@afy. As a result of pressure from both
the Sinhalese and the Tamil groups, the apolitibalim community changed its attitude
and strengthened its identity. Although they doeheertain rights, Muslims are under-rep-
resented in the state structure, and they wersigoificant actors in Sri Lankan politics at
the time of the 2004 tsunami.

The Muslim community had been frequently caughtih@éxmiddle of conflict. Many
Muslims in Sri Lanka are Tamil speakers and poputa¢ Eastern and Northern regions, a
Tamil Eelam area. In addition to that, governmeaticges alienated Muslim minorities, and
at the same time, they were still targeted by arsegghratists for their supposed role in
conflict. No wonder that all sides treated Muslinoups with suspicion and did not make
them parties to negotiations, while the problem#aslim community were ignored and
that caused severe consequences [12].

“With over 500,000 internally displaced persongeinational agencies struggled
to locate many of the 'refugees' [more preciseiternally displaced persons, IDPs] to de-
liver the appropriate humanitarian aid that is regfli[13]. The underdevelopment of pe-
ripheral regions limited economic opportunitiesighDPs were not self-reliant, were often
sustained only by the World Food Program that f@t ®f the displaced [10]. The state
and multilateral agencies were required to provigleabilitation and reparations to de-
stroyed villages and communities with particulaemtion in the Jaffna region[13].Muslims
required insurances for maintaining their securitgemporary settlements, coupled with
security for their possessions [2]. Livelihood ogpaities were not delivered free of polit-
ical persuasion for displaced Muslims impeding thefmecome self-sufficient thus causing
mental and physical vulnerability and insecurithisTcreated further social distance be-
tween the minority Muslim group and other majogtpups.

Needless to point out again that the regions atttesents where the Muslims
lived were the most neglected in the tsunami responmnfortunately not only by programs
implemented by the Sri Lankan government but byiriternational humanitarian commu-
nity as well. While the Hungarian Baptist Aid foedson the region stretching from Co-
lombo to Hambantota with emergency medical assistaemergency humanitarian assis-
tance, house reconstruction and livelihood, th&sr kaith major long-term education, child
protection and agricultural programs among the &ede and Christian population, and
worked on the island for several years; neithenveidose sight, nor focus to empower the
“invisible” and vulnerable group in the East. | Wwed in Sri Lanka over an extended time
in 2005, and visited the neglected areas of Ampg&aémunai and Batticaloa region in the
East Coast again 16, 26 and 38 months after tmansiy it was evident that neither the
relief, nor the rehabilitation efforts in this regiwere nowhere close to that of Colombo,
Galle and Hambantota.
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The Hungarian Baptist Aid received an indicatiortro$ group and started to pro-
vide immediate emergency relief fromBDecember 2004, just a couple of days after the
devastation of the tsunami. We continued the redied rehabilitation activities for 18
months in different forms of water, food, livelitthgob creation, vocational and education
programs aiming mainly at the children of the Mustiopulation of the Ampara, Kalmunai
and Batticaloa region both at the institutional amtlvidual level.

Displaced Christians in the Middle East

Another example of ethnic/religious minorities iontplex emergencies are many
of the refugees and IDPs in the Middle East whaevpersecuted for their faith and religious
backgrounds (Christians, Yazidis and others) ana wprooted by conflict. Displaced Syr-
ians are the largest number of forcibly displacedpte in the world with 6.7 million IDPs
and 6.6 million refugees; these two groups accfuurgver half of the country’s population.
Turkey, Lebanon, Jordan, Iraq and Egypt are themnragcipient countries with approxi-
mately 5.5 million Syrian refugees [25].Lebanomhis country with the largest number of
refugees per capita in the world: an estimatedrlll®n Syrian refugees, a large percentage
of them are Christians, approximately 18,000 reésgand asylum-seekers are from lIraq,
Sudan and other countries in addition to the 2@DP&lestinian refugees under UNRWA
mandate [24]. The vast majority of these refugeesmmen and children; many are wid-
owed and orphaned because their Christian husladhel/fhad been killed. One in four
people in Lebanon is a Syrian refugee and onereetheople is a refugee in general. Ac-
cording to UNHCR, 73 percent of Syrian refugeediaieg below the poverty line and 55
percent below the extreme poverty line [24].As¢senomic crisis in Lebanon continues,
refugees will become more impoverished.

Lebanon is different from its regional neighbourghat respect that it has a high
level of religious diversity and safeguards promgtreligious freedom. Christians com-
prised 40 percent of Lebanon’s population in 20idwever, this number decreased to 33
percent in 2019 [6].Lebanon is considered a redhtisafe haven for people of all faith and
religious backgrounds from several countries; prrgal Christians, Yazidis and other ref-
ugees from around the Middle East may find a pthaewill protect their right to religious
expression. However, in the past years, harassamehatrocities against religious minori-
ties increased, and while Christians in Lebanonaidace the same kind of persecution as
Christians in other parts of the Middle East, thegzation trend among the Christian Leb-
anese youth has accelerated to an alarming comditio

The Hungarian Baptist Aid has been working withalgzartners since 2006 provid-
ing not only relief to the displaced in Lebanon &wdia (food and hygiene assistance, win-
terization items, health services), but has plagedt importance on empowering individ-
uals and education. Vocational trainings (sewiragrdnessing, AC and electricity installa-
tion and repair, adult literacy, and computer @aysand agricultural assistance have sup-
ported the individual dignity, self-reliance andsunability of these people. Refugee and
IDP children are traumatized, left their homesrids and everything they held on to, be-
hind and are also out-of-school. Education is miy about transferring basic knowledge;
attending school provides displaced children wigate place to play and develop, gives
them hope for the future, provides routine andrss®f normalcy, a place to make friends
and build social skills, serves as a protection iyodecreasing common risks for refugee
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children such as abuse, child labour, early magriagploitation, trafficking, and radicali-
zation. Through our local partners, non-formal eden and psychosocial support have
been provided in nine learning centers in Lebamzhimthree child friendly spaces in Syria.
We also support two Christian schools in the Bakaléey and in Beirut, the latter suffering
great damage as a result of the port explosionAumgdist 2020. The Hungarian Baptist Aid
immediately sent a team to provide not only hunaaidit and emergency medical assis-
tance, but also support the renovation of the dashaghool building in Beirut. Many non-
Christian children are also enrolled in Christimhals for quality education and for the
mindset of teaching students to be lifelong lear@ard good citizens — based on Biblical
values. Christian schools in Lebanon are role nwaoktespect, tolerance and dialogue that
are essential for durable peace in a country tgreelstarian conflict.

CHILDREN, MOTHERS, PREGNANT AND LACTATING WOMEN

Alberto Minuijin et al in Children Living in Povertyghtly insist on the well-estab-
lished phenomena that “children are the most vablergroup in conflict and emergency
situations. Children are too often forced to fleeit homes, witness atrocities or even per-
petrate war crimes themselves. Children are nporesble for war, yet it robs them of their
childhood.”[15] Disasters and armed conflict do aply deprive them of their immediate
needs, such as shelter, proper nutrition, heakhdat also of their future opportunities by
disrupting or impeding their education, while atfieg their whole lives by suffering from
emotional, physical and sexual abuse.

This latent vulnerability can pave the way for rdahgers compromising the well-
being of children. Additionally, the wellbeing dfitdren has a long-term effect on the de-
velopment of society. Reaching out to childrenhisréfore of great importance: it is not
only a requirement of humanity and social justiogt, “represents an essential element of
any development strategy which aims to reduce téegbence and structural reproduction
of poverty overall”[29].

In order to develop a strategy to target childrecdamplex emergency situations,
we need to conceptualize our approach for childregeneral. White continues to suggest
that there are two main approaches to be found:

» considering children basically as individuals, aseial group with their own rights,
needs and entitlements

» considering children as a part of a social grouost importantly, the family — and
emphasising their embeddedness[29].

However, we need to tailor assistance specifidallghildren — one of the most
vulnerable groups — while maintaining a holistipagach and not separating our assistance
from the support to the social structures ensuhegafety and wellbeing of children. Sarah
White goes on to argue that “a mother and her @hildonstitute the basic unit, to which
the children’s fathers and other relatives arechttd in a variety of arrangements”[29]. It
Is especially the type of these arrangements ttatumts for a specific family model —
which is of course mostly different from the onattBhaped the minds of relief workers.

Similar observation applies to the other categbémutnerable persons in a complex
emergency: pregnant women, women with small childractating women) and to some
extent women in general. The special needs inthealtvices and nutrition also need to be
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addressed in emergencies, and it is importantnid tihe way how these groups may be
targeted and supported both as a part of the famig also individually in a very well
targeted manner.

Afghanistan

The Hungarian Baptist Aid has implemented sevaiepts in complex emergen-
cies with a special focus on children and matemnealth. An example of this is our work in
Afghanistan that alloys the attributes of a develept project and of humanitarian assis-
tance. The first humanitarian assistance was delivie the autumn of 2001. In the coming
years several health and education programs wévek focusing especially on women.
The Hungarian Baptist Aid began the training of lfjeal mid-wives in the province of
Baghlanin in 2007 as severe shortage was repantéeeir numbers. Midwives were im-
portant and respected in the Afghan society, howewdly 467 birth attendants[22] re-
mained in the country of 26 million by 2002; thetref them died or fled abroad, although
the estimated number necessary to provide onlpdkie services in the country was 8,000-
10,000. The number of ‘graduated midwives’ accagdothe Afghan Midwifery Education
and Accreditation Board report rose to 3,001 by2f11].Just 8 percent of women deliv-
ered their babies with the assistance of a midini002, 19 percent in 2006, and the Min-
istry of Public Health’'s 2010 survey already showleat 34 percent of deliveries were at-
tended by skilled birth attendants[11].Afghanissamiaternal mortality ratio was the high-
est in the world: 1,800 deaths per 100,000 livehbim 2000 and 1,400 deaths per 100,000
live births in 2008, in Chad and Sierra Leone 1,80aths per 100,000 live births in 2000,
while Hungary’s maternal mortality ratio is only @i@aths per 100,000 live births[31].

The Afghan Ministry of Public Health together wttire WHO and the Johns Hop-
kins Program for International Education in Gyndegyp and Obstetrics developed the 18-
month-long Community Midwives Education ProgrameHungarian Baptist Aid and its
local partners used this program to contributéhéoechievement of the following Millen-
nium Development Goals:

e promoting gender equality and empowering women,
» reducing child mortality and
e improving maternal health.

The objective of this project was to reduce infamd maternal mortality and con-
tribute to the wellbeing of mothers and their ctéluthrough the training of healthcare staff.
The following is a selection of the 27 modules tatuthe role of the community midwife,
nutrition, anatomy, family planning and reproduetivealth, immunizations, hygiene and
prevention of infections, pre-natal care, STDsedar rape victims, delivery, complica-
tions, care for the newborn, care for children vhittth defects and disabilities, supervision,
ethical challenges.

Children who die before they would be born, or laoen with disabilities, or die
within weeks of their birth, and their mothers whight also die or fall ill after giving birth,
are the invisible vulnerable group of this compdexergency. An important element of the
project was that it also contributed to the intégraof women on the labour market since
it provided women with a profession with growingyaind for midwives in rural Afghani-
stan.
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The multiplier effects of this project were espégianportant since the selected
midwives returned to their rural communities aftes training, thus the areas without ob-
stetric care or without female health care persbweee provided with professionals. As
the statistics cited above prove, a significantre@se in infant and maternal mortality was
seen in the coming years as a result of the project

Democratic People’s Republic of Korea (North Korea)

The second program to serve as a case study améhin the Democratic People’s
Republic of Korea (North Korea), which can be categed as a prolonged and complex
crisis. The Hungarian Baptist Aid worked in the DPRom 1998 and selected children
living in orphanages and in hospital care as itennt@rget group, since even their very
survival was dependent on external aid. When HBAddted to work in the DPRK in 1998
just after the great famine that had claimed thesliof approximately 1.5 million people,
the under-five child mortality rate in the countmas 72.9 deaths per 1000 live births in
1998, that decreased to 33 in 2005 and to 18.218[27], while the same under-five child
mortality rate in Hungary was 11.1 deaths per 18@0births in 1998, 7.5 in 2005 and 4.3
in 2018[28].

“The imperialist propaganda tries to make the wbdtleve that two million people
died of hunger in our country in the last few yeathis is certainly a lie. The subsequent
natural disasters unfortunately claimed 220,008&sliaccording to our government’s data”,
the general director of the Flood Damage RehatiditaCommittee informed me at a busi-
ness dinner in the five-star Koryo Hotel in Febyua®02. Jean Ziegler, the UN Human
Rights Special Rapporteur on the Right to Food aaid press conference held with the
World Food Program in Geneva dh&pril 2004 that the North Korean humanitarian ¢fra
edy has been going on for almost ten years, anordiog to secondary sources, five to
seven percent of the total population died of hungelnourishment and related ill-
nesses.”[7]Considering the population of approxetya22 million, this means 1.1-1.54
million deaths [18]. A UNICEF colleague told usarconfidential conversation in 2002 that
their findings showed that nine out of ten childwere malnourished, six were starving and
one died of hunger.

Considering the limits of humanitarian work impodsdthe political structures of
the country, humanitarian assistance had to foouh® support of institutions, but at the
same time assurances had to be met that the tardjences were reached and the resources
were not wasted or diverted by the regime. Forelvesy reasons, HBAId rehabilitated the
kitchens and donated washing machines to the ogglesnin Sariwon city, 80 km south of
the capital, Pyongyang. Other targeted assistardeded food aid in the form of high-
nutrition baby food and high-energy biscuits, ferthore, nappies, shoes, winter and sum-
mer clothes for children were provided, since thesee indispensable for the wellbeing of
infants and children (in this case due to theiygerrvival), and also unlikely to be diverted
from our target group. HBAid donated school supgph@&d toys to children both in child
care institutions and those in hospitals, in additio X-ray, ultrasound and laboratory
equipment, surgical tools, 1V fluids and specialdioations to the paediatric hospital and
the provincial hospital of North Hwanhae Province.
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Nias, Indonesia

As athird example, let us analyse a project thitially did not target the vulnerable
populations discussed here, but a significant efersgl benefited them. The Hungarian
Baptist Aid provided emergency and mid-term medassistance to the inhabitants of the
island of Nias, Indonesia in 2005-2006. 400,000pftive on this small island, most of
them in several hard-to-access villages withouttemslth care institutions or with as little
as a minor health check-point and most islande¥suaable to seek medical care on the
island of Java. The surfing island, severely hithgy 2004 Christmas tsunami, was gravely
damaged again three months later by the 2005 Eeatdrquake in March, causing im-
mense suffering and traumas for the population.

Since Nias had only one hospital in each of thedittes, Gunungsitoli and Teluk
Dalam, and a dozen doctors on the island, HBAidupenobile health care facilities with
both Hungarian medical professionals, doctors andas who had been hired from other
islands of Indonesia. These mobile health carditiasiwere made accessible for most of
the rural population on a regular basis. 37 perogtite people who received health care at
these mobile clinics were children. We treated ntbemn 40 pregnant women, lactating
women and women with small children: they receipeginatal care, small surgeries, spe-
cial vitamins and general counsel.

During the implementation phase of the projectsiljaificant impact on these spe-
cific target groups was identified. However, agssbn learnt from this project, a greater
emphasis on these vulnerable groups in the planpin@ge could have strengthened the
project, and an additional child-centered elementdthave contributed to the multiplica-
tion of the effects.

On a side note, we have to mention, that duringl@month program we faced
the sad reality of the rejection of the “Do No Hapninciple [1] by several agencies of the
international humanitarian community. The two htadpi destroyed by the subsequent tsu-
nami and earthquake, were flooded with expiredndinown agent medicines. Such a prac-
tice is not only useless and burdens the alreadywhelmed capacity of the local health
care system, but also creates environmental patiaind financial burden as the Indonesian
authorities had to dispose of them, and that istikevhat the “donors” did not want to pay
for in their home country.

CHILDREN WITH DISABILITIES

“In emergencies, the limited mobility of pregnanbmen, children, mentally or
physically challenged persons, and the elderly nileainthese groups are more at risk from
the phenomena”, underlines the Pan American H&aigfanization [19].

If we suppose that children are vulnerable in c@m@mergencies, then children
with disabilities are even more so. Children wiktygical disabilities, accompanied by men-
tal disorder and, in many cases, with speech impit, are the truly invisible victims. Not
only are they neglected, hidden, ashamed of, buteasurselves have experienced in sev-
eral countries, they are regarded and treatedtgsanoof human society.

The Hungarian Baptist Aid started to be involvedhe rehabilitation, aid and the
empowerment of children with disabilities by activpromoting their integration into so-
ciety in 1997 both in Hungary and abroad. We haatised that there is growing demand

Vol 2, No 1 (SI), 2020. Safety and Security Sciences Review | Biztonsagtudomanyi Szemle 2020. I1. évf. 1. kiilénszam



HUMANITARIAN ACTION TO EMPOWER THE MOST VULNERABLE SOCIAL GROUPS IN DISASTERS AND COMPLEX EMERGENCIES 69

in the support for motor disabled children espégcia those countries where there is no
capacity for the advocacy of the disabled becatifgedack of the necessitated infrastruc-
ture and professionals as a result of the inordinastumstances in society and/or the polit-
ical and economic environment.

Function Language and Movement Education Program

HBAId professionals have developed the Functionguage and Movement Edu-
cation [23]Program based on the Hungariar6fatthod known world-wide for patients
suffering from neural disorders (such as cerelabshyp Parkinson-syndrome, sclerosis mul-
tiplex, etc.), for those who had a cerebral acdidersuffered from a head injury. The pro-
gram provides an opportunity for complex educatibmotor disabled children, their fam-
ilies, conductors [special education teachers Fildien with disabilities using the Ret
method] and of the prospective conductor assisteaneell. Following the adaptation of the
method, it enables the parents and local condutdaisect special therapy. Altogether, it
allows the integration of motor disabled childretoisociety and community, as well as the
development and restitution of their human relation

The Function Language and Movement Education Pnoggaruly holistic and not
only in the physical and educational rehabilitatiérthe children. Parents of children with
disabilities also face another hardship: sincecttilel requires 24-hour supervision in the
majority of the cases, either one of the parengsl e stay at home and cannot hold a formal
job, thus the family has a loss of income, or aepkibling needs to stay at home impeding
her/his further education or work opportunitiesu$hwhile providing education and devel-
opment for disabled children through the day indéweter, the FLAME program also serves
as poverty alleviation for parents, who can retarthe job market. Additionally, it provides
another job opportunity for teachers, besides tieatgoenefit of raising awareness about
status and empowering children with disabilitiesdatiety.

The first target-country of the FLAME programme walbania, where HBAId
have established a rehabilitation center. In 20@0orogram was expanded to Kosovo, es-
tablishing a FLAME center in Pristina. HBAid semsgular conductor teams to work with
the disabled children in the refugee camps of tlestéfn Sahara between 2002 and 2006.
The FLAME center in Topolya, Vojvodina, Serbia vegeened in September 2003. HBAId
has implemented FLAME projects in Jordan for Irail Jordanian disabled children and
their teachers in 2005, a new center was establish#®a’an, and the institutions of our
partners were founded in Amman and Agaba, theramds well. HBAid continued to work
with FLAME in Cambodia (Phnom Penh), Vietham (Haremid Mongolia in 2006-2007.
HBAId extended its FLAME project to Kandal ProvinceCambodia and to Sri Lanka in
2008. Several new centers were established in BaicgGrovince in Vietnam in 2008-
2009, Haiti in 2011-13, later in Tay Ninh and Dangd&rovinces in Vietnam in 2016. All
these initiations resulted in operational FLAME tegg, teachers have been trained and the
abilities, physical, speech and mental capacitelsredependence of disabled children have
been greatly developed.

The FLAME program was the most extensive in Camdodietnam and Haiti of
these countries, however, for the purposes ofpgaper we will analyse those in complex
emergencies: Kosovo, Western Sahara and Irag/Jordan
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Kosovo

In the Kosovo conflict roughly a million ethnic Adhians fled or were forcefully
driven from Kosovo, several thousand were killdgk (humbers and the ethnic distribution
of the casualties are uncertain and highly disgut€de Mother Teresa Society reported
534,530 IDPs bys1October 1998, 63% of these were estimated to idreh and 25% to
be women [8] by the NGO Centre for the Protectibiomen and Children, as men and
teenager boys often stayed behind to protect théyf@roperty, whilst women and children
sought safety in the woods and hills.

“Kosovo also has the highest infant mortality ratéurope at 23.6 per 1000 live
births. The 1996 Multiple Cluster Indicator Surey FRY [Former Republic of Yugosla-
via] put the infant mortality rate at 16.8 and threler-five mortality rate at 19.4 [per 1000
live births]. The rate must almost inevitably haigen during the conflict due to the break-
down in already insufficient maternity services grabt-natal care in the areas of con-
flict.”[8] Children were already a vulnerable, higisk group during the Kosovo war, but
even more so disabled children. As Carolyn Hamitaported “disabled children have suf-
fered considerably during the conflict. Handicafeinational (HI) reports that the lists of
children attending their community centers weréomger valid. Families were either miss-
ing or displaced or too terrified to re-registeramy of the centers had been destroyed and
looted, including the wheelchairs. Many of the Hlsd children have catheters which need
changing and the absence of medical attention ewsyitrin these children contracting kid-
ney infections and sores.”[8]

The Hungarian Baptist Aid, among other feeding,-fawd, shelter and reconstruc-
tion projects, as a practical response to the wrggeds of the most vulnerable group, started
to implement the FLAME (Function Language and MoeetrEducation) program in July
2000. Katalin Szenczy, the project manager spenfitht month evaluating the disabled
children in and around Pristina to be able to picdse who would later be the beneficiaries
of the program. The selection process was soledgdan physical state, thus Albanian and
Serbian beneficiaries could likewise participate] this already had an enormous reconcil-
iation effect on its own. Our FLAME specialists bavorked with the children, developing
their skills, physical, intellectual and emotioralpacities and strengthening their coping
mechanisms. However, at the same time they algmettahe staff and volunteers of our
local partner to be able to continue the FLAME pang even after the Hungarian team left
Kosovo. The Kosovar project leader was confidetntigted to take over the responsibilities
of the program from the summer of 2001.

Western Sahara

Refugee camps are meant to be for emergenciepriwacted refugee situations
are becoming almost the norm. The average timgeefispend in camps has extended to
17 years. Western Saharawi refugees still livemgs in a harsh, remote corner of Western
Algeria. These camps were established in NovemberCecember of 1975 in order to
provide food, shelter and medical care for thexestiéd 65,000 refugees who had fled their
homeland after the Moroccan occupation of the Wessahara territory. Negotiations to
resolve the 29-year-old dispute in Western Salearained stalemated in 2003, forcing the
by then 165,000 Saharawi to languish in Smara, dunas, Asward, and Dakhla refugee
camps near the Algerian desert town of Tindouf. gduian law enforcement and military
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officers were involved in stabilizing the regiomcarding to Beserdys research, 25 Hun-
garian police officers and 106 military personrexived in MINURSO, the United Nations
Mission for the Referendum in the Western Sahasa@enissions between 1995 and 2018
in several tours [3] [4].The world seems to havgdtten the Saharawi people who have
struggled to survive in extreme conditions and lialeable poverty for 45 years, by now,
since the occupation.

Life is extremely harsh in the camps that grew totens by now: with temperatures
up to 55 degrees Celsius in July and August, sandstare frequent, drought is constant,
and the rare torrential rains are devastating. Bedlris imported for the very limited agri-
cultural production. Lambs and camels are kephindamps, but goats are the most pre-
ferred animals, as they provide milk and can besaored completely. As a result of the
ailing circumstances, the lack of resources, food @tamins; food insecurity prevails
among the refugees who have limited opportunitesélf-reliance and depend on human-
itarian assistance for their survival. “The 201&#&&ecurity Assessment confirmed the
dependence of the Sahrawi camp population on fesstance; 30 percent of the popula-
tion is food insecure, while 58 percent is vulnéeab food insecurity. Only 12 percent of
the Sahrawi population is food secure... WFP curyergpresents the main regular and
reliable source of food for the Sahrawi refugeeslgeria’[30] even in July 2020. Families
without livestock are more prone to hunger and oaition. By 2003 acute malnutrition
rate has been above 10 percent for years, chroalicutnition, typified by stunting, was
more than 30 percent [26]. “Global acute malnamnitamong children of 6-59 months in-
creased from 4.7 percent in 2016 to 7.6 percerd.afiaemia prevalence among children 6-
59 months is 50.1 percent, and 52.2 percent amangew of reproductive age.” [30]

Of all the people in Western Sahara, people wisaldlities, and their families are
in the most destitute situation, because they kaggruggle for the simplest things in life.
They have to cope with social marginalization aidicule. The circumstances hit them
worse, approximately 20% of children with disabgkt suffer from acute malnutrition.
There are significant needs in Western Saharah®establishment of equal opportunity
for socially disadvantaged groups, and in particetpual opportunity for people with disa-
bilities. We are still a long way off ensuring gesdeesducation and rehabilitation for a wide
range of handicapped children in Western Sahamirffrastructure and social institutions,
as well as the team of trained professionals dahereiveak or missing. There were two
schools for children of special needs for the foamps in 2002: one in the Smarra camp
and the other one in Laayoune.

The Hungarian Baptist Aid worked in the refugee paraf Western Sahara from
2001 to 2006. HBAId provided vitamins, livestockedicines, shoes, school supplies and
toys to fight malnutrition and support the healtfigwth and education of the refugee chil-
dren. Starting in 2002, our conductors surveyedexaanined the motor disabled children
as prospective students for the FLAME program,; tiegystered 198 motor disabled chil-
dren. Most of them were not able to attend schadltake care of themselves, thus they
were dependent on family support and felt to barddn for their families. A building was
furnished with special FLAME furniture and equiprhenthe Laayoun camp for the con-
ductive education where HBAIid conductors and nupsesided practical training sessions
for the “physiotherapists” of the camps with theagof helping the children walk better,
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move and use their limbs more easily at first, tvéh to be integrated into the school sys-
tem, until they were finally more independent aeltl inore confident in life.

Irag and Jordan

Considering the Iraq conflict, the Hungarian Baplisl wanted to focus on a small,
but important segment of an invisible vulnerableugr of children with disabilities. The
FLAME program was intended to be carried out i & part of transition to development,
but the donor, the Hungarian Ministry of Foreigrfalfs requested HBAId to implement
the program in Jordan due to safety reasons. HEAiided Iraqi specialists and doctors
from Baghdad and the Iragi countryside to Jordgpetticipate in the training in coopera-
tion with several local partners in 2005. Agaire tfoal was to empower children with dis-
abilities by assisting them in their day-to-dayeby promoting their social integration and
raising awareness in the wider public about thegmportance of the development and
education of children with disabilities.

The main objective of the program was the condeailucation of Iragi specialists,
their preparation to work independently with chéidmwith disabilities, to be able to teach
and develop them. Additionally, Jordanian teaclaers specialists also received training
and equipment for the benefit of the Jordaniardeéii. After the training HBAId provided
the necessitated special equipment and furnitutleetdraqi specialists and the Iraqgi center
was duly equipped to work with children with didalgis. As stated before, with having the
training conducted in Jordan with Jordanian pastnen additional result was obtained: a
new center was established in Ma’an, and the cepnfesur partners were founded in Am-
man and Agaba with Jordanian teachers.

CONCLUSION

As underlined before, most of the stakeholdersunfidgmitarian response, both or-
ganisations and individuals agree that the mostarable groups in complex emergencies
are children (especially those under five yeanggpant and lactating women, the elderly,
women in general, people with disabilities, the graphically or culturally isolated, the
»second class citizens” for racial reasons, etlyiceligion or political position. Most of
the times and in most of the countries they hadh hednerable before the complex emer-
gency started and the complex emergency just wedsteir situation.

“Decisions made for the appropriate and timely getion of the most vulnerable
groups, during and after emergencies can makeiffezethce between suffering further
physical and emotional harm”, suggests the Pan fareHealth Organization [19].

It is for us, humanitarian workers and agencies tti@se groups of invisible vul-
nerable victims shall be visible, appropriately aquately assisted and helped in order
to gain back their “normal” lives or even a higstandard as soon as possible.

We, humanitarian professionals do not merely saes land alleviate human suf-
fering. We aim higher: to uphold and uplift humagnity even in the most challenging
emergencies.
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A KIBERTAMADASOK ES HATASUK
AZ ONLINE MARKAK IMAZSARA

CYBERATTACKS AND THEIR IMPACT
ON ONLINE BRANDS' IMAGE

AUGUSTYN, Duszan Jozéf

Abstract | Absztrakt

The development of cyber-economy is cré: kibergazdasag fejtlése Uj fenyegetése-

ating new threats for brands and their puket jelent a markak és azok kézdénségkap-
lic relations, especially for companies framsolatai szaméra, kuléndsen az online szol-
sectors of online services and IT. Outcomesltatasokra és az informatikai szektor val-
of cyberattacks are the new types of PRIkozasaira nézve. A kibertamadasok Uj
challenges for companies that can nega#R-kihivasokat jelentenek a vallalatok sza-
vely impact a brand’s image, reliance omara, melyek negativan befolyasolhatjak a
products and services provided, and leadrtarka imazséat, és csotkkenthetik a kinalt
general distrust towards whole branches wrmékekbe és szolgéaltatasokba vetett bi-
cyber-economy. Brands providing servigemalmat. Az online és informatikai szolgal-

related to online services or IT are esped¢atasokkal kapcsolatos markak kuléndsen
ally vulnerable to the marketing consequkiszolgaltatottak a kiberfenyegetések mar-
ences of cyberthreats. Online services|aketingre gyakorolt hatasaival szemben. Az
using personal data and financial assetsafline szolgaltatdsok a felhasznalok sze-

the users which may be intercepted, lea
out, stolen, misused, modified, replac
and be used against the user’s will or ir]
rest. In this regard, brands must prepare
fense strategies from cyberattacks toge;
with plans for dealing with the negati
outcomes of cyberattacks and th
consequences for the brand. This paper
focus on the threats for brand image rels
to cybersecurity, potential impacts

ettlyes adatait és pénzlgyi eszkdzeit hasz-
pdAljak, melyeket kibertAmadasok soran le-
teallgathatnak, kiszivarogtathatnak, ellop-
detnak, és a felhasznalo akarata vagy ér-
ihebeke ellenére hasznalhatnak fel. E tekintet-
@en a markaknak védelmi stratégiakat kell
ekidolgozniuk a kibertdAmadasok ellen, vala-
witlint terveket késziteni a kibertdmadasok
tetérkara gyakorolt negativ kdvetkezmé-
ohyeinek kezelésére. Jelen tanulmany a mar-

cyberattacks on user’s perception of brahkdk imazsanak kiberbiztonsaggal kapcso-

trust towards it, and how the compan
may secure their customers and reac
cyberattacks on them.
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INTRODUCTION

Few key brand features are essential for brandesscdrust (Kim & Benbasat,
2003) among security and privacy (Reedy, Schull@ji&merman, 2000). Trust is associ-
ated with the features of the brand like logo, ragss values, products, and services pro-
vided under the brand’s name. One of the attribotdsand success in IT and online ser-
vices is a cyber-branding strategy (Breakenrid§é12

It is a keystone for companies from the IT andramBervices sector to build secure
and trusted services for their users, to develggeguiures to actively defend and protect
their systems, but as well to prepare mechanistowialg them to cope with brand crises
where safety, privacy, and assets of customergratangered. For that IT and online ser-
vices brands have not only to prepare effectivetr@a schemes towards critical cyber-
security hazards but as well they must create atavigep the customer trust towards their
brands even after significant damage caused byevaltility of service ICT-Security. Be-
cause of the specificity of the dynamically chaggand impersonal character of IT and
online services sectors it may be much more chgilhgnto keep the customer’s trust than
for traditional brands based on physical productseovices provided or sold by a physical
person.

DEFINITION OF BRAND

A brand is a set of features that are identifying distinguishing a good or service
from others. Brands can have features as namayrjesimbol, or other brand-attributes
fulfilling this requirement (Kotler & Armstrong, B8). Taking into account the aspect of
benefits for consumers, a brand is a set of funatiand symbolic elements allowing to
build a loyal group of consumers, and enable thadowner to achieve a leading position
in the market by fulfilling the marketing strategief the company (Ghodeswar, 2008).

A brand can consist of verbal (name) and non-veihahbol, logo) elements. A
brand may include the associations to names @fsgitiountries, and regions, names of an-
imals, symbolizing nature (Edwards & Day, 2005)niég can come from history, pop cul-
ture from literary and musical works. The brand cansist of combinations of letters, dig-
its, or symbols. The brand or part of the brandegumted by law becomes a trademark and
that may be used only by the brand owner and carmaobpied or imitated.

An attempt to systematize consumer behavior conwgnline brands was made
by G. Shao. According to his view, these behaviichide consumption, co-participation,
and creation of content concerning brands (Sha@9)2d his approach was developed and
detailed in D.G. Muntinga et al. research, whickuled in the definition of a framework
for online consumer activity concerning brands. &eping on the degree of consumer in-
volvement, they distinguish three types of suclivagt consumption, contribution, and
creation (Mutinga, Moorman, & Smit, 2011).

IT and online brands have the lowest level of camsuinvolvement in brand ac-
tivities is consumption. It is the most common tgbhbehavior that is related to the fact that
it requires only the passive reception of the caintelated to a specific brand, placed on
the Internet by other Internet users or brand osuriexamples of this type of action include
watching videos, reviewing ratings, comments, gpidions on brands and reading discus-
sions on brands on social networking sites (Schkii& Brzozowska-W¢, 2015).
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A higher level of involvement in consumer's onlbrand-related activities is char-
acterized by the contributory type. Consumers douie to the creation of brand-related
content by participating in brand discussions andies, writing comments on brands, or
adding content e.g. photos, graphic messages,idadsvon blogs and fan pages.

The highest level of consumer activity on the In&trconcerning brands is the cre-
ative type of consumer's online brand-related @@s: Examples of this type of behavior
include running blogs devoted to particular brapddlishing product reviews, and creating
and placing on the Internet e.g. films, photospgia messages, sound files related to a
brand. This means that consumers representingehéve type are the creators of branded
content that will later be consumed or contributetly others.

IMPACT OF TRUST ON BRANDS

Trust has an impact on an online consumer's davadioche brand. D. A. Aaker is
defining brand quality as the consumer's perceptiotihe overall quality of a product or
service, or their superiority compared to alter@firoducts and services. This hard to grasp
feeling towards the brand, based on brand-relatediyst or service characteristics such as
reliability and performance (Aaker & Joachimsthak900), is impacting the perception of
trust towards the brand. A brand may be associaitdtrust towards its features, but as
well through the experience that is promising, pithe quality of the service or product
that the company delivered to the customer befarging a positive association with the
brand (Kotler, 2006).

The concept of trust is interpreted in terms of:

» Disposition - i.e. a mental subjective attitude aods the brand (evaluation,
anticipation, expectation)

» Decision — extrapolated reliance on the produdeovice, a user is allowing itself
to be dependent on the brand

* Behavior — a physical emanation of trust towarestirand.

Trust is an important resource of the organizatiad may be considered as the
starting point for many management concepts. Tmatagement is a set of activities to
create systems and methods, which allow dependdities to make assessments and
undertake decisions on the reliability of riskyiaties, as well as to enable these entities
to develop and use brand credibility as their owGrudzewski, Hejduk, Sankowska, &
Wantuchowicz, 2009)

Trust in the brand can be categorised as consuskeiThe lower the expected and
perceived risks the greater the confidence the woes can give the brand. The most
common risks that the consumers are taking:

» Performance - to what extent the brand is condistéh the description of the
functions it performs.

» Financial - whether the brand will provide the tighlue for money spent (price).

* Time - does the consumer need to spend more tisessiag the unknown of
brands, and if the brand is unsuitable, how muuoile s left wasted.

» Social - whether the brand will be accepted by kafiiends and whether

» the purchase will change their opinion about thgebu
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» Psychological - whether the consumer feels wedl Beand owner (De Chernatony
& McDonald, 2003).

INSIGHT ON BRANDS IN IT AND ONLINE SERVICES SECTOR

Trust plays an important role in the customer desisnaking process in accord-
ance with the will to undertake an economic agtjviegister, leave personal and financial
data, and being tracked or monitored by data adtnators. It is proven that business op-
erations may be done more effectively if theregastomer trust towards the brand (Zucker,
1986). In the dynamic and competitive online saxsimarkets where the distance or time
of realization of services has no impact or lowepact than in other spheres of economy,
trust towards the brand may be the only assurdratdltie customer can have towards the
enterprise. Because of lack of personal contadt thi¢ customer service and obligation of
tracking support requests, is creating an atmosgphibere the trust is associated only with
the brand or product, and not as in traditionatauer service with a physical company
representative or salesman. Many online companglsaving non-direct customer service
which is not encouraging them to use it for helg@mplain as a traditional one for many
users.

Lack of trust towards the brand is the key reasly people do not make purchases
online (Lee & Turban, 2001). Security is among atensidered as one of the important
determinants and core elements of the online {ayal, Landesberg, & Zeisser, 1999).
Therefore, the brand manager must consider tralseibrand as a key asset of the marketing
strategy. In this context, strong and trustful malbrands can take the role of a consumer
guide for those who are not keeping pace with réggtinological change, marketing con-
fusion, and information noise on the market. Inntidtitude of information and opinions
on the various offers available, offers marked wiitrong brand increase confidence in the
customer decision to purchase (Urbanek, 2008).

DEFINITION AND CATEGORIZATION OF CYBERTHREATS

There are several security threats impacting ad’sarame and they may be divided
into three levels:
* Allowing external users to access the system inr@uthorized way.
» Allowing users to have more rights and accesséqtatform than it was planned
within the system.
» Events or actions that are affecting users’ sergigaity on the platform, causing
stoppages delays or leading to a system internuptio
Breach of every security risk level is a threatthe platform stability (Alhabeeb,
Almuhaideb, Le, & Srinivasan, 2010) and can neg#iimpact the users’ trust concerning
the brand. Several aspects of users security thopta stability may be a subject of risk
that can impact the brand'’s reputation:
* Personal data and user history (Zhang, 2014).
* Financial assets security.
* Anonymity of information (Medaglia & Serbanati, 21
» Service quality.
» Misleading of users, miscommunication, or lack@henunication (Weber, 2010).
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Security risk and security threats may have sleon tonsequences (related to user
satisfaction) and long term consequences (rel@dtRt of the brand) connected with the
stability of the platform and company and the bsamdputation. It is crucial for the com-
panies to prevent the security risks because ¢recer¢bsite would be classified as a poten-
tial danger by search engines, antiviruses or aipetications responsible for the online
security for the users, it is hard to rebuild thest of users and categorization by search
engines’ algorithms.

There may be some preventive measures to avoidrttegence of the security
threats (Geti & Hutinski, 2007) such as software-based secumigasures (Barabanov,
Markov, & Tsirlov, 2018), hardware-based securityeasures (Al-Omary, Othman,
AlSabbagh, & Al-Rizzo, 2018) and user-based segcungasures (Tor&i 2018).

FACTORS OF CYBER-THREATS ON IT AND ONLINE SERVICES BRANDS
PERCEPTION

External factors of the online service perceptiothsas different markets, cultures
or legislation are impacting the trust towards seevice (Doney & Cannon, 1997). The
other factors related directly to the IT and onlseevices are:

» Consumer characteristics.

» Past user experience with the service or othenerslervices.

» Perception of risk of using a service or a spe¢yfe of service

» Trustworthiness towards the service.

* The reputation of the brand.

* Website quality.

» Perceived usefulness of the service for the user.

» Perceived ease of use of service.

» Familiarity with the interface.

» Trusted seal given by the external authority.

» Experts opinion.

* Peers’ opinion.

* Non-government or non-business association.
Factors impacting users’ perception of safety apeificant elements of acquiring trust to-
wards an online brand. (Shah Alam & Mohd Yasin,®0TIhe stronger is the perceived
quality of service and brand safety, the high¢heslevel of trust towards the brand.

IT AND ONLINE BRANDS DAMAGE CONTROL STRATEGIES

Companies may deal with the negative reputatiothei brands through several
direct and indirect methods. The key aspect ofdtaxtions is to not let the bad reputation
spread, and to reduce the sprawl of the informatidrof the bubble of customers who were
already impacted by losing the security risk. Tthepaspect is to prevent the bad reputation
to reach the new customers and Internet users av® ot yet decided if they want to use
the service or which service provider to use.
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The damage control strategies used by brand maager be:

Fixing the reason for the distrust — to stop thaifaration of the security risk and
to not expose other users of the Internet to gie fihe other way is to avoid esca-
lation of negative word of mouth directed to thariut, especially with the use of
social media and other activities associated vhighservice.

Removal of negative reviews about the brand — tormze the impact of negative
reviews and opinions on the brand impacting curagit new users of the service.
This activity may be overcommitted by a brand manaand look as fake from the
perspective of the user, because of that, thet&ituavhen service has no opinions
or no reviews at all has to be avoided.

Removal of negative message about the brand potyatyas dishonest — one of
the worst images for the brand is to denude compaoiyt orientation to the cus-
tomers or present itself as non-interested in Bglvssues related to customer
losses. In many situations, the way of conduchefrepresentatives of the brand or
customer service agents may be considered by aserst empathetic, not proac-
tive enough, or read as an approach without comemtrto solving the customer
problems. In some cases, it may be perceived aslgmnd profit-oriented, espe-
cially when the fault of malfunction or cyber-risknot on the user side or it is not
perceived as such.

Add positive opinions and reviews — users are dipgconfirmation and assur-
ance of the brand’s professionalism and safety. @tiee ways that users are look-
ing for confirmation of such aspects is looking &ative and independent opinions
of users validating customer expectations relatea brand. Some companies are
faking user opinions which may be revealed by uderthis situation, the outcome
of such a move may bring contradictory effectsriesodesired.

Satisfying users who were impacted by the negatuwent — users who lost their
assets or were stressed by the gap in companyityesystems are generally ex-
pecting a satisfaction of their loss. Dissatisttedtomers may tend to spread neg-
ative information into the general public and byr&vof mouth. Giving the dissat-
isfied user extra gratification may reduce thethaton directed towards the brand
and prove the company’s professional and customented approach towards
customer service. In some cases, customers magagier the satisfaction given
and consider the risk-related situation as an actithat happened only once and
it will not occur again, and the users may stayldg the brand.

The distraction of haters of the brand — if thenldravill gain its group of haters
whose goal will be to disregard the brand in thblipwf Internet (doesn’t matter
if they are appearing as an effect of company migmgement and policies or haters
steered by the competition), the most efficient waygeal with hate towards the
brand is to distract the haters. Distraction maylbee by making haters’ efforts
insignificant and it may be achieved through fongsiheir complaints to not es-
sential elements of the issue or to reveal thenpatitentions or association with
competitions of haters. Revealing intended hatéated by competition may turn
into a positive reaction of sympathy towards theniol:
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» Providing an excellent level of customer serviaistomer service is a must when
speaking about a successful brand image. In étisituaf crisis, the behaviour of
customer service agents or brand representativasiégal for the brand’s reputa-
tion. In the situation when service is working pedp, for many users a brand is a
seemingly invisible feature of product or servitae emotion tied with the reali-
zation of the brand is occurring during hurdles amthis particular situation, cus-
tomer service is an indicator of the professionalid the service.

» Preclusion of usage of the incident by competitarsthe competitive market com-
petitors may seek easy gain by diminishing the etgpksition of the company by
utilizing the issues related to security. Crisisls#ty situations may lead to the out-
flow of customers so it is important to manage ¢éefk them associated with the
brand and provide them a vision of better servigaity despite the troubles caused
to them before. There are reasons why users pgrestay with brands and services
that they are already used to like: familiar iraed, already configured account,
access to the history of service usage, networtirlgl-up though the service, dis-
counts collected by the time of usage of the sepgamification of service design
and sympathy for the brand. A brand manager haséat to minimize the users’
outflow or general disappointment with the usagthi type of online service.

* Rebranding — in the situation when the damage divehe brand is too heavy for
it to recover from. There may be a need to rebthadrand’'s elements or to drop
it down totally. One of the ways how companies roag rebranding is changing
its association with particular elements and messaged by brands to communi-
cate certain features to the customers. Rebramdéygbe directed into strengthen-
ing the weak points of current brand strategy @listract users with a new stronger
message that will have a goal to associate thedtwith.

» Positive employer branding — in the case of sonsilesses, its employees or as-
sociates are numerous they may be a significarketing asset. On the other hand,
every employee may be a potential threat of antinoazed leak of information or
a cause of an inside job. A positive company bragdiay make company workers
proud to work for the brand and by that, they beeaclefenders of the brand’s name
and work for the brand as it is directly associatit them.

» Corporate Social Responsibility — strategy of coap® social responsibility may
work as a long term strategy and it may be consalerore as a strategy to build-
up the brand than to use it in the crisis. Butdhee some situations where CSR
may help to reach certain customer groups or todeel for users particularly de-
voted to certain values or concerns that the C&Regfy may answer.

CONCLUSION

Online and IT brands operating in a competitiveimment, filled with potential
security risks have to acquire user’s trust tocifely gain and keep their customers. A
high level of the ICT-security of the online plativis a key value that companies have to
deliver, therefore the perception of trust is ohéhe most important features that have to
be associated with a trustful brand. In the sitwmatf crisis brands are the most vulnerable
asset of the company related to the potentialdbasers and decrease of reputation leading
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to marginalization on the market. To inhibit thi®gess brand managers have to prepare
strategies that are allowing the service to detl thie crisis before the cyber-threats appear
and to have prepared procedures and ways of condube situation after the cyber-threat
would emerge.

There are several ways to make the brand prooéairgy incidents and to cope
with the negative image caused by it. Trust towdngsbrand is valuable not only during
the time of crisis but it has to be build-up andvgtogether with user familiarization with
it and during the time of interaction with it. Te&onger the level of trust is created the
more crisis-proof it becomes.

It is possible to distinguish the direct and indirevays to cope with the security
incidents relating to the trust of the brand, &lihem require active reaction from the brand
manager and whole service to minimize the damaggeckby the security incident. A brand
is the simplified emanation of user’s perceptionha& service and it has to reach their ex-
pectations towards it. On the other hand, a bramhat be detached from the service and
its functionalities, therefore all the channeldoilding the customers experience related to
the brand (service quality, service architectutst@mer service, brand image) have to be
integrated into one coherent vision and have tinbleided in the brand strategy. In this
regard, from the perspective of the company nog tmé brand manager takes care of the
brand’s image, but all of the project associatdshei familiarized with the brand strategy,
its features, and the message that is willing tiveleto the customer. During the security
incident brand managers have to closely cooperiitete customer service, financial and
technical department in order to avoid unnecesB&tyoccurrences and lead the brand
through the crisis with the least damage possible.
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INTRODUCTION

The international academic literature analyzesiighn from several perspectives.
The definition of altruism is a subject to furttdiscussion, as it is diverse between disci-
plines. There is no difference in case of defirsagety. While altruism is more typical for
researches in social sciences, safety is mainlgaroed with engineering and safety sci-
ences. As it is difficult to bring together theseetlse fields, we invoke the research strategy
of transdisciplinarity. According to Basarab Nicste [1] transdisciplinarity examines ter-
ritories beyond different disciplinesAll observers are the slaves of their disciplingsich
force them to see through the lens of their corccapd methods. The big question is,
whether it is necessary for us to stay within thgecof our existing disciplines. If we want
to name reality, then we should escape our cagemioist avoid slipping into the glorified
mainstream cage, or any other. It is logical fbetmajority to recommend everyone being
in the same cage, and then there will be no argushg? p. 866].

Therefore, we seek the answer to how the broadignstood concept of safety can
be related to the field of social sciences in addisciplinary approach. The present study
is a theoretical research that brings togethepwuarielevant literature to frame altruism and
safety. We first look over the classic presencaltofiism in certain cases, after we examine
the concept of safety in such a way that we caallfirpresent the intertwining of two es-
sentially different areas.

ALTRUISM AS A WAY OF TRUST

Altruism is a prosocial behaviorwhich can be interpreted as a helping lifestyle, a
loyal activity that serves the interests of bothtiea, influenced by prosocial tendencies,
and helps the other party3, p. 199]. According to Hewstor& Stroebe [4] there are three
levels of assistance; helping behavior, prosocedabior and altruism. Help is usually
work-related and can be done not only by individulaut also by an organization. Prosocial
behavior is individual and the way of support iflvary, while in the case of altruism, the
helper is guided by empathy and long-term goals. [4

Helping Prosocial

behaviour behaviour At

Figure 1. Relationship between the concepts qfihg) prosocial behavior and altruism [5, p. 179]

The 19th century French philosopher Auguste Comteéd the creation of altru-
ism as a concept. In his view, altruism is an irdtthat is opposed to egoism and is related
to selflessness. However, the definition of altmuigaries from discipline to discipline. Ac-
cording to psychologists, altruism is a kind ofded selfishness, while biologists associate
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it with behavioral genetics. Sociologists see thpe of behavior is a motivating factor for
improving the well-being of others. There are alffterent transdisciplinary approaches.
Bonnie Benard [6] in her work about resilienceadibbed altruism as ththighest form of
social competence[6, p. 16]. According to Ann S. Epstein [7] alsm develops in child-
hood as soon as we experience empdtEmpathy is the ability to understand another
person’s feelings by experiencing the same emoti@self. Empathic behavior is demon-
strated through caring, compassion, and altruigm’p. 35]. Here and now, we are building
upon economic view; however, it is closely relateth sociological view. In the economic
approach, according to Balazs Hamori [8] altruissim be defined as the withdrawal of
others' prosperity into the individual's welfareadtion [8]. In another study [9], Hamori
points out that, according to the development ohemics over the last two to three dec-
ades, it examines the motivations of »beyond se#frest« and cases of propitiousness and
viciousness. Onto the characters of the econontjcpkarly the underdeveloped one, the
envy and wicked joy changes individual utility filons and creates a connection between
individual utilities. In the same way, altruistindacompassionate economic actors, whose
survival has been questioned for a long time, mbf exist, but with their manner »mag-
netize« the behavior of selfish actors who corttaein. As a result of this cooperation, they
act »as if« they are selfless [9].

Altruism has different criteria. Kahana & Midlarsk$Q] in their research high-
lighted that one of them is the adequate motivatiame, morality, social sensitivity, etc.),
the other criteria is the rate of cost (the pgpaat loses more than he/she invests), then the
rate of volunteerism (voluntary assistance), andlfy the extent of the possibility of alter-
native actions (there are real alternatives taagtiAccording to the authors, it is rare for
all criteria to meet at the same time, so a scasebleen set up with a low rate of altruism at
one end and a high rate at the other end [10]dtitian, altruism has different forms of
appearance that are related to framing taken friffereint approaches in different disci-
plines (like kinship altruism, selfish altruismg¢gt One of the most common of all is recip-
rocal altruism, a type of “gift exchange” where thdividual expects a return in the future
in exchange for selflessness. According to Hamoei of the most important components
of reciprocal altruism is trust. Reciprocal altraisan be described as a kind of exchange
relationship, more precisely as a clearing sys@nclarities, but it is also a community of
risk. Reciprocal altruism can also interpretediak sharing. In order to guaranteed the
benefits of mutual favors, in most cases we nedatlong to a well-defined network. The
bigger and tighter the net, the safer [8]. Thepesyof networks can emerge not only among
market players, but also between organizationscandumers, friends, acquaintances or
even university groups. Trust can also reducedbtsdor actors, as cooperation in the other
party awakens respect and propitiousness, and tusare respected can acquire financial
benefits [11] [12]. Trust also led to the so-caltegportunistic behavior”. In such cases,
advanced trust results lasting relationship, aedptirties do not assume that either of them
could abuse the situation. Breaking up a long-terationship of trust is far more unfavor-
able than fraud for instantaneous profit, becatseher party notices, trust-based cooper-
ation leads to failure. It is beneficial of bothragEipants to ignore situations that bring mo-
mentary benefits but undermine cooperation in lnng Trust is a premise for reciprocal
altruism at networks. As Hadmori quoted Putnam [18jst can be defined as a legitimate
expectation that others will do the right thing.[8]
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The concept of trust is not solid in the literatufbere are a number of approaches,
as in the case of altruism, depending on the diseipCurrently, the risk-based approach
is closest to the goal of our study. In a levetisk management, its purpose is to provide
the highest possible level of security, based endentification and ranking of risk. Risk
IS an uncertain event or activity, what occurremagy affect the expected result in a nega-
tive way [14]. Delimiting trust points out to thelationships between trust and risk. How-
ever, nor in this case we provide a congruent difim rather different scientific framings.
According to Mayer, Davis, and Schoorman [15] tigsthe willingness of a party to be
vulnerable to the actions of another party basedh@nexpectation that the other will per-
form a particular action important to the trustdrrespective of the ability to monitor or
control that other party’[15, p. 712] The authors allude to trust as an action whose out
come is uncertain because the trustee cannot tdmrmteraction. They make a distinction
between trust and trustworthiness. In the caseust,tit can be assumed that we have out-
lined and also we are aware of the possible outsahthe events, still we take a voluntary
risk, even though we become vulnerable by the gtheicipant. While trustworthiness is
the certainty of the other participant’s resporestitthavior what based on experiences. The
essential difference is that while trust is an exgton, trustworthiness is a concrete cer-
tainty connected with experience [15].

In another approach, Das & Tang [16] in their joilork revealedat the subjective
trust level, trust is not a subclass of risk buter a mirror image of risk. [...] In fact, both
subjective trust and perceived risk represent seasment of outcome probabilities of the
same event. The crucial difference is that, whesefgective trust portrays the assessment
in a positive light — that is, the probability thite outcome will be what is desired —
perceived risk describes the situation in disqagtiues — the probability that the outcome
will be what is feared. In actuality, they are tihéror image of each other, evaluating the
same situation from two distinctly different perspees of hope and concérfi6, p. 110].

In this case, trust and risk are not highlightedtagous contrast pairs, but these two com-
pletely different constructs were identified asaifegical opposites. While we hope for a
positive outcome in event of trust, the outcomerisk can be negative. Risk-based ap-
proaches suggest that trust is relevant whereayjs#y the relationship between the partic-
ipants. In a domestic study by Gelei & Dobos [1&ndnstrated that in cooperative rela-
tionships, the level of trust influences risk ajipeefl' he stronger the trust between partners,
the greater the willingness to take risks in riskyations [17].

Returning to altruism, therefore, trust is necessaicreate reciprocity as a condi-
tion. Individuals for whom trust is anticipated eV a high level of altruistic behavior, and
the level of altruism increases in parallel witle thvel of anticipated trust [18]. Although
trust is risky, while these are working as mirmoiages. When trust is low between partici-
pants, risk is observed as high and backwardshignapproach, the benefit of high trust
should indemnify for the risk taking [16]. In thellbwing, we examine the conceptual
framework of safety and then map the relationskigvben altruism and safety.

PHILOSOPHY OF SAFETY

Safety is also a concept that is difficult to defprecisely due to its diversity. Safety
is challenging to interpret and since the middléheftwentieth century it has become more
complex as it can also be a measure of a changithg@mplicated situation. Safety can be
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interpreted in a complex way, taking into accotiet¢ombined effect of several factors. Its
field of application is also diverse; we can tabloat political, social, societal, ecological
safety, etc. It can also vary in scope, as safatybe interpreted globally or regionally, but
also to countries, small or large communities amividuals [19].

A detailed analysis of the concept of safety wagddfar back to antiquity, but it
would also be very long to list definitions thae aelevant nowadays. The practice of cre-
ating, maintaining, and guaranteeing safety igélsponsibility of safety sciences. Accord-
ing to Lieutenant Colonel Imre Jézsef Hadnagy [18fety is a complex system of
knowledge summarizing the theoretical elementspaadtical experiences determining the
success of the activities of national, federalimegl and international organizations aimed
at eliminating and minimizing the challenges, tisesnd risks affecting national safety in
the broadest sense [19, p. 5].

The traditional military and state-centered appho@csafety has been the subject
of more serious criticism in the early 1970s, esllyan the wake of events such as the oil
crises in 1973 and 1978. By this time, the conoépafety was broadened, at the economic
and environmental level, and the broadening ottreept kept going ever since [20]. Ac-
cording to Berek et al. [21], safety always coveiondition that is sometimes threatened
by different factors, and safety can be interpretedonjunction with this risk factor. In
their complex, general framing, safety is the stdtpersons or organizations determined
by the interaction of intentional unlawful behavibat endangers their existence or proper
functioning and the protection resources applietthéon [21, p. 5].

Safety is affected by a number of indirect (legalibnment, management, institu-
tional system, economic factors, etc.) and dindleg@l behavior or quantity and quality of
protection resources) factors. In addition, itsngbexity lies in the fact that the subject of
safety - be it an object or even an individualn ba described by different characteristics,
which are often jeopardized by completely independereats. Due to the complexity of
safety, creating and maintaining is a difficulttasd can only be achieved using appropri-
ate security tools [21], [22]. A more precise rptetation is obtained by assigning it to
certain fields such as personal-, property-, emvirental-, economic security, and so on.
However, it can also be examined in a human approgbich means a poise, what keep
risky situations away from the protected persor].[Hdwever, one of the most relevant
field of safety is human security, which focuses othe state but on the individual. The
basic concept of human security is the protectfaheindividual, which is realized through
the protection of the interests and values of titividual in different ways [23]. United
Nations Development Programme (UNDP) in their refrom 1994 defined and specified
human securitjirst. However, literature differs security andedgt from each other, [24] in
this case, framing of human security provide excglbase. UNDP has gone beyond the
conceptual framework of national and military séguand opened a new dimension to
human security. The concept of it has been focusa®@ on people rather than nations, as
they said: for most people, a feeling of insecurity arises enfsom worries about daily
life than from the dread of a cataclysmic world rvéVill they and their families have
enough to eat? Will they lose their jobs? Will thetreets and neighborhoods be safe from
crime? Will they be tortured by a repressive statéit they become a victim of violence
because of their gender? Will their religion or eithorigin target them for persecution?”
[25, p. 22] The report perceive on human security as integratoncept what appreciate
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the “universalism of life As the main characteristics of it, UNDP framedif concepts.
First, human security is universal, as there areynthreats what are common to every
people. Second, it is interdependent, as dangesimfin security are no longer isolated
events. Furthermore, is easier to ensure througi peevention than later intervention.
Last, but not least human security is people-cedteeferring on way of living, independ-
ence or opportunities. It also meamsdtection from sudden and hurtful disruptionshie t
patterns of daily life, whether in homes, in job$mocommunities[25, p. 23].

Human security also has several categories, lika@uic, food, health, personal, commu-
nity security etc., but each categories are fogusimpeople. United Nations in their Human
Security Handbook [26] defined, ageople-centered, comprehensive, context-specific an
prevention-oriented responses that strengthen tbeegtion and empowerment of all peo-
ple and all communiti€q26, p. 6]. Human security system ensure thetrafrpeople to
live in dignity, free from despair and poverty.idta comprehensive approach what face
challenges of people, including three componenggdom from fear, freedom from want
and freedom to live in dignity. Shielding peoplerT threats is a central task, and handle
insecurities in a preventive, systematic and commgmsive way [27]. Challenges, dealt by
human security are complicated, especially atmatiéonal communities. Some of the basic
challenges, what this field deals with are presemd able 1. [26]. Although in a transdis-
ciplinary approach, types of insecurities have miedper meanings and much more factors
that should be dealt with, also these are mutuellyforcing. Processes like globalization,
multiculturalism or development of technology giovide new challenges that human se-
curity has to cope with [27].

TYPE OF INSECURITY ROOT CAUSES
Persistent poverty, unemployment, lack of
Economic insecurity access to credit and other economic opppr-
tunities
Food insecurity Hunger, famine, sudden rise in food prices

Epidemics, malnutrition, poor sanitation,

Health insecurity lack of access to basic health care

Environmental degradation, resource de-

Environmental insecurity , :
pletion, natural disasters

Physical violence in all its forms, human

PO ITBEELIY trafficking, child labour

Inter-ethnic, religious and other identity-

Community insecurit : : .
y y based tensions, crime, terrorism

Political repression, human rights viola-

Political insecurity tions, lack of rule of law and justice

Table 1. Types of human insecurities and possifiiecauses (own editing based on [26, ). 7]
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A European Union approach to human security in 228&elona Report highlight
the need of respect of human rights. It is crucanable communities to create the condi-
tion of stability and peace, which means intensiemmunication with civil society'Se-
curity is often viewed as the absence of physio#&nce and regarded as part of the polit-
ical-military realm, while development tends to dmsidered part of the economic and
social realm, and human rights are largely consatkpart of the civil/legal realm. Yet
these distinctions are misleading. Developmentadsenthan material wellbeing, just as
human rights must include economic and civil righi&ewise, ensuring Human Security
under circumstances of extreme vulnerability meaosncern for both physical and mate-
rial wellbeing. It is about helping people to fesglfe in their homes and on the streets as
well as ensuring they have what they need to iWe[28, p. 8] Although it is worth noting
that framing human security has not reached angaswus yet. This is a concept that can
be interpreted in many ways, in countless variati@nd its explanation exists in many
forms [29]. Sydney University professor Paul Jaf3€$ studied human security in a new
dimension and reframed the approach by analyzsngjriength and weaknesses. As a result,
the author defined human secutiis one of the foundational conditions of being lammn
including both (1) the sustainable protection amdvision of the material conditions for
meeting the embodied needs of people, and (2)rttegtion of the variable existential
conditions for maintaining a dignified lifef30, p. 87].

Relying on the definition, the author emphasizesitiportance of risk analysis as
it is necessary to respond for events or procékaehave an extensive and intensive impact
in existential vulnerabilities of people. Two categs were listed of human security: the
positive and negative human security. While positiuman security means maintaining a
“vibrant” human life in various areas of sociakliinegative human security means fighting
against violations of fundamental human rights [38fith analyzing the different ap-
proaches and forms of safety, further we try td fionnection between altruism and safety.

CORRESPONDENCE BETWEEN ALTRUISM AND SAFETY

Altruism is a helping behavior that is based oremelflessness, kinship, or even
reciprocity. One of the basic components of altruis trust and its anticipation, which is
risky, especially if there is no prior experiencighwihe relationship [16]. Both altruism and
safety are complex concepts, which contains mastgifs. In addition, the concept of safety
has expanded in recent decades. It is intendeteqgb the undamaged operation of a state,
system, or object, but this framing cannot desditigewhole process. Safety is subjective;
it can be specified by attaching it to certain atpesituations or areas. The constant new
challenges (social, economic, environmental, dtcther broadened the theory of safety
[19]. The human security — as detailed in the mnesichapters - is a people-centered con-
cept aimed at protecting the individual and enguthre basic conditions for a dignified
environment and quality of life. The concept isloimger based solely on whether the state
can avert a military threat or create physical sgctor public. The concept is based on the
responsibility of the individual, a freedom of casitwhat can adapt to new challenges e.g.
as a consumer, can | decide to buy genetically fieodbroduces? As a citizen, can | decide
which political party to trust? [31].

Sociologist Frank Furedi [32] in his work CulturkFeear detailed the conceptual-
ization of risk and the causes of losing trust. &ding to the authorrisk is shaped by
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how society regards its ability to manage change deal with the futurg[32, p. 18]. The
society finds a connection between the concepiskfand the concept of danger, what is
worth to ignore. Fear is now not just a responsz ttareat, but a viewpoint in general that
plays a decisive role in influencing human behaviacording to the author, the main goal
of society is safety and security, as fear of eineng has become a basic element of culture,
which also puts its mark on initiative, risk-takiagd trust. Today, the problem of trust is
not restricted to one or a number of distinct radaships. It is not merely a question of
workers not trusting their employers. The situatias reached the point where colleagues
regard each other as potential enemies and wheighbers are perceived as threatening.
Thus, in contrast to the past, the problem of texgsts within a setting where at all levels
of society there is a manifest lack of confidertoeua the working of society32, p. 144].
According to Carel Anne Heimer [33] the two badeneents of relationships of trust are
insecurity and vulnerability. Insecurity manife#ttself in the other's intentions and out-
comes. Vulnerability is the risk that comes from éimtrustors side in the event of a negative
outcome. Modern society is characterized by disswategy, which means rather reducing
vulnerability than reducing insecurity [33]. Analgg vulnerability or risk are both im-
portant components of safety activities [3lie to the diversity of risk analysis methods
and the limitations of this article, we do not detiae methods of risk analyzes, however,
based on the presented researches, it can behadidl plays a big role in examining both
trust and safety.

As mentioned several times, altruism is a helpieigelvior. In modern society, sup-
porting altruism leads to a more stable environnaeatit also reduces aggressive behavior.
Altruistic behavior contributes to human well-beiaigd to physical or mental health [35].
Altruism is closely related to various volunteedeaupportive activities such as charity or
community-based programs. According to the humeaitasecurity concept - human secu-
rity can be achieved by strengthening internatideal coordinating international action,
severely restricting weapons and tools of destwactind preventing and severely punishing
genocide and war crimes. The United Nations Offaceéhe Coordination of Humanitarian
Affairs (OCHA), established in 1998, oversees UMhhuitarian and disaster response ac-
tivities. Among its many activities, OCHA providegormation on emergencies around the
world and organizes international actions to mabilionations and provide emergency as-
sistance to those in need. OCHA's members andguarinclude governments, civil and
humanitarian organizations, UN agencies, foundatiand the Red Cross. The Central
Emergency Response Fund (CERF) is a humanitariahdatablished by the General As-
sembly in 2006 to help those affected by naturshsters and national conflicts. Govern-
ments, private sector, foundations and individuglead it annually. In 2013 Hungary be-
came a member of UN Disaster Assessment and Catiah36].

UN’s Office for the Coordination of Humanitarian fAirs created COVID-19
Global Humanitarian Response Plaand “COVID-19 Solidarity Response Funas a
joint effort to fight global health crisis and ajped to governments to support these plans.
Their main strategic priorities are first of alhreparing and being ready” by decreasing the
risks and protecting vulnerable groups. It is nsagsto decrease deterioration of human
rights and assets, as much as livelihoods andlsmtiasion. The plan also draw attention
to prevent discrimination or violence against comities and enhance understanding and
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awareness of the COVID-19 pandemic. Humanitariarkyaot only from individuals but
also from governments are more necessary nowatteysever before [37].

CONCLUSION

Concepts like altruism and safety could be obviousrdinary people; however,
deeper analyzing and framing provided a wider te8dth concepts were hard to puzzle
out due to their complexity; however, we providad&erview — without being exhaustive
— about their appearance in several forms andsfieldwould be much longer, more com-
plicated and probably impossible to reveal everynfof altruism and safety. Although our
purpose with this study was not to detail in so ynanrds these concepts, but to find con-
nection between them.

Trust, is a significant component of altruism, bh@lso holds risks, and these com-
ponents are working as mirror images. By demonsgateveral studies we revealed, how
these are acting in various scenes [15] [16] [32] [33]. Risk management is a term, what
plays important role in safety as well. Howeveis itvorth to mention, we did not dealt with
specifying the different methods of risk-analysis,as a first step for our following study,
we will examine risk management in an angle of husecurity. Altruism could be infil-
trated in the word of safety, since humanitariamkw® an important part of human security.
In this study, we also get a nearer view of hunaai@h work from the aspect of United
Nations. As our second step for our following stuag would like to take a closer look on
volunteerism and humanitarian programs, not ordynfthe corporate side, but also from
the side of civilians. The UN and OCHA plays leadiole in bringing together selfless
actors and to create a culture of protection, betstrain of each individual could the in-
ducement behind work.
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INTRODUCTION

Compared to the conditions of usual civil life, pégiion density in both refugee
and military camps is extremely dense. Therefohel smd liquid wastes are produced in
high areal concentration, posing public health andronmental threats at the same time.
This is why, sanitation issues have been treatdudue care throughout written history, as
witnessed from the biblical Old Testament untildégd SPHERE standards and interna-
tional regulations.

Whether caused by natural / industrial disastéyarmed conflict, crisis situations
do not facilitate effective - if any - wastewategdtment. Pre-existing treatment facilities
are damaged or overloaded, while time and otheuress are lacking to construct new
infrastructure. Iriemporary campssanitation often consists of simple latrines, ni@gno
wastewater treatment at all. Chemical water disiida is applied in other cases, which
converts immediate public health hazard to longitenvironmental pollution. Complete
wastewater treatment plants are sometimes bypermanent campsccording to the reg-
ulation of the operating country, such as in thenfer Swedish - Finnish PRT camp in
Mazar-i Sharif (Afghanistan). But these facilitieflict the camp with a large surface, and
they cannot be camouflaged, presenting a hardbndieble vital infrastructure, vulnerable
to sabotage, armed attack, or floods, landslideseblver, such facilities are expensive to
install and to operate, and they largely depentherexternal supply of energy and chemi-
cals, as well as sludge removal from the camp,enthi¢é disposed wastewater sludge is a
hazardous waste, too. ldentifying autonomous wadtvireatment technologies that are

» readily installable, easily transportable,
» less dependent on external supply

* easy to hide and

e produce re-usable end products

would improve all health, environmental and - wiagaplicable - defence security of the
camps.

Due to recent results in the research of eleattiv@microbes, development in fluid

physics, and the publication of some advanceseofdimer Soviet space exploration and
artificial biosphere programme, it is now possitdeset up devices that satisfy the above
criteria. In the best case scenario, they may m®dunergy instead of consuming it, and
may supply utility water for secondary use (clegnitoilet flush, greening etc). Such au-
tonomous systems could equally serve temporary pemchanent, refugee and military
camps. In case of being left in place after thergemey, they could be integrated into the
everyday life of the local community.
Opportunities of improved wastewater treatmentraxéewed in this paper. Solid-phase
organic wastes involve no less risk to health andrenment, but the remediation methods
are entirely different. Therefore, they will be gdt of another paper, only joining points
will be highlighted here.

Reverse osmosis, electro-dialysis and other cudtdge membrane technologies
fulfil all of the four above criteria; they evenisto produce potable water. Despite this,
they are not considered in this review becauskef tostly installation and operation.
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THEORETICAL PRESENTATION OF THE TOPIC

Characterisation of wastewater

“Military bases resemble small cities and face Eimsustainability challenges” -
as concluded in the US Army report on transitiomdoo carbon emission [1]. This is why
permanent military bases are either connected ighbeuring urban sewage systems, or
they have their own wastewater treatment plantg2]]Likewise, large permanent refugee
camps are sometimes provided with treatment fes[8], [4], or they are connected to the
neighbouring sewer system, like the Kosovo IDP caRigzevo” near Novi Pazar, Serbia,
as presented on Photo 1.

-

) i

-« -

Photo 1: Blazevo IDP camp, Sandzak province, Segi@8(source: the author’s photo)

The fate of wastewaters in temporary camps isaintdifferent. Forward operation bases,
outposts, transit camps operate in unstable and®se connection to civilian infrastructure
is not an option, and there is neither time nooueses to construct treatment facilities. Still,
a concentrated discharge of wastewater risks rapigirwhelming the self-purification ca-

pacity of natural ecosystems. Table 1 compareshtmical properties of wastewater avail-
able from a typical refugee camp with the one ofacal village wastewaters in Europe,
against the discharge standards of a European Wwméomber state.

Parameter Refugee camp Rural wastewater in Environmental
wastewater Hungary discharge thresholdsin
3] [5] Hungary([6]

COD mgl/lL 190¢ 30t either <15!
BOD5 mg/L 137 or <5(
TSS mg/l 594 19: <20C

TN 144( 5€ <5t

NH4-N 131t 27
TP 4 <1C

Table 1: Composition of camp and municipal wastewat
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Since the sources of wastewater in the studied cafgollected at all - are basi-
cally the same as in other human communitiesyaghing, cleaning, toilet flush, personal
hygiene, cooking remains, its composition is clmsmunicipal wastewater, with local var-
lances. As expected, wastewater in the studiedjyeefcamp (Azraq, Jordan) is far more
concentrated, due to the limited availability ofteran that region. Apparently, toxic metals
present no sensible danger in camp wastewateg Bidastrial sources are largely absent
from camps. The main pollutants are

» organic carbon, as indicated by high biochemicgbex demand (BOD) and chem-
ical oxygen demand (COD), just as the low concéntmaf dissolved oxygen

* suspended solids (TSS)

* nitrogenous compounds (TN, total nitrogen), inahgdieduced (NH4-N) species

» phosphorus content was not measured in this subutyan excess P concentration
can obviously be supposed, too.

Although unmonitored in camp conditions, the presesf hydrocarbons, persistent
organic pollutants (POP) and microplastics maygasonably expected. POP is a vast array
of bioactive substances, e.g. residues or theateres of surfactants, antibiotics, hormones
and other medicines. These molecules are partigllazardous because they affect the
physiological functions of living organisms evertriaice quantities. Decaying slowly or not
at all, they accumulate in the environment, and meagh humans in potable water or by
transiting through the food chain.

The SPHERE minimum standards are rather flexiblaste treatment[7], in order
to cope with most possible situations between sremes of emergency onset and perma-
nent settlement. The SPHERE principles are thevatig:

» containment of human faeces

* minimum number of toilets (latrines, in practicgé)per 20 inhabitants
» 3:1 female to male toilets

* maximum distance from dwellings: 50 m

» avoid the faecal contamination of water reserves

* proximity to hand washing facilities

» safe collection and disposal

Despite all flexibility, even such standards afédilt to respect under rudimentary
conditions in areas where water is a scarce resplike in the Dashtishur IDP camp in
Balkh province, or the Etehad returnee camp in Bagprovince, Afghanistan. (See Photo
2 and 3). Wastewater management is often erronenaglected even in densely populated,
long-term camps, such as those in the AlgerianrdéseSaharawi refugees [8]where la-
trines have been used for over 40 years, and sappretycled water is desperately needed
to irrigate gardens [9].
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Photo 2: Dashti shur IDP camp, Balkh, " Photo 3: Etehad refg cmp, Baghlan,
Afghanistan,2009 Afghanistan, 2008

(Source: the author’s photos)

SPHERE has recently recommended the use of huntaetaxo produce biogas or
compost in refugee camps. Water and energy savipgrtunities are intensively re-
searched both in permanent military bases for aoiing resources [1], and in temporary
or forward camps in order to ease logistic dutiéy.

Usual wastewater treatment methods
Municipal wastewater treatment technologies

The common objective of all wastewater treatmecttrielogies is to separate dis-
solved and suspended pollutants from water. The obmll widespread technologies is
microbiological treatment, even if the exact way@hoving each of the principal pollu-
tants depend on the actual implementation. The@gical cleaning process usually consists
of three main steps. Biodegradable organic mateaitly decomposed by microbial me-
tabolism to carbon dioxide and water to gain engrdifle the remaining part is transformed
and built in microbial cells. Excess nitrogen istfioxidized, then the resulting® is re-
duced to inert Mgas that is discharged in the atmosphere. Exdesspporus is usually
bound into insoluble salts, then precipitated wlith sludge that consists of dead microbial
biomass and suspended solid pollutants, as wedl.tAitee-step biological process is pre-
ceded by the physical filtration of large particlasd may be succeeded by chemical disin-
fection. The essence of any wastewater treatmehhttogy is to mimic the self-purifica-
tion capacity of natural ecosystems, while enhansiome of its particular aspects. The
simplest - and the least intensive - implementatiare anaerobic lagoon (imitation of
lakes), and constructed wetlands (imitating marsiheseadows). Both occupy large areas
and host slow biodegradation processes; theretfoeg,are not practical for camp applica-
tions. Wastewater treatment plants use severaladstio improve the natural bioprocesses:

e spacial or temporal separation of anaerobic, araxitaerobic phases
« artificial aeration and stirring

« flocculants and polyelectrolytes addition for befieecipitation

e separation of water treatment from sludge treatrogeles

« immobilizing the microbes to form a biofilm on grdes or membranes.
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Sludge recirculation is generally applied. While 8eparated liquid fraction runs
through the treatment system within a dozen of fiosiudge fraction is recycled many
times to remain for weeks, leaving sufficient tifoeslow bioprocesses. Wastewater treat-
ment systems result in fair water quality, but theguire capital investment, the external
input of energy and chemicals, as well as extesaalices to remove and treat waste sludge
from the camp. At the same time, a system of coxrripilereactors still occupies a large area
and needs skilled operators. Moreover, all the etarenergy bound in the organic matter
gets lost. Treatment plants are efficient in remgwrganic carbon, nitrogen and phospho-
rus compounds from water. But they cannot eliminatases, as discovered in recent
COVID research [11]and persistent organic polligaviiich have been of growing concern
in recent years[12].

Biomethanisation

Anaerobic microorganisms are able to partially tx@édorganic matter in the ab-
sence of oxygen, by removing hydrogen instead. ihise underlying principle of biogas
digestion that is extensively used for wastewasatment. Organic molecules are first con-
verted to fatty acids, that are further converteddetate and, finally, to GHH,, H.S and
CQO; are by-products of the reaction chain. Biogassligs always transform only a part of
the available organic matter, but they produce agstible biogas that can be used for cook-
ing, heating, lighting or electricity generationoBas plants operate with a far longer hy-
draulic retention time than wastewater treatmeantgl (over two months) and they need
heating for optimal operation.

Nearly 18.000 high performance biogas plants weerational only in the Euro-
pean Union in 2017 [13] . But these high-tech iltetians are complicated, costly to build
and to run, need expertise and maintenance totepénae to their size, they are particularly
vulnerable to natural disasters, sabotage or aattadk. Both India and the People’s Re-
public of China have been developing small-scale/-tech, extremely simplified biogas
digestors of household scale, which are easy td lmid to operate. But without heating
and continuous stirring, these installations alatikely inefficient, the yield is unreliable,
and without adequate post-processing, the biogasmg be used for heating and cooking.

As opposed to municipal wastewater treatment plétgas digestors cover their
own energy needs and rarely require external clanmput. Due to heating and long re-
tention time, viruses and persistent organic pafitg are better eliminated, as well. But
they still rely on external services for elimingtithe effluent. Because they produce in-
flammable gases, these systems are even more able¢han treatment plants. Taking all
limitations into account, none of the currently disgogas technologies are appropriate in
temporary camp conditions, although instances impaent refugee camps [14] and mili-
tary bases [15]exist, and SPHERE encourages thejras well [7].

Composting

Composting microbially transforms a part of thesftdite into biochemically stable
macromolecules, while the remaining organic mastexidized to CO2 and water, supply-
ing energy for this transformation. The simplestrfaf the process, ripening animal ma-
nure, has been used by humanity since millennia.ifithustrial-scale composting of other
raw materials has been spreading since the 1970s.
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The process consists of three main phases: theg déeasily biodegradable sub-
stances heats the substrate aboWE30ithin the first 4 - 5 days. At this temperatwsiewly
degradable macromolecules break down to more edsilyadable substances, thus this
phase is self-sustainable until sufficient oxygempiesent in the pore volume of the sub-
strate. As oxygen is gradually consumed, the teatper decreases to the mesophilic zone,
35 - 45°C in the second phase. Aerobic reactions slow damdh— in parallel with it —
anaerobic reactions dominate in the sub-spacesvaxggen is missing. Without aeration,
this phase may last 2 - 3 months. Stable humusimecmolecules build up during the last,
Jfipening” phase when, while the decay of unstalbstances ceases. The whole process
can be accelerated with artificial aeration, eithgmregularly mixing the substrate or by
forcing air through it. The optimal substrate h@s 0% moisture content and a C/N ratio
between 25:1 and 50:1. Composting is appropriatestd wastewater sludge with carbon-
rich additives, such as straw or solid organic emsBimple variants of this technology, as
shown on Photo 4, may then be considered for usanmp conditions, especially if it is
linked to solid organic waste treatment.

Photo 4: Composting in Dehrazi, Afghanistan, 2007
(Source: the author’s picture)

Alternative wastewater treatment opportunities
Biofiltration

A biofilter is a packed-bed bioreactor, containangranular or fibrous matrix ma-
terial, and a microbial consortium forming a biwfibn the inner surface of this matrix.
Suspended and colloid-phase pollutants are phjsidééred by the matrix. A part of the
dissolved organic and inorganic pollutants is aosdrto the matrix, too. The biodegrada-
tion of the dissolved, adsorbed or filtered organigiter and other bioprocesses, such as
denitrification, nitrification and phosphate redaoottake place on the biofilm. The packing
matrix material itself may be inorganic or orgaritcshould be locally available, cheap,
porous with high specific surface, e.g. volcaniavgl, plastic beads, reed, coconut fibre
etc. Biofilters can be heated, and operated unideereaerobic or anaerobic conditions.
They host far more complex biochemical processas tastewater treatment systems or
biogas digestors, therefore they may be much smaltey are simple to operate, but be-
cause they are sensitive to fouling, high concéntraof suspended inert solids should be
avoided in the incoming wastewater.

Vol 2, No 1 (Sl), 2020. Safety and Security Sciences Review | Biztonsagtudomanyi Szemle  2020. II. évf. 1. kiilénszam



106 SZELENYI GABOR ZOLTAN

Bio-electrochemical systems - MFC/MEC

Another alternative application of oxidizing orgamatter by extracting hydrogen
IS to remove an electron and a proton separatetyansfer them through different pathways
and to unite them at a remote location. Bio-elettemical systems use exoelectrogenic
microbes that, in the absence of other termin&keda acceptor, are able to implement this
process. They are able to transfer electrons thrdlgjr trans-membrane enzyme system
to a positively charged anode, while ejecting theesponding protons to the growth me-
dium. If a semi-permeable (usually cation exchamgemnbrane separates the anaerobic an-
ode space of the reactor from the aerobic cathpaees the protons transit to the cathode
by diffusion. The electrons arrive at the samelicough an external circuit, where pro-
tons and electrons combine with atmospheric oxygéorm water. This is the biochemical
principle of microbial fuel cells (MFC). If oxygas entirely excluded, protons and electrons
combine on the cathode to form elementasgés, in this case an external supply of electric
potential is needed to provide the driving forckisTatter application is microbial electrol-
ysis cell (MEC)[16]. Bio-electrochemical systemartsform organic matter less effectively
than aerobic systems, and at the present statg t¢ifiey are unable to produce a consider-
able amount of electric power. Meanwhile, due ibzurtg a different array of substrates,
they can improve the efficiency of more traditiob&@degradation technologies, such as
biofiltration (MFC) or biogas digestion (MEC), wheombined.

Electrofermentation-assisted biomethanisation

As enzymatic redox reaction chains depend on #erelyte potential of the me-
dium, alternative metabolic pathways can be sealdayeapplying a suitably chosen electric
potential into the bioreactor. For example, micabbbnsortium in a biogas digestor can be
electrically stimulated to produce more &t the detriment of CH or more CH at the
expense of Cg) etc. Assisting biogas production with electrofentation promises im-
proved biogas quality, reduced fermentor size,ranck sensitive process control. Accord-
ing to recent research[17], the potential yielchgaiay reach up to 84%, and productivity
might double.

A recent innovation to increase overall procesgieficy is the application of jet-
loop system instead of simple stirring. Jet-lookena simultaneous use of the Venturi
tube principle and of turbulent flow properties.iS bonfiguration avoids harmful vortex
formation by separating the central downstream diux swirling liquid from the peripheral
upstream in concentric cylinders. Jet-loop hawws drawbacks, but utilizing the men-
tioned physical laws, it consumes sensibly lessggran stirring blades to keep the same
amount of liquid mixing. Jet-loop reactor configtwa allows for up to 70 % mass transfer
increase and even higher yield gains. [18] Degpitefact jet-loop is increasingly applied
in a number of sectors, it has not made its wahediogas industry yet.

Thermophilic bioprocesses are a lot faster thanoptaic, according to Avoga-
dro’s law. Using 60C instead of 37C as operational temperature allows shorter hyaraul
retention times, meaning that a thermophilic biodgestor can be smaller than a meso-
philic one, eventually less than half the size tf@ same amount of substrate.

Besides wastewater, solid wastes are the otherrnssjoe of disease control and
epidemics prevention in a camp. Solid wastes inged¢ camps comprise of about 70 %
organic matter, with approximately 50 % moisturateat. On the one hand, solid organic
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fraction is an ideal host to pathogen microorgasisparasitic worms and rodents propa-
gating a multitude of diseases. It is therefor@m@minent importance to rapidly remove
and correctly decontaminate it. On the other hdrontains useful chemical energy which,
due to the high moister content, cannot be releasedly by burning. Integration of the
above improvements in biomethanisation sciencavalligher medium densities fed in a
biogas digestor. This opens the possibility tottvemstewater combined with solid organic
wastes.

Photosynthetic C@supplementation with algae

Although one of the chief pollutants in wastewasenndercomposed organic mat-
ter, there is a stoichiometric lack of carbon webard to nitrogen and phosphorus content.
One possible way to circumvent this bottlenecloiphotosynthetically bind sufficient at-
mospheric COfor building excess nutrients in vegetal biomaisat is, a useful end prod-
uct. “BIOS-III.”, the log-term artificial biospherexperiment attached to the Soviet space
exploration programme, proved in the 1960s thabfelia sp., algae species were able to
recover nutrients while decomposing organic politgdrom wastewater, with supplement-
ing carbon from atmospheric carbon dioxide. [19§8ithen, several species, including fil-
amentous and microalgae, have been tested in gagxperimental configurations world-
wide. The advantages of using algal instead of tabghotosynthesis are:

» higher overall conversion efficiency

« microalgae can be readily recycled to, for instaadeiogas digestor

e optimal growth conditions can be more comfortalelguiated in a closed photobi-
oreactor than in a constructed wetland

* a photobioreactor can be fold up in several pdraiers, thus it is more compact
than a wetland

» Biocoenosis in an algal reactor is simpler tharhgtqgroenosis, its behaviour is
more predictable, that is, numerically more modida

Like biomethanisation, biofiltration and construtteetlands, a photobioreactor
can be electrochemically stimulated. Using algagoissible in, for example, a microbial
fuel cell to produce elementary oxygen gas direatlythe cathode,[20] reducing carbon
dioxide that was produced on the anode. Due fmitsntial advantages, a wastewater clean-
ing technology based on bio-electrochemically &sgdialgal photosynthesis may eventually
suit to camp conditions.

Bio-electrochemically assisted biofiltration

Biofilters can be hybridized with bio-electrochealisystems. A microbial fuel
cell, for instance, may be created within a biefilseparated to an anaerobic and an aerobic
sub-space. The anode is inserted in the anaerokigni sub-space, while the cathode is
placed on the top of the upper aerobic sub-spapesed to the atmosphere. The two elec-
trodes are connected through an external resistamcelentical biofilter without the elec-
tric circuit would similarly decompose the organiatter, but would leave far higher re-
maining nitrogen concentration. Bio-electrochemasdistance stimulates denitrification-
nitrification processes and dephosphorisation. @hdation of slowly degradable organic
carbon may improve to some degree, as well.
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Electro-active rhizosphere systems

The EU CORDIS “IMETIland” research project is ainadmproving the efficiency
of constructed wetlands in wastewater cleaning[Ril#ll the various technological imple-
mentations of constructed wetlands, wastewatexdsrf a porous or fibrous matrix, where
aquatic plants are growing. The rhizosphere, coegbad plant roots and the associated
microbial community, decomposes organic pollutamis utilizes nitrogen and phosphorus
as nutrients. The natural process is slow; thighig constructed wetlands require large areas
for effective operation. In this experiment elemdily conductive polymer fibres were inte-
grated in the matrix, which allowed electro-actimiErobes to form a biofilm. In this way,
the different enzyme-catalysed redox steps of gemhposition process could take place
at the distant micro-spaces of the matrix [22]. IBgpacial partition of the biochemical
processes replaced stirring, which would otherligsee been impossible. This multiplied
the reaction speed, reaching eventually up taneestfaster biodegradation in certain cases.
Other hybrid setups, based on this principle, Hmen successfully tested, too [23].

CONCLUSIONS AND DISCUSSION

Established, emerging and experimental wastewedatnient methods are com-
pared in this chapter, with regard to their potrfeasibility and usefulness under camp
conditions. Technological, financial and defendéeda are taken into consideration in a
SWOT (strengths vs. weaknesses and opportunitighnesats) matrix. Feasible configura-
tions will then be suggested for pilot tests, bamethe SWOT analysis.

Evaluation of camp wastewater treatment choices V8OT matrix

Technology Strengths Weaknesses Opportunities Threats

Municipal Ripe technology| External suppliesProduces reusabll€umbersome size, viil-

WWTPs fair water quality| needed, residual water nerable, difficult to

high throughput| pollutants, slow hide, skilled work
start-up, expen- needed, only few mq-

sive bile application:
Bio-methanisa- | Ripe technology| Post-treatment| Useful end-prodi Cumbersome size, d|f-
tion autonomous opef- needed, long | ucts, energy gain,ficult to hide, inflam-

ation, nearly dis{ HRT, services | connectionto | mable gases, skille
infected effluent| needed, slow | solid waste man{ work needed, immo
start-up, expen- agement bile
Sive
Composting | Ripe technology| Only treats solid| Useful end-prod{Sequential batch oper
fast substrate dig- substrate, exter{ uct, connection tp  ation, immobile
infection, high | nal energy input| solid waste man
throughput, inex; needed, slow | agement, simpld

pensive start-up operatiol
Biofilter Emerging tech-| Fouling, need fof Reusable water
nology, high | matrix post-treat{ can be intensified
throughput, small ment with energyinput,
size, short start- simple operation|,
up, inexpensiv mobile
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Technology Strengths Weaknesses Opportunities Threats
Bio-electro- Substrate disin-| post-treatment | Improves the per- No standalone tech-
chemical sys- fection, short | needed, energyl formance of other nology available,
tems (BES) HRT needed, long |technologies, mg- skilled work needed

start-up, expen-
Sive

bile

Electro-fermen-
tation

Emerging tech-
nology, autono-
mous operation

nearly disinfected

effluent, acceler
ated sta-up

Effluent needs
post-treatment,
long HRT, expen
sive

Useful end-prod

connection to
solid waste man
agement, scalab
Size

ucts, energy gai

Inflammable gases
producedgskilled work

needed, only a few

mobile applications
e

Algal bioreactor

Emerging tech-

nology, autono-

mous operation
short stal-up

Effluent needs
post-treatment,
expensive

Useful end-prod

waste manage-
men, mobile

ucts, link to solid

Skilled work needed

Biofilter + BES

High throughput
small size, short
star-up, chea|

Experimental sy§
tem

- Reusable water
simple operation
mobile

No established tech
. nology available

Constructed
wetland + BES

Emerging tech-

nology, autono-

mous operation
inexpensiv

Risk of fouling,
reduced scalabil
ity, reduced con
trol, long star-up

Produces reuse
able watersimple
operation

- Seasonal operation
immobile

Table 2: SWOT matrix of available wastewater tetbgies

According to the SWOT analysis, one out of threelitronal treatment methods,
and three of the six alternative methods fulfil feasibility criteria of camp application:
composting, biofiltration, electro-active biogageltion, electro-active biofiltration.

Suggested setup for pilot testing

A short, three-stage sequence of the simplest waste treatment methods is pro-

posed on Figure 1, for pilot testing.
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Biogas Cleared water
output output
Effluent Fouled matrix i'goiliit’j’ E)’ia—’ N m‘
r { ! waste input |
digestor e-Biofilter omposting

J

Dilution water Regenerated
matrix

|

Compost
output

Waste-
water input

Solid organic matter

Figure 1: Flow-chart of a three-stage water manageairsystem for camp use

Stage 1: As shown in Table 1, biodegradable orgearicon concentration in camp
wastewaters is high enough to feed into a regulanicipal sewage sludge digestor.
Wastewater is first fed in a biogas digestor faaexobic pre-treatment. If the

e main purpose of the digestor is fast hygienisadiot an anaerobic pre-treatment of
raw materials, and

« is bio-electrochemically assisted, heated to theimlic temperature zone,

» and the reactor design uses mechanical innovagiaris as jet-loop configuration,

a considerably reduced size with high flow-rataliswed. With such size, the biogas di-
gestor can be mobile, and easy to camouflage fitiadal protection. Toxic b6 can be
simply removed from the produced biogas withinrgeector space itself, by a copper mesh
inoculated with desulfurizing bacteria. Once the gadried in a condenser, it can fuel the
engine of an aggregator to produce electricity. ésndoderate climate, an average thermo-
philic biogas digestor consumes approximately 60f%e waste heat produced in the ag-
gregator, for maintaining its own temperature. Té@aining heat can be used for other
purposes.

Stage 2: The biogas effluent is treated in a h@filwhere bio-electrochemical as-
sistance and mesophilic temperature secure almighghput for aerobic biodegradation of
the pre-treated organic matter, as well as fortdéaation, suspended and colloid particle
filtration, and phosphorus removal. The biofilteredter can be reused for nearly all pur-
poses except for drinking, cooking and personaldng

Stage 3: The matrix material needs regular regéoarbecause of fouling by sus-
pended solids. The easiest way of regeneratioangposting. About 85 % the filtered or-
ganic matter is ultimately decomposed to,@8d HO, while the remainder is transformed
into stable macromolecule complexes. The composteérial is partly reused as the bio-
filter matrix, partly recycled in the biogas digasas co-substrate. The remainder can be
used to fertilize eventual garden plots. Solid aigavaste treatment may be linked to the
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system at this point through co-composting, by ngxihem to the fouled biofilter matrix.
In this case, a grinder, chopper or other fragmertbol is needed to ensure maximum 25-
30 mm particle size in the composting phase.

In addition, bio-electrochemically assisted conged wetland is a powerful water
polishing tool. If topological and security condits around the camp allow, its use is
strongly advisable as water post-treatment, to ywedjuasi-potable water. Mobile high-
tech membrane technologies would implement the gshrtyeat several times higher cost.

SUMMARY

A multitude of various pathogens and parasites ifprates in untreated
wastewaters, which contain a large scale of emgngatlutants in addition to threatening
both human and environmental health. Camp wastesvetenot differ much from munic-
ipal wastewaters that can be cleared with wellbtistaed, widespread technologies. But
building and operating complex wastewater treatmkmits are expensive, and even worse,
they rely on energy and chemicals from sourcesdmthie camp, and the elimination of
the produced waste sludge depends on externatsemaviders, too. Treatment plants oc-
cupy a large surface, they are hard to camouflaggeotect, constituting vulnerable points
in the camps.

A number of emerging and experimental treatmeniooptare identified in this
review. Based on an evaluation against feasillityria in camp conditions, fast-installa-
tion, autonomous wastewater treatment systemslangified, that depend less on external
supplies, do not need highly skilled operators, learidden, and if possible, produce re-
usable end products. A simple, three-stage hylystem is suggested for further study and
pilot-scale tests both in refugee and militaryisgd. The proposed system is expected to
reduce health and environment risks without rekamic local civil facilities, while produc-
ing useful energy, re-usable water and stabilizedpost for garden soil improvement.
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